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1. Introduction

Cloud Supervisor® Azure does the detailed monitoring of subscriptions and provides services
related to the security configuration settings, cost settings, application migration settings
with recommendations over costing and security following the compliance as per Azure
standards. These services are only applicable to the subscription owners.

2. Prerequisite

1. The user should have an AAD user account.

2. The user should have an Azure subscription and should be the owner of
subscription/subscriptions.

When any user signs up in Cloud Supervisor® Azure, the user will give a consent on the AAD
app. This AAD app will get the reader role only to get the subscription data.

3. Cloud Supervisor Login

Step 1. Go to the Cloud Supervisor: Azure portal https://cloudsupervisor.cloudatlasinc.com/ the

login window appears, as shown in Figure 1: Cloud Supervisor: Azure Login Window.

NOTE: Two login options will appear on the screen as shown in Figure 1: Cloud Supervisor: Azure Login Window.

1. Multi-Tenant Login Window.

Figure 1: Cloud Supervisor: Azure Login for Multi-Tenant

. Cloudsupervisor® Azure

Work or Hizhoa Account

Assigned by your werk or 3choo

Step 2. Click on Sign Up for new user.


https://cloudsupervisor.cloudatlasinc.com/
https://cloudsupervisor.cloudatlasinc.com/
https://cloudsupervisor.cloudatlasinc.com/
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Figure 2: Cloud Supervisor: Sign Up Window for New User

-

=) Sign Up Form

Subscription Detais

AVAUL =

MONITORING T

Step 3. Then Click on “Download Script” Button as shown in above figure. After downloading the Script on your
system. Then, run the Script on your PowerShell window, you will get Tenant id, Client ID and Secret Key from there.

Step 4.Enter the value for the following fields:

« Enter User Id (* Mandatory field)

« Enter Password. (* Mandatory field)

+ Enter Tenant ID (* Mandatory field) (Collecting from script).

« Enter Client ID. (* Mandatory field) (Collecting from script).

-« Enter Secret Key (* Mandatory field) (Collecting from script).
Step 5. After filling the Sign Up form, click on Validate & Submit button.

Step 6. After validating the details by “Validate and submit” action, user will be redirected to below login screen.

Figure 3: Cloud Supervisor: Azure Login Window for Multi-Tenant

(o)
(o%
e \’J" ") CloudSupervisor* Azure

(

Existing User, Login

AZURE
/ B MONITORlNG [J Remember me

Not a member yet? Sign Up

Prerequisites: User who will create and register the APP must be having “OWNER” role.
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2. Single tenant Login Window:

Figure 4: Cloud Supervisor: Azure Login Window for Single Tenant

Sign In with CloudSupervisor 1D

[Ty

ag and Raparsay

u'_;-.' Tor My ikt

4. Login Page

Step 1. On the Login window, click on the “Work or School Account option” as shown in Figure 4: Cloud Supervisor:
Azure Login Window. The login page appears, as shown in Figure 5: Login Page.

Figure 5: Login Page

B Microsoft

Pick an account

+ Use another account



Step 2.0n the Login page, enter the credentials and then click on the Sign In butto
5: Login Page.

Subscription List https://cloudsupervisor.cloudatlasinc.com/Subscriptions/Index a
Figure 6: Subscription List.

Figure 6: Subscription List

CloudSupervisor ®

AZUrE

= (@
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n as shown in Figure

ppears, as shown in

& Subscription List

Note :- After enable manitaring , Dashbaard view link will be available in 24 to 48 Hours

Q
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Hm Subscription Name Subscription 1D
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5. Subscription List

Step 3 .0n the Subscription List Page, click on the Enable Monitoring button as shown in Figure 7:

Monitoring in Process.

The system will start the process to fetch data from Microsoft Azure services for th

e specific “subscription

Id” and the “Enable Monitoring” button appears, as “Disable Monitoring” to stop the process at any time

of execution as shown in Figure 7: Monitoring in Process.

NOTE: Enable Monitoring on All Subscription will enable monitoring of the Azure subscriptions.

After enable monitoring, Dashboard view link will be available in 24 to 48 Hours.

Figure 7: Monitoring in Process

CloudSupervisor @
Azure

y

& Sunscripfion | ist

Q

S
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Dashboard
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Following are the key terms and their description, used to understand the terminology for various section of the

portal.
Fields Description
Subscription Name Provided by Microsoft
Subscription 1D Provided by Microsoft
Subscription Status Enable or Disable Monitoring.
Spending Limit ($) As per your subscription
Billing Period Detailed report view.
Dashboard Detailed view of Reports

Step 4. On the Subscription List Page, in the “Search” text box, enter the value for any Subscription
Name as shown in Figure 8: Search.

X o

@ CloudSupervisor ©
Arure o
f&f Subscription Lst B Export Subsiipion | View Previous Bil | Refesh Subscipton List | @ View Dastibuai

Nots ;- After enable monitoring , Dashboard view link will be available in 24 to 48 Hours I Q Search Subscripden by name I

Frahle / Disahle Inventory  [PESes

H S

it sl ekl i ereatsle ity ek ek i s Belan Pras)
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‘NOTE: On the “Cloud Origin,” the property values for the Azure services can be changed from the default values prescribed by Microsoft. ‘

Step 5. On the Subscription List Page, click on the Refresh Subscription List button as shown in Figure 6: Subscription
List.

CloudSupervisor ® £

Azure

&% Subscnption List @ View |ashhoard

Note :- After enable monitoring , Dashboard view link will ke avzilable in 24 to 48 Hours Q Search Sk tinn by nama
[t ek o bl o s ik ol bt o) Previous Gilling Cyzle Cost [l Subscrption Disabl=d  10% Amount Remainne o Less

RCNAING Lim|
<o crphon Name Subsenpnon 11 ® ]

Pruject CleudRevun -

. . 01/05i2022 Production G3lobal Admin
Microsoll Acurs U7 aTBacA B0 Aub v 000,60 ;
” e o
! 2 Spansnrsiip TOTEEALECD Updzte 317032022 Dlsable Azurchdmin@uniycleu
Chargs com Uuwmer
Barun, Amit Sourabn
o105 Aduin_Avjost
. Visual tudio - et D ebbi-bd25-d £ {beci- 132.00 5 . Pundir, wrer
2 & t _ o P
L LundingZurme-Pred 5196163702 iy o Disable Bhupssh,Prejsct O W
e Dependency
Admin: Ahishck
. Visusl Studio Enloiprive | 8075u550-39a-Adck-ukeb- 132.00 Sibvustava,Ovner,
3 < . . X
= CloudReconCanada | 9673221 upacte 1022 20.08 Barun, Seurabh Amit Pro]

Chargs wel CloudOnigin - Tesling

Visual Situdio La— dbitidebl Ubce-d66c-5-44- 132.00 OSV05/ZC22 -

] P 5 "5 . <0 o

| anving Zone pr—— i 081062022 30.50 11.50 Admin. Riahul Singh & View

(2 Support g ]
I*owerzd Dy | he Jnitycloud I'viLid

Subscription List will be refreshed and new Results Appear, ONThe list.
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Step 6. On the Subscription List page, under “Dashboard” click on the View button as shown in Figure 9:
Subscription List.

Main Dashboard page https://cloudsupervisor.cloudatlasinc.com/MainDashboard for the specific
“Subscription name” or for “All Subscription” appears.

Step 7. To view the Main Dashboard, click on the link appearing under “Dashboard” in the left panel.

Main Dashboard appears as shown in Figure 10: Dashboard - Main Dashboard.

— CloudSupervisor ®
— Azure

Figure 10: Dashboard - Main Dashboard

A Subseripion

Last Update
18/05/2022

@ Dashboard 22 Main Dashboard £ Month - May [rRSTILEEN
LJ Main Dashboard
& Compliance
No. of Subscriptions Total Services RunBook Storage Accounts disks Network Watcher Public IP Addresses Monthly Trend
|2 Usage Analytics
$ Costing Analytics o{} ’ & — @
U Security Analytics # " ‘ 'I f H I}
S SCDER Bahboand 98 1614 162 150 125 120 104 -
U Devops Analytics
9 History Dashboard Compute
& Azure Policy Compliance
@ App Se Availability Sets ‘8 Snapshot Bl Sql Virtual Machines
©® Dependency k)
# Monitor Change Analysis Resources 87 Resources 5 Resources 3 Resources 53
Cost /month $10.88 Cost /month $00 Cost /month $4.42 Cost /month $00
© Cost & Utilization
Baseline Mismatch 8 Baseline Mismatch 4 Baseline Mismatch 0 Baseline Mismatch 0
& Security 8 Compliance
Security Issue 377 Security Issue 0 Security Issue 0 Security Issue 0
& Cloud Service Management
@ Application Migration " ual Machines
I Mapping Reports Resources 81
{ @ Support Cost /month $1787.14 -
Powered by The Unifycloud PvtLtd

6. MAIN DASHBOARDS

The purpose is to describe how the administrator uses dashboard application to view and monitor the Azure services setting of all
the subscriptions.

The administrator can use the Administrator dashboard application Ul to monitor the status of Azure services for all
subscriptions, diagnose the problem if any, and provide possible solutions to the problem. The administrator can also define his
own set of values for Azure service settings, which will be baseline settings, and compare them with the values recommended by
MSIT.

The administrator can monitor the service settings of all the Azure subscriptions using the Administrator Dashboard application.

Follow the steps below to use the Administrator Dashboard application:

Step 8. On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard
click on each of the following services tiles as shown in Figure 11: Main Dashboard.

The user will be redirected to the dashboard page of each service for “All subscriptions” as shown in Figure 11: Main
Dashboard.
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Figure 11: Main Dashboard

Last Update
181052022

—] @ CloudSupervisor ®
| — Azure

T £2 Main Dashboard & vontn - May [ERE T
L Main Dashboard
& Compliance

No. of Subscriptions Total Services RunBook Storage Accounts disks Network Watcher Public IP Addresses Monthly Trend
[ Usage Analytics
$ Costing Analytics :.% oﬁ' &, ﬁ — @
U Security Analytics = & .' ‘ II E | |] A
GCER Dashtcar] 98 1614 162 150 125 120 104 =
U Devops Analytics
9 History Dashboard Compute
% Azure Policy Compliance

App Service i& Availability Sets 8 Snapshot Sql Virtual Machines

# Monitor Change Analysis Resources 87 Resources 5 Resources 3 Resources 53

Cost /month $10.88 Cost /month $00 Cost /month $4.42 Cost /month $0.0
€ Cost & Utilization

Baseline Mismatch 8 Baseline Mismatch 4 Baseline Mismatch 0 Baseline Mismatch 0
& Security & Compliance

Security Issue 377 Security Issue 0 Security Issue 0 Security Issue 0
& Cloud Service Management
@ Application Migration ® Virtual Machines
b Mapping Reports Resources. 81

Cost /month $1787.14 -

Powered by The Unifycloud PviLtd |

7.1
7.1.1 App Service

Compute

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard, click
Resources under “App Service” tiles as shown below:

The user can choose the relevant services under App Service to monitor & view the Azure service settings of the
subscriptions.

Compute
Resources a7 Resources 5 Resources 3 Resources 53
Caost /month §10.38 Cost /month £00 Cost /month §4.42 Cost /month £0.0
Baseline Mismatch 8 Baseline Mismatch 4 Baseline Mismatch 0 Baseline Mismatch 0
Security Issue 377 Security Issue 0 security Issue 0 Security lssue 0

m Virtual Machines

Resources 81

Cost /month £1787.14
Baseline Mismatch 10
Security Issue 490

App Service page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=7QHjpnjVY9JeRDfs

bWPx7Q%3D%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=c2JwC9JZUQ%2Balr

Se29iUnw%3D%3D appears, as shown in Figure: App Service.
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=7QHjpnjVY9JeRDfsbWPx7Q%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=c2JwC9JZUQ%2BaLrSe29iUnw%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=App%20Service&baseline=NIST%20800-53_Recommended&icn=WebsiteClassic

Figure App Service s

@ Dashboard

@ App Service
B Cloud Semce M d7a78ac1-cBb0-4ab5-aedc-707f5a46022
2 97311064-72ea-41e7-b769-45a4a11e825¢c
B Mapping Reports
3 228872a3-3021-49c9-b3a1-1cdchB52857

4 ¢3fc5234-6362-4a63-80d7-21a7faf9fed6

5 a7c5c0e5-bec2-446e-b123-327e51a121ca
6 104dae78-688d-48d0-81d6-b660baalfc21
7 1fdf11e1-fc18-4bb4-a638-c4403477c57d

8 ebb2ece7-8363-46aa-b183-77558413e7be

9 d0f6deb5-8boc-466¢-bodg-fOffacTa0fc3
@ Support

Microsoft Azure Sponsorship

Visual Studio AppDependency Data

Visual Studio AppDependencyDB

Visual Studio CloudPilot Australia

Visual Studio CloudPilot Europe

Visual Studio CloudPilot Ganesh

Visual Studio CustomerPortal

Visual Studio demoDependencyApp

Visual Studio En-Landing Zone

UnifyCloud”

Last Update

1810512022 -a ‘

B B B B B B B8

]

B8

Powered by The Unifycloud Pyt Ltd

Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services.

Figure: Service Details

@ Dashboard @ App Service

@& Cost & Utilization

& Security & Compliance

& Cloud Senvice M 1 d7a78aci-cBb0-dab5-aedc-T0TH5a46022

& Application Migration

& Setting

CloudPilottraining App Service
2 liveUCAPI App Service
3 cloudsupervisorhk App Service
4 cloudpiloteaapi App Service
5 nominatientracker App Service
6 cloudpilotea App Service

7 cloudpilotbeta App Service
@ suppo

Click on the Add button.

Microsoft Azure Sponsorship

centralus

eastus

eastasia

eastasia

eastus

eastasia

centralus

cloudpilotrg

serviceteamreporting

rgeshk

cloudpilothongkong

serviceteamreporting

cloudpilothongkong

cloudpilotrg

Last Update

18105/2022 “.'. ‘

Environment Tag dialog box appears as shown in Figure: Environment Tag.

Figure: Environment Tag

Environment Tag

Service Name:

Tag

Location:

Resource Group:

Select Tag:

(o ] o]

CloudPilottraining

centralus

cloudpilotrg

Select Tag

Detail
Detail
Detail
Detail
Detail
Detail
Detail

Fowered by The Unifycloud Pyt Ltd
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The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure 14:
Environment Tag.

Click on Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppService?ServiceName=+
706P4eKop2AImzHc702e5bvI2FAa6RnI+HgZHjROw4=&ResourceGroup=TgA3aKOVaMDIFO653
2240w==&source=fy92zz82RnmMaVCig3Rt0Q==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS
5geZpuXUJduR/Q4kHnwfwgPWVaHSIriOkwSaGBVRXW appears, as shown in Figure: Settings.

Figure: Settings

sy _ |2 3 g
All Subscripti vice | [ A
@ ps Il Subscription Service Name A A

1810512022

@ Dashboard

& Security & Compliance App Service  CloudPilottraining
C:;l service name
& Cloud Service Management
Subscription ID - d7a78ac1-c8b0-4ab5-aedc-707f5246022  Resource Group - cloudpilotrg
@ Application Migration
App Service Id
I Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-aedc-707! p ilotRg/provi i ites/CloudPi

Basic Configuration Settings

22 Setting Details

Kind app Not Applicable
Location centralus Not Applicable
Enabled True Not Applicable
13.86.2.8,13.86.2.144,13.86.3.9,13.86.5.242,13.86.7.134,13.86.59.
115,13.86.62.227,13.89.116.253,52.154.152.186,52.154.157 53 52
Possible Outbound 154.159.1,52.154.159.37,52.154 159.197,52.154.217 44 52.154.2
IRR e 17.118,52.154.217.239,52.154.157.14,52.154. 218.139,52.154.218.  Not Applicable
@ S t B 191,52.154.218.222,52 154.219.152,52.154.220.99,52.154.221.73,
uppor £7 484974 904 £9 164 167 00 £3 164 2R 148 £2 ARA 979 448 £2 -

The user can filter out the recommendations based on High, Medium or low priority as shown in Figure:
Settings.

Click on Raise Exception if applicable.

The user can follow the similar steps for the other Compute services applicable as per the subscriptions to view
and monitor the Azure services setting of the particular subscriptions.

7.1.2 Availability Sets

Step. On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources
under “Availability Sets” tiles as shown below:

The user can choose the relevant services under App Service to monitor & view the Azure service settings of the subscriptions.

Availability Sets
Resources 5
Cost /month 0.0
Baseline Mismatch 4
Security lssus 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppService?ServiceName=%2B706P4eKop2AImzHc702e5bvl2FAa6Rnl%2BHqZHjR9w4%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=fy92zz82RnmMaVCig3Rt0Q%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppService?ServiceName=%2B706P4eKop2AImzHc702e5bvl2FAa6Rnl%2BHqZHjR9w4%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=fy92zz82RnmMaVCig3Rt0Q%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppService?ServiceName=%2B706P4eKop2AImzHc702e5bvl2FAa6Rnl%2BHqZHjR9w4%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=fy92zz82RnmMaVCig3Rt0Q%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppService?ServiceName=%2B706P4eKop2AImzHc702e5bvl2FAa6Rnl%2BHqZHjR9w4%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=fy92zz82RnmMaVCig3Rt0Q%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/WebSiteClassicSetting?ServiceName=CloudOriginGov&ResourceGroup=UC_CloudSupervisor_RG&source=WebsiteClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

Availability Sets Page

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=3nY%2F9Hc%2FZDuRIG%2FbIxUg5CINMCqjwtOnBVtezgGj2bk%3D&baseline

UnifyCloud”

=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=xErpWtOLHbh%2F7wz2vNI1Yx0%2BsYsldx0sboQg2gxoDpM%3D

appears, as shown in Figure:

— @ CloudSupervisor ®
—
— Azure

@ Dashboard

& Security & Compliance

& Cloud Service Managem

Availability Sets

1

d7a78ac1-cBb0-4ab5-ae4c-707ff5a46022

& Application Migration
2
It Mapping Reports
:

228872a3-3021-49¢9-b3a1-1cdchB528572
4198f69e-01d4-43be-a550-ch71c7d93614

4 605729a6-e1d5-474e-bad4-55239e4b0bf2

All Subscription Service Name.

LastUpdate | @
18052022 = Ml )

Subscription ID Subscription Name
2 (+]

Microsoft Azure Sponsorship

Visual Studio AppDependencyDB 1 B
Visual Studio Enterprise — CloudReconGCP 1 B
Visual Studio Enterprise -Migration LAB 1 B

Powered by The Unifycloud Pviltd

Figure: Availability Sets

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services.

— CloudSupervisor ¢
— Azure

@ Dashboard

wailability Sets

& Cost & Utilization

& Security 8 Compliance

- Subscription 1D

B Cloud Service Management 1

d7a78ac1-cBb0-4ab5-aedc-707f5a46022
1

2 DSK-availabilitySet

@ Application Migration

Iy Mapping Reports

ucvol-

Avaiability Set
availabilitySet valabily =es

Availability Sets

1

2 228872a3-3021-49c9-b3a1-1cdchB52857e
3 4f98169e-01d4-43be-ab50-cbT1c7d93614

4 605729a6-21d5-474e-bad4-55239e4b0bf2

All Subscription Service Name...

Service Name Service Type cation Resource VMCount Environment Tag
Group
0

Last Update ‘
18052022 A ‘

Microsoft Azure Sponsorship 2 B

Add Detail

castus vdisetup

eastus wvd 1 Detail
20 = items per page c
Visual Studio AppDependencyDB 1 B
Visual Studio Enterprise — CloudReconGCP 1 B
Visual Studio Enterprise -Migration LAB 1 B

Powered by The Unifycloud Pvi Ltd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=3nY%2F9Hc%2FZDuRIG%2FbIxUq5ClNMCqjwt0nBVtezgGj2bk%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=xErpWtOLHbh%2F7wz2vNI1Yx0%2BsYsIdx0sboQg2gxoDpM%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=3nY%2F9Hc%2FZDuRIG%2FbIxUq5ClNMCqjwt0nBVtezgGj2bk%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=xErpWtOLHbh%2F7wz2vNI1Yx0%2BsYsIdx0sboQg2gxoDpM%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=App%20Service&baseline=NIST%20800-53_Recommended&icn=WebsiteClassic

UnifyCloud”

Step. Click on the Details link under view
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AvailabilitySets?ServiceName=10Gl06lkoau8ZbBOxp+JcBNnZRpCTMC8zxBT9icH2dFU=
&ResourceGroup=0ky19xK35Ez9bqrBkGyLXA==&source=PQfEr67xzJ/PAHVnVMPVaQ==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/
Q4kHnwfwgPWVaHSIriokwSaGBVRXW

appears, as shown in Figure: Settings.

— CloudSupervisor © R s Last Update & 9
= Qo e 5 4 o
@ Dashboard

€ Cost & Utilization
& Security & Compliance Availability Sets UCVDIl-availability Set
d:; service name
& Cloud Service Management
Subscriptionld - d7a78ac1-c8b0-4ab5-ae4¢c-707ff5a46022 Resource Groups Name : vdisetup
@ Application Migration
X Resource Id
D Maning Re bscriptions/d7a78ac1-c8b0-4ab5.aedc- 707524602 p

22 Setting Details

2
S

ft.C ilabili UCVDl-availability Set

P P! y

i

Basic Configuration Settings

Name UCVDI-availabilitySet Not Applicable
Kind Not Applicable
Location eastus Not Applicable
Type microsoft.compute/availabilitysets Not Applicable
Platform FaultDomain = ¢
Count 2 3 High Exception
Platform UpdateDomain
@ Support Caiick 5 Not Applicable -
Powered by The Unifycloud Pvi Ltd
Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.1.3 Snapshot

Step .On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources
under “Snapshot” tiles as shown below:

The user can choose the relevant services under App Service to monitor & view the Azure service settings of the subscriptions.

:ﬂ: Snapshot

Resources 3
Cost /maonth £4.42
Baseline Mismatch o
Security Issue 1]
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AvailabilitySets?ServiceName=loGlO6lkoau8ZbBOxp%2BJcBnZRpCTMC8zxBT9icH2dFU%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=PQfEr67xZJ/PAHVnVMPVaQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AvailabilitySets?ServiceName=loGlO6lkoau8ZbBOxp%2BJcBnZRpCTMC8zxBT9icH2dFU%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=PQfEr67xZJ/PAHVnVMPVaQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AvailabilitySets?ServiceName=loGlO6lkoau8ZbBOxp%2BJcBnZRpCTMC8zxBT9icH2dFU%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=PQfEr67xZJ/PAHVnVMPVaQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Snapshot page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Q9KDj6b6%2FhMWVrzUXHN5uA%3D%3D&baseline=08qtaMY8Y8wUJhNKP

SCEBA%3D%3D&icn=CE9nmOwJxUai7RMOSap53A%3D%3D appears, as shown in Figure :

i & p 0
= R — & K
— Azure 181052022 =~ A

@ Dashboard

8 snapshot
-,

& Cost & Utilization

st & Utilizati
& Security & Compliance - Subscription ID Subscription Name
& Cloud Service Management 1 » o

d7a78ac1-cBb0-4ab5-aedc-707ff5ad6022 Microsoft Azure Sponsorship

@ Application Migration
2
Ih Mapping Reports

eff70eb6-b323-4770-bec2-5199Mb68a7 02 Visual Studie -LandingZone-Prad 1 [+]

Powered by The Unifycloud Pyt Lid

Figure: Snapshot

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services. ‘

f— i ® = 0
= Azure 18/05/2022 L]
@ Dashboard P’

8 snapshot
@ Cost & Utilization
& Security & Compliance Subscription ID Subscription Name:
2 =]

A Cloud Senvice Manr 1 d7a78acl-cBb0-dab5-aedc-7075a46022

@ Application Migration

Microsoft Azure Spensorship

I Mapping Reports.
1

2 recon-disk-snapshot Snapshot

crdatadisksnap Snapshot eastus wvd

southeastasia cloudreconglobal

1

2 efffDebB-b923-4770-bee2-5199fb68a702

15 w items per page (c]

Visual Studio -LandingZone-Prod 1 B
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Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Q9KDj6b6%2FhMWVrzUXHN5uA%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CE9nmOwJxUai7RMOSqp53A%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Q9KDj6b6%2FhMWVrzUXHN5uA%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CE9nmOwJxUai7RMOSqp53A%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=App%20Service&baseline=NIST%20800-53_Recommended&icn=WebsiteClassic

UnifyCloud”

Step. Click on the Details link under view
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Snapshot?ServiceName=hozigS4V+L10P8xcYXFvzreYh8N36gnn7w4QZrWm3GA=&Res
ourceGroup=X0a9tPWCwyqVeKOLFGXQYJQzrtcDAYIERD1k4d0Ca/8=&source=Q9KDj6b6/hMWVrzUXHN5uA==&Subscriptionld=U6ivpjueDbmuV1PuDE
eq0S5geZpuXUJduR/Q4kHnwfwgPWVaHSIri0kwSaGBVRXW

appears, as shown in Figure: Settings.

o = e

@ Dashboard

22 Setting Details

© Cost & Utilization

o

& Security & Compliance C ! Snapshot crdatadisksnap

service name
& Cloud Service Management
Subscription 1D : d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Group Name: wvd
@ Application Migration
Resource Id
It Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-aedc- 7075246022 psMVD/providers/Microsoft.Comp psh

Basic Configuration Settings

Provisioning State Succeeded Not Applicable

Kind Not Applicable

DiskSize GB 256 Not Applicable

Creation Data c

CreateOption opy Not Applicable

G & 7a78ac1-c8b0-4ab5-aed

reationData 4
524602 i i
SoliccoRbsoTeald 7?7 4 ) ups/WVD/p Compute/  Not Applicable
disks/CRDisk
@ Support v
Powered by The Unifycloud Pvt Ltd
Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.1.4 SQL Virtual Machines

Step 1.0n the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources
under “SQL Virtual Machines” tiles as shown below:

The user can choose the relevant services under App Service to monitor & view the Azure service settings of the subscriptions.

Bl 5ql Virtual Machines

Resources 53
Cost /month £ 0.0
Baseline Mismatch 0
Security lssue 0

SQL Virtual Machines
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=rOkVLtQ4H2m %2 BR%2 FwdloW5BoSM96YnnLDfRbQKY3UuLww%3D&baselin

e=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=RPo07%2F73gbJ2nRrlkTxvijU1bDN3RFmM5iRB7yx7t5bgg%3D appears, as shown in Figure :
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Snapshot?ServiceName=hozigS4V%2BL10P8xcYXFvzreYh8N36qnn7w4QZrWm3GA%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=Q9KDj6b6/hMWVrzUXHN5uA%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Snapshot?ServiceName=hozigS4V%2BL10P8xcYXFvzreYh8N36qnn7w4QZrWm3GA%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=Q9KDj6b6/hMWVrzUXHN5uA%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Snapshot?ServiceName=hozigS4V%2BL10P8xcYXFvzreYh8N36qnn7w4QZrWm3GA%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=Q9KDj6b6/hMWVrzUXHN5uA%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=r0kVLtQ4H2m%2BR%2FwdloW5BoSM96YnnLDfRbQKY3UuLww%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=RPoO7%2F73gbJ2nRrlkTxvjU1bDN3RFm5iRB7yx7t5bgg%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=r0kVLtQ4H2m%2BR%2FwdloW5BoSM96YnnLDfRbQKY3UuLww%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=RPoO7%2F73gbJ2nRrlkTxvjU1bDN3RFm5iRB7yx7t5bgg%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=App%20Service&baseline=NIST%20800-53_Recommended&icn=WebsiteClassic

UnifyCloud”

— CloudSupervisor € A . - Last Update G 9
= (@ visor® T, s e mipie | @ | (9
@ Dashboard

& Security & Compliance - Subscription ID Subscription Name -
& Cloud Service Management d7a78ac1-cBb0-4ab5-aedc-707f5a46022 Microsoft Azure Sponsorship
@ Application Migration
2 00c00683-d022-4154-ae78-e7539054896f Microsoft Partner Network_VDI 34 1 B
Iy Mapping Reports
3 80ddbc3-8da0-45¢8-b05a-d425c881285a Microsoft Partner Network_VDI35 1 B

[ sq! Virtual Machines

4 228872a3-3021-49¢9-b3a1-1cdch852857e Visual Studio AppDependencyDB 1

5 cda2ff99-2343-4471-b7a6-2f46fc20763f Visual Studio Enterprise — CloudReconAustralia 1 B
6 8075a55d-39af-4dcf-afe6-96dfffd78c21 Visual Studio Enterprise - CloudReconCanada 1
7 4892daf0-d7bd-4697-b3a9-ab5fe652f51d Visual Studio Enterprise — CloudReconEurope 1
8 419869e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 1 (]

- 9 2b4b808d-64cd-44ed-913f-86b8446d70ca Visual Studio Enterprise — CloudReconStaging2 1 B
@ Suppol v

Powered by The Unifvcloud PviLtd

Figure: SQL Virtual Machines

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services. ‘

— - = 0
— CloudSupervisor ‘Al Subscription Last Update @ ‘
— Azure 181052022 L]

L i) B sq1 Virtual Machines

€ Cost & Utilization

& Security & Compliance Subscription ID Subscription Name -

@ Cloud Service Management 1 d7a78ac1-c8bl-dab5-aedc-707f5ad6022 Microsoft Azure Sponsorship

@ Application Migration

& Seti 1 dsk-0 Sql Virtual Machines eastus wvd Detail
2 crdemo Sql Virtual Machines eastus ucdemo Detail
3 dsk-50 Sql Virtual Machines eastus wvd_50_contractors Detail
4 cloudreconuae Sql Virtual Machines eastasia cloudreconglabal Detail
5 cloudreconea Sql Virtual Machines eastasia hongkongeast_asia Detail
6 cloudreconeu3 Sql Virtual Machines westeurope cloudreconeu Detail

7 serviceteamvm Sql Virtual Machines eastus serviceteamreporting Detail
@ Ssupp: =

Powered by The Unifycloud PviLtd

Figure: Service Details
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UnifyCloud”

Step. Click on the Details link under view,
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/SqlVirtualMachines?ServiceName=FCCCi7ppktnpU040/3kigg==&ResourceGroup=8R
mItTCqubnLeTsWxt41gA==&source=4t7C7N/LLOKsvJINTIQNP14pHoGyCvg7EAcfoSItpeU=&Subscriptionld=U6ivpjueDbmuV1PuDEegOS5qeZpuXUJduR/
Q4kHnwfwgPWVaHSIriOkwSaGBVRXW

appears, as shown in Figure: Settings.

— e _ Laswpda‘e 2 3

Il Subscri
— @ s All Subscription Service Name e s A 9
@ Dashboard

€ Cost & Utilization
& Security & Compliance d: ) Sql Virtual Machines 95k
service name
& Cloud Service Management
Subscription ID - d7a78ac1-c8b0-4abs-aedc-707ff5ad6022  Resource Group Name: wvd
& Application Migration
Resource Id
I, Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-ae4c-707f5a4602 P providers/Microsoft. SqIVi ine/SqlVi ines/dsk-0

22 Setting Details

Basic Configuration Settings

Kind Not Applicable

Location eastus Not Applicable

bscriptions/d7a78ac1-c8b0-4ab5-aedc-

7076524602 p provi icrosoft Computelvi  Not Applicable
rtualMachines/dsk-0

Virtual Machine
Resourceld

Provisioning State Succeeded Not Applicable

@ Support Sql Server License Type PAYG Not Applicable i

Powered by The Unifycloud PviLtd |

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.1.5 Virtual Machine

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard, click on Resources under
“Virtual Machine” tiles as shown below:

The user can choose the relevant services under Virtual Machine to monitor & view the Azure service settings of
the subscriptions.

m Virtual Machines

Resources 81

Cost /month £ 1787.14
Baseline Mismatch 10
Security Issue 490
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/SqlVirtualMachines?ServiceName=FCCCi7ppktnpU04o/3kiqg%3D%3D&ResourceGroup=8RmItTCqu6nLeTsWxt41qA%3D%3D&source=4t7C7N/LL9KsvJlNTlQNP14pHoGyCvq7EAcfoSItpeU%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/SqlVirtualMachines?ServiceName=FCCCi7ppktnpU04o/3kiqg%3D%3D&ResourceGroup=8RmItTCqu6nLeTsWxt41qA%3D%3D&source=4t7C7N/LL9KsvJlNTlQNP14pHoGyCvq7EAcfoSItpeU%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/SqlVirtualMachines?ServiceName=FCCCi7ppktnpU04o/3kiqg%3D%3D&ResourceGroup=8RmItTCqu6nLeTsWxt41qA%3D%3D&source=4t7C7N/LL9KsvJlNTlQNP14pHoGyCvq7EAcfoSItpeU%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Virtual Machines
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=dUh%2BfONtLkdfricg|%2FKD86YoGq7CZ7J3bYKBZdp2imY%3D&baseline=08
ataMY8Y8wUJhNKPscEBA%3D%3D&icn=%2B%2BcT%2Bu0tWDM9TU%2BiB3DQhDWio4TNB6DtgsabKfgCzLM%3D appears, as shown in Figure :

Figure: Virtual Machine

— Azure 18/05/2022 L] =
@ Dashboard

€ Cost & Utilization

I8 Virtual Machines

& Security & Compliance Subscription ID Subscription Name

& Cloud Service Management 1 d7a78acl-c8b0-4abS-aedc-T07f5ad6022 Microsoft Azure Sponsorship 13

& Application Migration
2 00c00683-d022-4154-ae78-e7539054896f Microsoft Partner Network_VDI 34 1 B

I Mapping Reports

3 f80d4bc3-8da0-45¢8-b05a-d425¢c881285a Microsoft Partner Network_VDI35 1
4 228872a3-3021-49¢9-b3a1-1cdch852857e Visual Studio AppDependencyDB 1
5 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 1
6 cda2ff99-2343-4471-b7a6-2f46fc20763f Visual Studio Enterprise — CloudReconAustralia 1
7 8075a55d-39af-4dcf-afe6-96dfffd78c21 Visual Studio Enterprise — CloudReconCanada 1 B
8 4892daf0-d7bd-4697-b3a9-ab5fe652f51d Visual Studio Enterprise — CloudReconEurope 1 B
9 4f98169e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 3
@ supp -
Powered by The Unifycloud Pvi Ltd

Click on “+ “under view to view the no of service details as shown in Figure 16: Service Details.

NOTE: The window will automatically list out the no of services.

Figure: Service Details

. - 0
— CloudSupervisor ® All Subscription Service Name L=l A ‘
— Azure 18/05/2022 = Al

@ Dashboard B Virtual Machines

& Cost & Utilization

& Security & Compliance - Subscription 1D Subscription Name

lew
& Cloud Service Management 1 d7a7Bacl-cBbl-dab5-aedc- 7075246022 Micrsoft Azure Sponsorship 13 =

@ Application Migration

[ &) Mapping Reports Service Service ocation Vm 0s VT Resourc Backup Environm View
Name Type Status Type & Group Status
CloudPlotTr | Virtual h
1 L . eastus deallocated Windows 1 cloudpilotrg m Detail
aining Machines
loud Virtual loud
2 cloudrecons ! ua‘ westeurope running Windows 2 Floudrecens m Detail
[Ix] Machines u
loud Virtual loud 1
3 cloudrecenu ! Ué eastasia running Windows 1 cloudrecong m Detail
ae Machines obal
‘ cloudreconu | Virtual . . Wind B cloudrecongl Staci Detai
eastus runnin; indows agin etail
s Machines < obal na
Virtual itheast: loud I
5 JumpSrv e souineastas! deallocated Windows 1 cloudrsceng m Detail
Machines a obal
- cloudrecone | Virtual e — R . hongkongea [ .- -

Powered by The Unifycloud Pvi.Ltd
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=dUh%2Bf0NtLkdfricgI%2FKD86YoGq7CZ7J3bYKBZdp2imY%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=%2B%2BcT%2Bu0tWDM9TU%2BjB3DQhDWio4TNB6Dtqsa6KfgCzLM%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=dUh%2Bf0NtLkdfricgI%2FKD86YoGq7CZ7J3bYKBZdp2imY%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=%2B%2BcT%2Bu0tWDM9TU%2BjB3DQhDWio4TNB6Dtqsa6KfgCzLM%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=App%20Service&baseline=NIST%20800-53_Recommended&icn=WebsiteClassic

UnifyCloud”

Step. Click on the Details link under view
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualMachines?ServiceName=7flmUCOgmNFIdcgPKiDcBjla6+kF9in/ZcfOu/nCkgo=&
ResourceGroup=TgA3aKOVaMDIF06532z40w==&source=heX8wNj9cbSn2GxOAMYMFg==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5qgeZpuXUJduR
/Q4akHnwfwgPWVaHSIri0kwSaGBvRXW

appears, as shown in Figure: Settings.

— e _ La-’-lUPda‘e “ 3

All Subsc Service Name.
— @ e All Subscription ervice Nam : A ‘ @
@ Dashboard

& Cost & Utilization
8 Security & Compliance Virtual Machines CloudPilotTraining
d:} service name
& Cloud Service Management:
Subscriptionld - d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Groups Name : cloudpilotrg

22 Setting Details

& Application Migration
Resource Id
Ity Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-aedc-707f5a46022/resourceGroups/CloudPilotRg/provi icrosoft.Computelvir hines/ ilotTraining

Basic Configuration Settings

Kind Not Applicable
Provisioning State -Lrlgfycloud SuperhorDI0 Az il IOB.V: fnel) Not Applicable
License Type Not Applicable
Storage Froflle MicrosoftWindowsServer Not Applicable

ImageReference publisher

@ " Storage Profile Jatest Not Applicable
upport ImageReference version x

Powered by The Unifycloud Pvi Ltd

Figure: Settings

7.2 DATABASES
7.2.1 AZURE DATABASE FOR MYSQL

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click
on Resources under “Azure Database For MySQL” tiles as shown below:

The user can choose the relevant services under SQL Azure Service to monitor & view the Azure service settings of the subscriptions. ‘

Databases

Resources Resources Resources Resources

Cost /month §6.92 Cost /month § 846,32 Cost /month 9141 Cost /month §3269
Baseline Mismatch 0 Baseline Mismatch 0 Baseline Mismatch 0 Baseline Mismatch 0
Security lssue 4 Security Issue 0 Security lssue 118 Security Issue 7

Azure Database for MySQL page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=EGcSRU%2FjCvFg3e%2Ff8xsDZ48]jlpe90MiulCGdUWedwuo%3D&baseline=0

8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=dGoTsGQP%2Bl0%2BuhEveyXX2DEeWuUSEVZYTcFum1E9%2FIY%3D appears, as shown in Figure:
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualMachines?ServiceName=7flmUC0qmNFIdcgPKjDcBjla6%2BkF9in/ZcfOu/nCkqo%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=heX8wNj9cbSn2GxOAMYMFg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualMachines?ServiceName=7flmUC0qmNFIdcgPKjDcBjla6%2BkF9in/ZcfOu/nCkqo%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=heX8wNj9cbSn2GxOAMYMFg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualMachines?ServiceName=7flmUC0qmNFIdcgPKjDcBjla6%2BkF9in/ZcfOu/nCkqo%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=heX8wNj9cbSn2GxOAMYMFg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=EGcSRU%2FjCvFg3e%2Ff8xsDZ48jlpe90MiuJCGdUWe4wuo%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=dGoTsGQP%2Bl0%2BuhEvcyXX2DEeWuU5EVZYTcFum1E9%2FIY%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=EGcSRU%2FjCvFg3e%2Ff8xsDZ48jlpe90MiuJCGdUWe4wuo%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=dGoTsGQP%2Bl0%2BuhEvcyXX2DEeWuU5EVZYTcFum1E9%2FIY%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

— CloudSupervisor ® N . Last Update = [
—] @ Azure All Subscription Service Name... & ‘ Q

18/05/2022

@& Dashboard

@& Cost & Utilization

& Security 8 Compliance Subscription ID Subscription Name
& Cloud Service Management 1 1d5569ed-cB2b-4853-92d1-d3cac7a25b34 Visual Studio Enterprise - Oracle2PG 1 =l

@ Application Migration

B Azure Database for MySQL

Iy Mapping Reports

Powered by The Unifycloud Pvi.Ltd

Figure: Azure Database For MySQL

Click on “- “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services. ‘

— 2 & = 0

= Qo oo g Q

— Azure 1810512022 L Ny

@ Dashboard

& Cost 8 Utilization

& Security & Compliance Subscription ID Subscription Name
1 B

& Azure Database for MySQL

& Cloud Service Management

& Application Migration

1 1d5569ed-c62b-4853-92d1-d3cac7825b34 Visual Studio Enterprise — Oracle2PG

b Mapping Reports
T - et |, ‘ N -
mysqgldemoserver WysaL easius mysqirg etai

1 15 w items per page @

Powered by The Unifycloud Pyt Lid

Figure: Service Details

Click on the Add button.

Environment Tag dialog box appears as shown in Figure: Environment Tag.
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UnifyCloud”

Environment Tag

Service Name: mysgidemoserver
Tag

eastus
Resource Group: mysqirg

Selectlag Select Tag

[ain J o

@ Support

Figure: Environment Tag

User can add a tag for “Staging, Production or Testing” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.

Setting Page for particular service for Key vault that shows some properties that are configure on the selected Service.
Click on the Details link under view

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureDatabaseForMySQL?ServiceName=04LhHVYlyDz
AaKGUyTtwRw==&ResourceGroup=CktasBuBNb1CfHuZ9dC/Og==&source=rdSeGvgaWJYtRzmd+cgluA==&Subscriptionld
=YgPHzRb7dnaYxrz6HhvCOKv/ezUWBsV005D4ynQnmhvsMOIsOaEXFLQBQNISIPXb

appears, as shown in Figure: Settings.

- = 0

Ja— @ CloudSupervisor® [ RESy—.— Lstipaste g o 0
— Azure 180052022  MA N
@ Dashboard

€ Cost & Utilization

8 Security & Compliance @ Azure Database for MySQL mysqldemoserver
service name
& Cloud Service Management
Subscription 1D : 1d5569ed-c62b-4853-92d1-d3cac7825b34 Resource Group Name: mysqirg

@ Application Migration

22 Setting Details

Resource Id
Isubscriptions/1d5569ed-c62b-4853-92d1-d3cac7825b34/ R i icrosoft.DBforMy SQL/ser

I Mapping Reports

Basic Configuration Settings

Kind Not Applicable
Kind eastus Not Applicable
Storage Profile Backup 7
Retention Days HotAppicabie
St Profile G

orage Profile Geo Disabled Not Applicable

Redundant Backup

Storage Profile Storage
@ Support AtitoGrow Enabled Not Applicable <

Powered by The Unifycloud Pvi.Ltd

Figure: Settings
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureDatabaseForMySQL?ServiceName=O4LhHVYlyDzAaKGUyTtwRw%3D%3D&ResourceGroup=CktasBuBNb1CfHuZ9dC/Og%3D%3D&source=rdSeGvgaWJYtRzmd%2BcgluA%3D%3D&SubscriptionId=YgPHzRb7dnaYxrz6HhvCOKv/ezUWBsV0o5D4ynQnmhvsM0lsOaEXFLQBQniSIPXb
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureDatabaseForMySQL?ServiceName=O4LhHVYlyDzAaKGUyTtwRw%3D%3D&ResourceGroup=CktasBuBNb1CfHuZ9dC/Og%3D%3D&source=rdSeGvgaWJYtRzmd%2BcgluA%3D%3D&SubscriptionId=YgPHzRb7dnaYxrz6HhvCOKv/ezUWBsV0o5D4ynQnmhvsM0lsOaEXFLQBQniSIPXb
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureDatabaseForMySQL?ServiceName=O4LhHVYlyDzAaKGUyTtwRw%3D%3D&ResourceGroup=CktasBuBNb1CfHuZ9dC/Og%3D%3D&source=rdSeGvgaWJYtRzmd%2BcgluA%3D%3D&SubscriptionId=YgPHzRb7dnaYxrz6HhvCOKv/ezUWBsV0o5D4ynQnmhvsM0lsOaEXFLQBQniSIPXb
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.22 AZURE SQL DATABASE

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click
on Resources under “Azure SQL Database” tiles as shown below:

The user can choose the relevant services under SQL Azure Service to monitor & view the Azure service settings of the subscriptions.

E Azure SQL Database

Resources 65

Cost /month § 846.32
Baseline Mismatch 0
Security Issue 0

SQL Azure Databases page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=kRjZVI50dPj9c1FGxeZPucWktHcl0%2BWrxfLX8sU3iBA%3D&baseline=08qta

MY8Y8wUJhNKPscEBA%3D%3D&icn=kLke%2BKIHKFOTu50nKgwPRXyugab0BzInMAvbdBAMDwc%3D_appears, as shown in Figure:

— Azure 180512022 L]

@ Dashboard a Azure SQL Database

& Security & Compliance bscription ID Subscription Name Services View
A Cluni Se o ME R 1 d7afBzcl-c3bl-dzb5-asdc-705aL6022 Micrasoft Azure Sponcorship 18

g

@ Application Migration
2 47317 064-72ea-4" eT-h759-45a4a11eB825¢ Visual Studio AppDeperdency Data 5 ]

Ity Mapping Heports

m ) ¢3fc5234-6362-4a53-3007-2 1a7fai9fed’ Visual Studio CloudPilot Ausralia 1 [1&]
4 40035e3f-Te(9-48c3-abab-e 137 3521423 Visual Studie CloudPilot Db 1 (]
5 aTeocles-boe2-2462-b123-327e3 181210 Visudl Sludiv CloudPilul Eviope 1 B
4] *fdf1” e1-fc10-4bb4-aG30-c4403477257d Visual Studio CustomerPortal 3 B
7 f222b6a1 of1) 4bed badh 06666470247 Visual Studie CuctomerPortalDk 3 (=]
a d0fEdent-3bec-465¢c-bed9-fFacTI0f3 Visual Studia En-Landing Zane 3 [+]

9 4138e13-8691-46b1-adfa-Tcifablafi03 Visual Studio Enterprise — CloudQrigin_db(15th) 4 (]

Powered by The Unifycloud PriLid

Figure: Azure SQL Database

Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services.
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=kRjZVl50dPj9c1FGxeZPucWktHcl0%2BWrxfLX8sU3iBA%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kLke%2BK9HKFOTu50nKgwPRXyuqab0BzInMAvbdBAMDwc%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=kRjZVl50dPj9c1FGxeZPucWktHcl0%2BWrxfLX8sU3iBA%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kLke%2BK9HKFOTu50nKgwPRXyuqab0BzInMAvbdBAMDwc%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

— @ I All Subscription Service Name.. rpr z ‘ Q

[ iitieame [ Azure SQL Database

- Subscription ID Subscription Name -

@ Cloud Service Management 1 d7a78actc3b0-dab5 aedc 707M5a45022 Microsoft Azure Sponsorship

& Security & Compliance

& Application Migration

& Settings cloudsupervisor-glabal-
SupervisorConfigDB Azure SQL Database eastus2 P Add Detail

2 CloudPilotAWS Azure SQL Database eastus cloudpilotrg Add Detail
3 MST_SUPERVISOR Azure SQL Database eastasia rgeshk Add Detail
4 cloudpilotea Azure SQL Database eastus cloudpilothongkong Add Detail
5 SupervisorConfigDB Azure SQL Database australiaeast rgcsau Add Detail

6 CloudPilotDemo Azure SQL Database eastus cloudpilotrg Add Detail

7 DataAccess Azure SQL Database eastasia rgeshk Add Detail
@ Support -

Powered by The Unifycloud PviLid

Figure: Service Details

Setting Page for particular service for Key vault that shows some properties that are configure on the selected Service.
Click on the Details link under view

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLDatabase?ServiceName=281dA6Gdv2askiKRo
Ugsvs71AerFhpBm23ILyI87jis=&ResourceGroup=0xb3/e2u4RCDFGS54XkKEZ9hFk/FedRASN2MILAIfAY=&source=50Caju
XarFCZeYf+0zahNPfkgfUhmgdTacBR9+HrEOQ4=&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnwiwg
PWVaHSIriokwSaGBvRXW

appears, as shown in Figure: Settings.

= B — 2 £
— @ i All Subscription Service Name ; willll S \0
@ Dashboard

€ Cost & Utilization
& Security & Compliance (:: ), Azure SQL Database  SupervisorConfigB
service name
& Cloud Service Management
Subscription ID : d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Group Name: cloudsupervisor-global-rg
@ Application Migration
- Resource Id
Isubscriptions/d7a78ac1-c8b0-4ab5-aedc-707f5a4602 P isor-Global-rg/provit i ft.Sql rs/supervisorp SupervisorC

Basic Configuration Settings

22 Setting Details

Kind v12.0 user Not Applicable
Location eastus2 Not Applicable
Type microsoft sql/servers/databases Not Applicable
Version GRS Not Applicable

Requested Service

Objective Name S Not Applicable
@ Support -

Powered by The Unifycloud Pvi.Ltd

Figure: Settings

‘The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLDatabase?ServiceName=281dA6Gdv2askjKRoUqsvs71AerFhpBm23ILyI87jis%3D&ResourceGroup=Oxb3/e2u4RCDFGS54XkKEZ9hFk/FedRA8N2MiLAIfAY%3D&source=50CajuXarFCZeYf%2B0zahNPfkgfUhmgdTacBR9%2BHrEO4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLDatabase?ServiceName=281dA6Gdv2askjKRoUqsvs71AerFhpBm23ILyI87jis%3D&ResourceGroup=Oxb3/e2u4RCDFGS54XkKEZ9hFk/FedRA8N2MiLAIfAY%3D&source=50CajuXarFCZeYf%2B0zahNPfkgfUhmgdTacBR9%2BHrEO4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLDatabase?ServiceName=281dA6Gdv2askjKRoUqsvs71AerFhpBm23ILyI87jis%3D&ResourceGroup=Oxb3/e2u4RCDFGS54XkKEZ9hFk/FedRA8N2MiLAIfAY%3D&source=50CajuXarFCZeYf%2B0zahNPfkgfUhmgdTacBR9%2BHrEO4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLDatabase?ServiceName=281dA6Gdv2askjKRoUqsvs71AerFhpBm23ILyI87jis%3D&ResourceGroup=Oxb3/e2u4RCDFGS54XkKEZ9hFk/FedRA8N2MiLAIfAY%3D&source=50CajuXarFCZeYf%2B0zahNPfkgfUhmgdTacBR9%2BHrEO4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.2.3 Azure SQL Server

Step .On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources
under “Azure SQL Server” tiles as shown below:

The user can choose the relevant services under SQL Azure Service to monitor & view the Azure service settings of the subscriptions.

E Azure 501 Server

Resources 26
Cost /month £91.41
Baseline Mismatch 0
Security |ssue 118

Azure SQL Server page

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=lugHmtWoV3UjMUueDbmiVG%2BPmhAKuj24WMfcggawdiY%3D&baseline=

08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CxxRoltYLDiS7cqc%2FG90j2Wkce7ash96J0sv9TP0S%2Fs%3D appears, as shown in Figure:

2 ® = 0
— CloudSupervisor ® All Subscription LastUpdate @ ‘ @
= Azure 18052022 =~ M

@ Dashboard

@ Cost & Utilization

B Azure saL server

1 d7a78ac1-c8b0-4ab5-aedc-707ff5a46022 Microsoft Azure Sponsorship 7 B
@ Application Migration
2 97311064-72ea-41e7-b769-45ada11e825¢ Visual Studio AppDependency Data 1 B
I Mapping Reports
3 ¢3fc5234-6362-4a63-80d7-21a7faf9fe46 Visual Studio CloudPilot Australia 1
4 4d085e3f-7e09-48¢3-abab-e13735f2f4a3 Visual Studio CloudPilot Db 1
& a7chcle5-bec2-446e-b123-327e51a121ca Visual Studio CloudPilot Europe 1 B
6 1fdf11e1-fc18-4bb4-a638-c4403477c57d Visual Studio CustomerPortal 1 B
7 f222b6a1-ef10-4bc3-ba26-056¢564702d7 Visual Studio CustomerPortalDb 2 =]
8 d0f6deb5-8bcc-466¢-bcd9-f9ffac790fc3 Visual Studio En-Landing Zone 2 B
]

9 14188e13-869f-46b1-adfa-7c3fa80af303 Visual Studio Enterprise — CloudOrigin_db(15th) 1
@ Support -

Powered by The Unifycloud PvtLtd

Figure: Azure SQL Server

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=IuqHmtWoV3UjMUueDbmiVG%2BPmhAKuj24WMfcggawdiY%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CxxRoItYLDiS7cqc%2FG9oj2Wkce7ash96JOsv9TPoS%2Fs%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=IuqHmtWoV3UjMUueDbmiVG%2BPmhAKuj24WMfcggawdiY%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CxxRoItYLDiS7cqc%2FG9oj2Wkce7ash96JOsv9TPoS%2Fs%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

_ 0
A " Last Update
Il Subscription Service Name > .
18105/2022 b

B Azure saL server

o - e -

@ Cloud Service Management

1 d7a78ac1-c8b0-4abb-aedc-T075ad6022 Microsoft Azure Sponsorship
@@ Application Migration

supervisoraueastsry Azure SAL Server australiaeast rgcsau Detail

2 supervisoreastasiasrv Azure SAL Server eastasia rgeshk “ Detail

3 cloudpilotassessmentea  Azure SQL Server eastus cloudpilothongkong “ Detail

4 cloudpilottraining Azure SAL Server eastus cloudpilotrg “ Detail

5 supervisoreu Azure SQL Server uksouth rg_cloudsupervisoreu “ Detail

6 cloudpilotcanada Azure SQL Server canadaeast cloudpilot-ca “ Detail

. cloudsupervisor-global- .

7 supervisorprod Azure SAL Server eastus2 “ Detail

@ Support g . .

Powered by The Unifycloud Pvi.Lid

Figure: Service Details

Step. Click on the Details link under view
Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLServer?ServiceName=dXIbZsp7W/j+nYtyRZek14jLOQFNyOvJIXqAUP7CaVw=

&ResourceGroup=FM8IxhgqeLDTmX0SS5vAYxg==&source=lgmNj5/LQLYvITVgX/RbZA==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q
4kHnwfwgPWVaHSIriokwSaGBvRXW

appears, as shown in Figure: Settings

. p 0
= @ | a | 4 o
— Azure 18/05/2022 L]

@ Dashicay a2 Setting Details

H
€ Cost & Utilization
& Security & Compliance Azure SQL Server supervisoraueastsrv
d:; service name
& Cloud Service Management
Subscription ID : d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Group Name: rgcsau
@ Application Migration
- Resource Id
I, Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-aedc-707ff5a4602: ps/rgCSAU/provi i ft.

Basic Configuration Settings

Kind v12.0 Not Applicable
Location australiaeast Not Applicable
Version 12.0 Not Applicable
State Ready Not Applicable
End fully Qualified Domain : S

Namo supervisoraueastsrv.database windows.net Not Applicable
Administrator Login supervisorprod Not Applicable

Powered by The Unifycloud Pt Ltd

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLServer?ServiceName=dXlbZsp7W/j%2BnYtyRZek14jL0QFNyOvJlXqAUP7CaVw%3D&ResourceGroup=FM8lxhqeLDTmX0SS5vAYxg%3D%3D&source=lgmNj5/LQLYv9TVgX/RbZA%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLServer?ServiceName=dXlbZsp7W/j%2BnYtyRZek14jL0QFNyOvJlXqAUP7CaVw%3D&ResourceGroup=FM8lxhqeLDTmX0SS5vAYxg%3D%3D&source=lgmNj5/LQLYv9TVgX/RbZA%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureSQLServer?ServiceName=dXlbZsp7W/j%2BnYtyRZek14jL0QFNyOvJlXqAUP7CaVw%3D&ResourceGroup=FM8lxhqeLDTmX0SS5vAYxg%3D%3D&source=lgmNj5/LQLYv9TVgX/RbZA%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.2.4 PostgreSQL Server

Step 01 .0n the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources
under “PostgreSQL Server” tiles as shown below:

The user can choose the relevant services under SQL Azure Service to monitor & view the Azure service settings of the subscriptions.

Ej' PostgreSQL Server

Resources 2
Cost /month §32.69
Baseline Mismatch 0
Security lssue 7

PostgreSQL Server page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=5e GFSoFBVs5yt%2B6114Jiu7JMXNvexdNacak6SLxzLeE%3D&basel

ine=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Jc0J7%2BuS%2ByFOQSr3CAWX9UbWeVXI8blmyppMUurJPjA%3D

appears, as shown in Figure:

R s’ e | 8| o
Azure 181052022 -k A

@ Dashboard

) PostgresaQL Server

STEAL D ST
1 [+]

@ Cloud Service Management 1 67674cbd-sbe7-414e-bf71-2a3d56875353 Visual Studio Enterprise - CloudReconEurope2

& Cost & Utilization

& Security & Compliance

@ Application Migration
2 91d9dad1-437b-4480-8bae-6742adSTcaal Visual Studio Enterprise - MPN_CloudSupervisor 1 B

b Mapping Reports

£ Settings

@ Support
Powiered by The Unitycloud PvLLtd

Figure: PostgreSQL Server

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=5eGFSoFBVs5yt%2B6I14Jiu7JMXNvexdNacak6SLxzLeE%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Jc0J7%2BuS%2ByF0QSr3CAwX9UbWeVXI8blmyppMUurJPjA%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=5eGFSoFBVs5yt%2B6I14Jiu7JMXNvexdNacak6SLxzLeE%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Jc0J7%2BuS%2ByF0QSr3CAwX9UbWeVXI8blmyppMUurJPjA%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

— i E P 0
— Azure 181052022 = Mk
@ Dashboard

& Cost 8 Utilization

5 PosigreSQL Server

& Security & Compliance Subscription ID Subscription Name
@ Cloud Service Management 1 §7674dbd-ebe7-414e-b71-aa3d50875353 Visual Studio Enterprise - CloudReconEurope2 1 =l
£ Application Migration
1 crpostgresql PostgreSQL Server eastus postgresgl Detail
1 15 w items per page c
2 91d9dad1-437h-4480-8bas-6742ad97 caa7 Visual Studio Enterprise - MPN_CloudSupervisor 1 (=]

Powered by The Unifycloud Pvi Lid

Figure: Service Details

Step. Click on the Details link under view
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PostgreSQLServer?ServiceName=kWW223iVpwr3AFg55ECVMA==&ResourceGroup=
XUGOWwpcJdEqilJOpbHgkg==&source=8gfCvea5IFd8QIE/WMwIIGrlg/k9wW 1kg55zDN0+QQg=&Subscriptionld=GtQWpsnrpjxUKrdo21ES4Sgcolgeeud
fTT9khKAIhQeAPT3Cnh5v7/QD4HiKOR|W appears, as shown in Figure : Settings

—_— CloudSupervisor ® . I g Last Update ~ 0
= (g iy o
@ Dashboard

€ Cost & Utilization
& Security & Compliance @ Postgre SQL  crpostoresal
service name
& Cloud Service Management
Subscriptionld - 67674db4-ebe7-414e-bf71-aa3d5e875353 Resource Groups Name - postgresql

22 Setting Details

@ Application Migration
Resource Id
Iy Mapping Reports

Basic Configuration Settings

Kind Not Applicable
Location eastus Not Applicable
Managed By Not Applicable
Version 10 Not Applicable
Geo Redundant Backup Disabled Not Applicable
Storage Auto Grow Disabled Not Applicable

@ Support Storage Wt 51200 Not Applicable N

Powered by The Unifycloud Pvt Ltd

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PostgreSQLServer?ServiceName=kWW223iVpwr3AFg55ECVMA%3D%3D&ResourceGroup=XUGOWwpcJdEqi1J0pbHqkg%3D%3D&source=8qfCvea5lFd8QlE/WMwIlGrIq/k9wW1kg5SzDN0%2BQQg%3D&SubscriptionId=GtQWpsnrpjxUKrdo21ES4SgcoLgeeu4fTT9khKAIhQeAPT3Cnh5v7/QD4HiKORjW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PostgreSQLServer?ServiceName=kWW223iVpwr3AFg55ECVMA%3D%3D&ResourceGroup=XUGOWwpcJdEqi1J0pbHqkg%3D%3D&source=8qfCvea5lFd8QlE/WMwIlGrIq/k9wW1kg5SzDN0%2BQQg%3D&SubscriptionId=GtQWpsnrpjxUKrdo21ES4SgcoLgeeu4fTT9khKAIhQeAPT3Cnh5v7/QD4HiKORjW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PostgreSQLServer?ServiceName=kWW223iVpwr3AFg55ECVMA%3D%3D&ResourceGroup=XUGOWwpcJdEqi1J0pbHqkg%3D%3D&source=8qfCvea5lFd8QlE/WMwIlGrIq/k9wW1kg5SzDN0%2BQQg%3D&SubscriptionId=GtQWpsnrpjxUKrdo21ES4SgcoLgeeu4fTT9khKAIhQeAPT3Cnh5v7/QD4HiKORjW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/SqlDataBaseClassicSetting?Location=USGov%20Arizona&ServiceName=eSource&ResourceGroup=niwebapp-prod-rg&source=SQLDatabaseClassic&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

/7.3 SECURITY
7.3.1KEY VAULT

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard click on
Resources under “Key Vault” tiles as shown below:

The user can choose the relevant services under Key Vault to monitor & view the Azure service settings of the
subscriptions.

Security

@& Key Vault

Resources 23
Cost /month £ 0.0
Baseline Mismatch 0
Security Issue 112

Azure Key Vaults page, appears
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=P680z4wR
V7itYbDv8IE8nw%3D%3D&baseline=08gtaMY8Y8wUJhNKPscEBA%3D%3D&icn=aqE
%2FRCIOSrxDx1dAZ7gx50w%3D%3D as shown in Figure: Key Vaults.

2 3 _ 0
= (@ see iz | o
@ Dashboard

@) Key Vvault
€ Cost & Utilization

8 Security & Compliance .No. | Subscription ID Subscription Name
& Cloud Service Management 1 4198769e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 3

a8
@ Application Migration
2 d8148567-d3f7-4cf0-b082-cf1f6acd758f Visual Studio Enterprise — CR_CSP_Testing 12 (+]
Ih Mapping Reports
& Settings 3 8f1de976-aae4-47b4-80fd-cdea26dc191e Visual Studio Enterprise - MPN_satyapriya 5 B
4 605729a6-¢1d5-474e-ba84-55239e4b0bf2 Visual Studio Enterprise -Migration LAB 1 B
5 b68c177a-8944-4045-8701-e87a5chd8bf1 Visual Studio Enterprise Subscription - MPN_DB Studio Prod 1 B
6 eff70eb6-b923-4770-bcc2-5199fb68a702 Visual Studio -LandingZone-Prod 1 B

Powered by The Unifycloud Pvi Ltd

Figure: Key Vault

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=P680z4wRV7jtYbDv8IE8nw%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=aqE%2FRC9SrxDx1dAZ7gx5ow%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=P680z4wRV7jtYbDv8IE8nw%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=aqE%2FRC9SrxDx1dAZ7gx5ow%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=P680z4wRV7jtYbDv8IE8nw%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=aqE%2FRC9SrxDx1dAZ7gx5ow%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Key%20Vaults&baseline=NIST%20800-53_Recommended&icn=KeyVault

UnifyCloud”

— 2 &

— @ CloudSupervisor Al Subscription Last Update
— Azure 18105/2022
@ Dashboard

€ Cost & Utilization

@) ey vault

& Security & Compliance Subscription ID Subscription Name
& Cloud Service Management 1 4198f69e-01d4-43be-a550-ch71c7d93614 Visual Studio Enterprise — CloudReconGCP 3 =l

& Application Migration
1 migratemigrakv36209 Key Vault eastus Staging Detail

ap

igrated:
2 migrateprojectaOddkv Key Vault centralus Al el SN “ Detail
ap
3 migrateprojectcdd kv Key Vault centralus cloudreconprod “ Detail

1 15 w items per page @
2 d8148567-d3f7-4cf0-b082-cf1f6acd7oef Visual Studio Enterprise — CR_CSP_Testing 12 (=]
3 8f1de976-aaed-47b4-80fd-cdea2Bdc191e Visual Studio Enterprise — MPN_satyapriya 5 El

@ Support 4 605729a6-21d5-474e-bad4-55239e4b0bf2 Visual Studio Enterprise -Migration LAB 1 (=] -

Powered by The Unifycloud Pvi.Ltd

Figure: Service Details

Click on the Add button. Environment Tag dialog box appears as shown in Figure: Environment Tag.

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.

The user can follow the similar steps for the other Container services applicable as per the subscriptions to view
and monitor the Azure services setting of the particular subscriptions.

Environment Tag

Service Name: migrateprojecta0ddkv

Tag

Location centralus

Resource Group: crazuremigratedemoresgrp

Select Tag: Select Tag

EEET

@ Support

Setting Page for particular service for Key vault that shows some properties that are configure on
the selected Service.
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Click on the Details link under view,
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/KeyVault?ServiceName=diXjxMu7fygb4Q2e6pS3Fj2AM
uOvV8ufnz2615Z6NFI=&ResourceGroup=d0jnR2YdX1txvPbSFUc+yQA/AqfpU6CtYkli43xqsP4=&source=agE/RCISrxDx1dA
Z7gx50w==&Subscriptionld=jio899Aqj6v7PXIjLf8VMDnoUzPgXvDY+BytHtnhwpATixXWFH6efm+AXEZIqJkpy

appears, as shown in Figure: Settings.

@ e All Subscription Service Name it 2 & 0
@ Dashboard

& Security & Compliance Key Vault migratemigrakv36209
d:;} service name
& Cloud Service Management
Subscription ID : 4f98f69e-01d4-43be-a550-chb71c7d93614 Resource Group Name: crazuremigratedemoresgrp

22 Setting Details

@ Application Migration
Resource Id
I Mapping Reports Isubscriptions/4f98f69e-01d4-43be-a550-cb71c7d9361 i ResGrplprovi ? y i i 36209

Basic Configuration Settings

kind Not Applicable

Name migratemigrakv36209 Not Applicable

Type microsoft keyvaultivaults Not Applicable

Location eastus Not Applicable

Sku family A Not Applicable

Sku name standard Not Applicable
= :
Powered by The Unifycloud Pvt Ltd

Figure: Settings

7.4 NETWORKING

7.4.1 Azure Bastion

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on
Resources under the “Azure Bastion” tiles as shown below:

‘ The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions. ‘

Networking

Resources 2 Resources 1 Resources 96 Resources 98
Cost /month $111.99 Cost /month 0.0 Cost /month $00 Cost /month $0.27
Baseline Mismatch 0 Baseline Mismatch 0 Baseline Mismatch 0 Baseline Mismatch 0
Security lssue 0 Security Issue 0 Security Issue 0 Security Issue 0
Resources 120 Resources 104 Resources 4 Resources 86
Cost /month $0.0 Cost /month §43.52 Cost /month $00 Cost /month 500
Baseline Mismatch ] Baseline Mismatch 0 Baseline Mismatch 0 Baseline Mismatch 0
Security lssue 1] Security Issue 0 Security ssue 0 Security lssue 18
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/KeyVault?ServiceName=diXjxMu7fygb4Q2e6pS3Fj2AMuOvV8ufnz26I5Z6NFI%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=aqE/RC9SrxDx1dAZ7gx5ow%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/KeyVault?ServiceName=diXjxMu7fygb4Q2e6pS3Fj2AMuOvV8ufnz26I5Z6NFI%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=aqE/RC9SrxDx1dAZ7gx5ow%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/KeyVault?ServiceName=diXjxMu7fygb4Q2e6pS3Fj2AMuOvV8ufnz26I5Z6NFI%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=aqE/RC9SrxDx1dAZ7gx5ow%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Azure Bastion page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=kwyU4Xtx9jk5syvbxS0efQ%3D%3D
&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rc%2B3aMZ3qsRBfSW73pmvvQ%3D%3D appears, as

shown in Figure: Azure Bastion.

. - = 0
= (gA s s | & | &
@ Dashboard

€ Cost & Utilization

& Security & Compliance

< Azure Bastion

1 ]

& Cloud Service Management 1

& Application Migration
2 605729a6-e1d5-474e-ba84-55239e4b0bf2 Visual Studio Enterprise -Migration LAB 1 B
b Mapping Reports

£ Settings

d7a78ac1-c8b0-4ab5-acdc-707ff2ad6022 Microsoft Azure Sponsorship

Powered by The Unifycloud Pyt Lid

Figure: Azure Bastion

Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services. ‘

e _ 0
e ey )
@& Dashboard

€& Cost & Utilization
& Security 8 Compliance Subscription ID Subscription Name
& Cloud Service Management 1 d7a78aci-cBb0-4ab5-aedc-7075a46022 Microsoft Azure Sponsorship 1 =l
@ Application Migration
1 - Azure Bastion eastasia hengkongeast_asia Detail

vnet-bastion

€ Azure Bastion

1 15 w items per page c

2 605729a6-e1d5-474e-ha84-5523%e4b0bi2 Visual Studio Enterprise -Migration LAB 1 (=]

Powered by The Unifycloud Pvi.Ltd

Figure: Service Details

33


https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=kwyU4Xtx9jk5syvbxSOefQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rc%2B3aMZ3qsRBfSW73pmvvQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=kwyU4Xtx9jk5syvbxSOefQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rc%2B3aMZ3qsRBfSW73pmvvQ%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Application%20Gateways&baseline=NIST%20800-53_Recommended&icn=ApplicationGateways

Click on the Add button.

Environment Tag dialog box appears as shown in Figure: Environment Tag.

@ Support

Environment Tag

Service Name: HongkongEast_Asia-vnet-bastion
Tag

Location: eastasia

Resource Group: hongkongeast_asia

SelectTag Select Tag

oo ] e |

Figure: Environment Tag

UnifyCloud”

The user can add a tag for “Staging, Production or Testing” on the “Environment Tag” dialog box as shown in

Figure 20: Environment Tag.

Setting Page for particular service for Azure Bastion that shows some properties that are configure

on the selected Service.

Click on the Details link under view, Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureBastion ?ServiceName

=Qlz0wL74EfDdgk864EubP3ilZqiviggOhOu5JZ)JjbRQ=&ResourceGroup=eZYYLgRxjCcSF/hY8Igl

8xhVZ0ITJ+sP8MSBXmTT/1k=&source=/tFUuG07XKARRNt3TQhKi8yZ9WEG12n5BC2IrB1dBCVs=

&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwgPWVaHSIriokwSaG

BvRXW

appears, as shown in Figure: Settings.

— @ CloudSupervi
— Az

@ Dashboard

€ Cost & Utilization

& Security & Compliance

& Cloud Service Management

@ Application Migration

Ith Mapping Reports

& Settings

22 Setting Details

Asi. t_basti

6} Azure Bastion a8t
service name

Subscription ID - d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Group Name: hongkongeast_asia

Resource Id
Isubscriptions/d7a78ac1-c8b0-4ab5-ae4c-707

18/05/2022 L)

Basic Configuration Settings

Kind Not Applicable

ManagedBy Not Applicable

Provisioning State Not Applicable

Sku_Name Not Applicable

Scale_Units 0 Not Applicable

DnsName Not Applicable
Figure: Settings

Raise Exception
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureBastion?ServiceName=Qlz0wL74EfDdgk864EubP3iIZqivjqqOhOu5JZJjbRQ%3D&ResourceGroup=eZYYLqRxjCcSF/hY8Iq18xhVZ0lTJ%2BsP8mSBXmTT/1k%3D&source=/tFuG07XKARRNt3TQhKi8yZ9WEG12n5BC2lrB1dBCVs%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureBastion?ServiceName=Qlz0wL74EfDdgk864EubP3iIZqivjqqOhOu5JZJjbRQ%3D&ResourceGroup=eZYYLqRxjCcSF/hY8Iq18xhVZ0lTJ%2BsP8mSBXmTT/1k%3D&source=/tFuG07XKARRNt3TQhKi8yZ9WEG12n5BC2lrB1dBCVs%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureBastion?ServiceName=Qlz0wL74EfDdgk864EubP3iIZqivjqqOhOu5JZJjbRQ%3D&ResourceGroup=eZYYLqRxjCcSF/hY8Iq18xhVZ0lTJ%2BsP8mSBXmTT/1k%3D&source=/tFuG07XKARRNt3TQhKi8yZ9WEG12n5BC2lrB1dBCVs%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureBastion?ServiceName=Qlz0wL74EfDdgk864EubP3iIZqivjqqOhOu5JZJjbRQ%3D&ResourceGroup=eZYYLqRxjCcSF/hY8Iq18xhVZ0lTJ%2BsP8mSBXmTT/1k%3D&source=/tFuG07XKARRNt3TQhKi8yZ9WEG12n5BC2lrB1dBCVs%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureBastion?ServiceName=Qlz0wL74EfDdgk864EubP3iIZqivjqqOhOu5JZJjbRQ%3D&ResourceGroup=eZYYLqRxjCcSF/hY8Iq18xhVZ0lTJ%2BsP8mSBXmTT/1k%3D&source=/tFuG07XKARRNt3TQhKi8yZ9WEG12n5BC2lrB1dBCVs%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.42 LOAD BALANCER

Step .On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under
the “Load Balancer” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

@ Load Balancer

Resources 1
Cost /month 500
Baseline Mismatch 0
Security Issue 0

Load Balancer Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=jHvwnzPTmMOypvRnriWHXQ%3D%3D&baseline=08qtaMY8Y8wUJhNKPscE

BA%3D%3D&icn=CrhCBczBCSHM24dsthwHWQ%3D%3D appears, as shown in Figure:

= Qo =L o
— Azure 18/05/2022 L] R

@ Dashboard

& Loaa Balancer

st 8 Utilization

[ ]
1 =]

& Cloud Service Management 1 d7a78aci-cBbl-dabs-aedc-T07i5a46022 Microseft Azure Sponsorship

@ Application Migration

I Mapping Reports

& Settings

@ Support
Powrered by The Unifycloud Py Ltd

Figure: Load Balancer

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “- “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=jHvwnzPTmMOypvRnriWHXQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CrhCBczBCSHM24dsthwHWQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=jHvwnzPTmMOypvRnriWHXQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=CrhCBczBCSHM24dsthwHWQ%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

— 2 g - a 0
— Arure 18/05/2022 ol
@B Dashboard

€ Cost & Utilization

& Load Balancer

@ Security B Compliance - Subscription ID Subscription Name _
& Cloud Service Management 1 cTaT3act-cih-dskSoande-T07RadR077 Microsot Az ire Sponsarship
@ Application Migration

aadds- h

1 32035930e5274768993a | Load Balancer easius viisetup Detal

afifeleci345d-b

1 15 = items perpage &

Powered by The Unifyzioud Pyt Ltd

Figure: Service Details

Step. Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LoadBalancer?ServiceName=LDZoZWZAx1TFKNUz5
80bPFfIFHUAuBmMeeOZ8HMTO0Zu/DiQWHASBBkWw/LhilNokN&ResourceGroup=0ky19xK35Ez9bgrBkGyLXA==&sourc
e=CrhCBczBCSHM24dsthwHWQ==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwgPWVaHS

Iri0kwSaGBVRXW appears, as shown in Figure:

= (@ EEES —a|
—] @ Azure Al Subscripion Service Name. e .“ ‘ ﬁ

LB ] 82 Setting Details

& Cost & Utilization
Security 8 Compl Al Load Balanger  dds-32435930652147833daa? 3Te1ecT345d Ib
d:; service name

& Cloud Service Management
Subscription 1D - d7a78ac1-c8b0-42b5-2e4c-707ff5a48022  Resource Gioup Name: vdisetup
@ Application Migration

Iy Mapping Reparts

Basic Canfigurafion Setlings

Name aadds-32d3592025274789%daaT3721ecT245d-Ib NotApplicable
Location eastus Mot Applicable
Kind Not Applicable
Managed By Mot Applicable
Provisioning State Succseded Mot Applicable
Resource Guid 2b0c)30f-feB9-4a81-8183-247de6571IF) Mot Applicable
Load Balancer Probe setting
7 Powered by The Urifycioud PvtLid

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LoadBalancer?ServiceName=LDZoZWZAx1TFKNUz580bPFflFHUAuBmeeOZ8HmT0Zu/DiQWHASBBkWw/Lhi1NokN&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=CrhCBczBCSHM24dsthwHWQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LoadBalancer?ServiceName=LDZoZWZAx1TFKNUz580bPFflFHUAuBmeeOZ8HmT0Zu/DiQWHASBBkWw/Lhi1NokN&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=CrhCBczBCSHM24dsthwHWQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LoadBalancer?ServiceName=LDZoZWZAx1TFKNUz580bPFflFHUAuBmeeOZ8HmT0Zu/DiQWHASBBkWw/Lhi1NokN&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=CrhCBczBCSHM24dsthwHWQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LoadBalancer?ServiceName=LDZoZWZAx1TFKNUz580bPFflFHUAuBmeeOZ8HmT0Zu/DiQWHASBBkWw/Lhi1NokN&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=CrhCBczBCSHM24dsthwHWQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.43 Network Interfaces

Step .On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under
the “Network Interfaces” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

™ Network Interfaces

Resources a6
Cost /month §0.0
Baseline Mismatch 0
Security Issue 0

Network Interfaces Page

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=oWJ8 1mmWrXpHcYIIWI0%2Blqj%2FSqydP8KgMIEUVStUKxg%3D&baseline=
08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=arl69z34A5nNw8ZUUQk1H%2BUJ20el%2FS%2BL2XbwY1NsXoE%3D appears, as shown in Figure:
Network Interfaces

P 0
= o —— o
@ Dashboard

€ Cost & Utilization
& Security & Compliance
& Cloud Service Management 1

A Network Interfaces

Subscription ID Subscription Name Services
20

d7a78ac1-c8b0-4ab5-aedc-707ff5a46022 Microsoft Azure Sponsorship B
@ Application Migration
2 00c00683-d022-4154-ae78-e7539054896f Microsoft Partner Network_VDI 34 1 B
Iy Mapping Reports
3 80d4bc3-8da0-45¢8-b05a-d425¢881285a Microsoft Partner Network_VDI35 1
4 228872a3-3021-49¢9-b3a1-1cdch852857¢ Visual Studio AppDependencyDB 1 [+
5 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 1 ]
6 cda2if99-2343-4471-b7a6-2f46fc20763f Visual Studio Enterprise — CloudReconAustralia 1 +]
7 8075a55d-39af-4dcf-afe6-96dfffd78c21 Visual Studio Enterprise — CloudReconCanada 1 ]
8 4892daf0-d7bd-4697-b3a9-ab5fe652f51d Visual Studio Enterprise — CloudReconEurope 1
9 4f98f69e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 5 B
@ Support -
Powered by The Unifycloud Pyt Ltd

Figure: Network Interfaces

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “- “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=oWJ81mmWrXpHcYIlWlo%2Blqj%2FSqydP8KgMIEUVStUKxg%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=arl69z34A5nNw8ZUUQk1H%2BUJ2Oel%2FS%2BL2XbwY1NsXoE%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=oWJ81mmWrXpHcYIlWlo%2Blqj%2FSqydP8KgMIEUVStUKxg%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=arl69z34A5nNw8ZUUQk1H%2BUJ2Oel%2FS%2BL2XbwY1NsXoE%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

N = 0
— A 18/0512022 -k

e ™ Network Interfaces

& Cloud Service Management 1 d7a78acl-cBb0-4abs-aede-T07H5a46022 Microsoft Azure Sponsorship bl

ity & Compliance

& Application Migration

cloudreconuaet8s Network Interfaces eastasia cloudreconglobal Detail
2 cloudrecenapp799 Network Interfaces utheastasia loud lobal “ Detail
3 crdemo392 Network Interfaces eastus ucdemo Detail
4 cloudrecenglbl799 Network Interfaces utheastasia loud lobal “ Detail
5 cloudreconeu3d49 Network Interfaces westeurope cloudreconeu Detail
6 DSK-0-nic Network Interfaces eastus wvd “ Detail
7 vm-crapp-img936 Network Interfaces eastus rg-uccr-aib Detail

.
Powered by The Unifycloud Pvi Ltd

Figure: Service Details

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Networkinterfaces?ServiceName=hPmm/Kxnrkhq4
7V4VxeDP5KIGxP9SDhZ1cEqglGsXtho=&ResourceGroup=X0a9tPWCwyqVeKOLFGXQYJQzrtcDAYIERD1k4d0Ca/8=&sour
ce=arl69z34A5nNw8ZUUQk1H1ToPwPzmLjFMx3zxI3XhUk=&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXuld
uR/Q4kHnwfwgPWVaHSIriokwSaGBVRXW appears, as shown in Figure:

b
»

g
181052022

22 Setting Details

& Seaurity & Compliance C I Network Interfaces ~ cloudrecenuze6ss

sBIvice name
& Cloud Service Management

Suoscription D d7a78ac1-c8b0-4ab5-aedc-7071f5a46022  Resource Group Name: cloucreconglobal

& Application Migration

Resource Id

Isubscriptions!d7al 3ac1-cib0-dab5-aedc-T0Tfi5adb022/resourceGroupsicloudreconglobaliprovideis/Microsoft. Network/networklnterfacesicloudreccnuaz685

4 Mapping Reports

£ Setiings

Basic Configuration Setlings

Kind Regular Not Applicable
Location eestesie Not Applicable
Type micresoft networkinetworkinterfaces Not Applicable
resourceGuid 2c743497-2336-499F-8327-d97e413%2b9 Nat Applicable
Provisioning State Succaaded Nct Applicable

i 7-6335-499F 837 : -
@ Support Resource Guid ec742497-6338-499F-8327-d97ed13%sbd Nct Appiicable .

Powered by Thz Unifycloud Pvi.Ltd

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkInterfaces?ServiceName=hPmm/Kxnrkhq47V4VxeDP5KIGxP9SDhZ1cEqlGsXtho%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=arl69z34A5nNw8ZUUQk1H1ToPwPzmLjFMx3zxI3XhUk%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkInterfaces?ServiceName=hPmm/Kxnrkhq47V4VxeDP5KIGxP9SDhZ1cEqlGsXtho%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=arl69z34A5nNw8ZUUQk1H1ToPwPzmLjFMx3zxI3XhUk%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkInterfaces?ServiceName=hPmm/Kxnrkhq47V4VxeDP5KIGxP9SDhZ1cEqlGsXtho%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=arl69z34A5nNw8ZUUQk1H1ToPwPzmLjFMx3zxI3XhUk%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkInterfaces?ServiceName=hPmm/Kxnrkhq47V4VxeDP5KIGxP9SDhZ1cEqlGsXtho%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=arl69z34A5nNw8ZUUQk1H1ToPwPzmLjFMx3zxI3XhUk%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.4.4 Network Security Group

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Network Security Group” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

©) Network Security Groups

Resources 93
Cost /month §0.27
Baseline Mismatch 0
Security lssue 0

Network Security Group Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=TFEztDIUPB7YcEUyCWr3D0fqRFq5BZtU%2FmUfBhNI7YM%3D&baseline=08
gtaMY8Y8wUJhNKPscEBA%3D%3D&icn=VsoP4ZUGYN70Szi0JMpvDVJTbBtKIIiJRjtida7%2BgR8%3D

appears, as shown in Figure:

— CloudSupervisor ® SR S— Last Update ® 3
— @ s All Subscription Service Name i S » @
@ Dashboard

€ Cost & Utilization
& Security & Compliance S.No. | Subscription ID Subscription Name Services View
& Cloud Service Management 1 d7a78acl-c8b0-dab5-aedc-707f5a46022 Microsoft Azure Sponsorship 17

o Network Security Groups

]

2; 00c00683-d022-4154-ae78-e7539054896f Microsoft Partner Network_VDI 34 1

3 f80d4bc3-8da0-45c8-b05a-d425¢881285a Microsoft Partner Network_VDI35 1
4 228872a3-3021-49c9-b3a1-1cdch852857e Visual Studio AppDependencyDB 1 B

5 104dae78-683d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 1 B

6 cda2ff99-2343-4471-b7a6-2f46fc20763f Visual Studio Enterprise — CloudReconAustralia 1 ]

7 8075a55d-39af-4dcf-afe6-96dfffd78c21 Visual Studio Enterprise — CloudReconCanada 1

8 4892daf0-d7bd-4697-b3ag-ab5fe652f51d Visual Studio Enterprise — CloudReconEurope 1 B

9 4f9869e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 6 B

@ Support -
Powered by The Unifycloud PviLtd |

Figure: Network Security Group

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=TFEztDIUPB7YcEUyCWr3D0fqRFq5BZtU%2FmUfBhNI7YM%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=VsoP4ZUGYN70Szi0JMpvDVJTbBtKlIiJRjtjda7%2BgR8%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=TFEztDIUPB7YcEUyCWr3D0fqRFq5BZtU%2FmUfBhNI7YM%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=VsoP4ZUGYN70Szi0JMpvDVJTbBtKlIiJRjtjda7%2BgR8%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

NOTE: The window will automatically list out the no of services

. - _ 0
— Azure 181052022 L]

e u Network Security Groups

@ Cost & Utilization

@ Security & Compliance Subscniption 1D Subscription Name -

& Cloud Service Management 1 d7a78aci-cBbi-dab5-aedc-707f5ad6022 Microsoft Azure Sponsorship
# Application Migration
Ity Mapping Reports Service Name Service Type cation Resource nment Tag
Group
& Settings
Network Security
aadds-nsg eastus vdisetup NSG Rule Detail
Groups
Network S i
2 cloudreconeu3-nsg etwork Security westeurope cloudreconeu NSG Rule Detail
Groups
CloudPilotTraining- Network Securi
3 cudtletirining etuwork Security eastus cloudpilotrg NSG Rule Detail
nsg Groups
. Network Security i ;
4 vm-crapp-img-nsg eastus rg-uccr-aib NSG Rule Detail
Groups
Network S i
5 CRDemo-nsg ctwork Seeurlty s ucdemo NSG Rule Detail
Groups

. oud Network Security " Joud lobal Producti NSG Rult Detail
@ Support CloUAreConus-i=g | Groups i codmeongene e - - ;

Powered by The Unifycloud PviLid

Figure: Service Details

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkSecurityGroups?ServiceName=Myp1PHPda
FyX2kRjPOOOCQ==&ResourceGroup=0ky19xK35Ez9barBkGyLXA==&source=VsoP4ZUGYN70Szi0JMpvDVIJTbBtKIIiJRjti
da7+gR8=&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnwfwgPWVaHSIriOkwSaGBVRXW
appears, as shown in Figure:

10/05/2022 b

D 22 Sctting Details

€ Cost & Utilization

& Security & Compliance C:S Network Security Groups ~ 2304s-1sg

service name
& Cloud Service Management

Subscripion |0 - dTa78ac1-c8b0-4a05-2e4c-T0TH5246022  R=source Group Hame: vdisetup
# Application Migration
Resourne 1d
Iy Miauping Repo Isubscriptions/d7aTBact -cBb0-4ab5.-aedc 707#5a4G022Iresource GroupsVDISetup/providers/Micros oft Network/network Security Groups/aadds nsq

Cesic Canfiguration Setfings

Name aadds-nsg Notl Applicania
Type microsoft networkinatworkss curitygroups Noi Applicable
Location sasius Nol Applicable
FResouce Gioup vdisetup Nol Applicable
Kind Noi Applicable

Support Managzd By Nol Applicable i

Powerad by The Unifyciouc Pt Lid

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkSecurityGroups?ServiceName=Myp1PHPdaFyX2kRjP0OOCQ%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=VsoP4ZUGYN70Szi0JMpvDVJTbBtKlIiJRjtjda7%2BgR8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkSecurityGroups?ServiceName=Myp1PHPdaFyX2kRjP0OOCQ%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=VsoP4ZUGYN70Szi0JMpvDVJTbBtKlIiJRjtjda7%2BgR8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkSecurityGroups?ServiceName=Myp1PHPdaFyX2kRjP0OOCQ%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=VsoP4ZUGYN70Szi0JMpvDVJTbBtKlIiJRjtjda7%2BgR8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.4.5 Network Watcher

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the “Network Watcher”
tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

_@ Metwork Watcher

Resources 120
Cost /month $00
Baselime Mismatch 0
Security lssue 0

Network Watcher Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=WQLMO08fXutJcGIB%2FnGG%2B7Q%3D%3D&baseline=08qtaMY

8Y8WUJhNKPscEBA%3D%3D&icn=c2%2BDYwLSTn85kpgA4ghiXQ%3D%3D

appears, as shown in Figure:

— @ Azur All Subscription Service Name... e z . g

& Dashboard

@ Nctworlk Watcher

& Cusl & Ulilizalion

& Security & Compliance - Subscription 1D Subscription Name -

& dloud Service MorsESEE d7a78a21-c8b0-4ab5-ae4c-70TH5a46022 Mizrogoft Azurs Sponsorship B

& Application Migration
2 00c)0683-c022-4154-ae78-e 7539054 £96F Microsoft Partner Network_VDI 34 1 (]

g Repor
3 fB0d4bc3-Gda0-45c8-b05a-d425c861285a Mizrosoft Partner Network_VDI35 1 B
4 97311064-72ea-41e7-h769-45ada11e825¢ Visual Studio AppDepzndzncy Data 1 (]
5 228872a3-3021-49c9-b3a1-1cdch852857e Visual Studio AppDepzndzncyDB 2 B
6 archcleb-hoc2-446e-b123-327e51a121ca Visual Studie CloudPilot Europe 1 B
7 104dae78-688d-48d0-£1d6-b660baalfc21 Visual Studio CloudPilot Ganesh 3 B
8 1fdf11el-fc18-4bb4-aB38-c4403477c57d Visual Studio CustemerPaortal 2 B
9 d0ffdeb5-8occ-466c-bed9-9ffacT90fc? Visual Studio En-Landing Zone 4 [+]
@ Support -
Powered ky The Urifycioud Pvt.Lid

Figure: Network Watcher

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=WQLM08fXutJcGJB%2FnGG%2B7Q%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=c2%2BDYwLSTn85kpgA4ghiXQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=WQLM08fXutJcGJB%2FnGG%2B7Q%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=c2%2BDYwLSTn85kpgA4ghiXQ%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

. 5 = 0
— Azure 18/05/2022 A

@ Dashboard & Network Watcher

& Cloud Service Management 1 d7a78aci-cBb0-4ab5-aedc-707f5a46022 Microsoft Azure Spansorship
@ Application Migration
£ Settings MNetworkWatcher_eastu . -
1 N Network Watcher eastus networkwatcherrg “ Detail
NetworkWatcher_eastu
2 2 - Network Watcher eastus2 networkwatcherrg Detail
.
NetworkWatcher_weste
3 urops - Network Watcher westeurope networkwatcherrg “ Detail
NetworkWatcher_easta
4 R - Network Watcher eastasia networkwatcherrg “ Detail
sia
NetworkWatcher_uksou
5 h - Network Watcher uksouth networkwatcherrg Detail
NetworkWatcher_south ‘ ‘
@ Support 6 tasi - Network Watcher southeastasia networkwatcherrg “ Detail .
eastasia
Powered by The Unifycloud Pyt Ltd

Figure: Service Details

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkWatcher?ServiceName=uOBIP7wosWFImiX
0BcRe28KOLI7svec77RDwWINrYZLA=&ResourceGroup=opwoTH+dTjah/iDPDHIGNw1GPHivMuDXw16HARuEBoc=&sour
ce=4Y3gFEx2r9AuT2yi09Cc0jo5b9laXcBtR7ZNbsUWuqQ=&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUldu
R/Q4kHnwfwgPWVaHSIri0kwSaGBvRXW

appears, as shown in Figure:

: a = 0
— Azure 181052022 Yy
@ Dashboard

@ Network Watcher microsoft.network/networkwatchers
Subscription ID - d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Group Name: networkwatcherrg
Basic Configuration Settings

22 Setting Details

Provisioning State Not Applicable
Managed By Not Applicable
Sku Name Not Applicable
Network Watchers Plan Not Applicable
Tags Not Applicable
Network Watcher identity Not Applicable
Zones Not Applicable
Extended Location Not Applicable
.
Figure: Settings
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkWatcher?ServiceName=u0BIP7wosWFlmiXoBcRe28KOLl7svcc77RDwINrYZLA%3D&ResourceGroup=opwoTH%2BdTjah/iDPDHIGNw1GPHivMuDXw16HARuEBoc%3D&source=4Y3qFEx2r9AuT2yi09Cc0jo5b9laXcBtR7ZNbsUWuqQ%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkWatcher?ServiceName=u0BIP7wosWFlmiXoBcRe28KOLl7svcc77RDwINrYZLA%3D&ResourceGroup=opwoTH%2BdTjah/iDPDHIGNw1GPHivMuDXw16HARuEBoc%3D&source=4Y3qFEx2r9AuT2yi09Cc0jo5b9laXcBtR7ZNbsUWuqQ%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkWatcher?ServiceName=u0BIP7wosWFlmiXoBcRe28KOLl7svcc77RDwINrYZLA%3D&ResourceGroup=opwoTH%2BdTjah/iDPDHIGNw1GPHivMuDXw16HARuEBoc%3D&source=4Y3qFEx2r9AuT2yi09Cc0jo5b9laXcBtR7ZNbsUWuqQ%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/NetworkWatcher?ServiceName=u0BIP7wosWFlmiXoBcRe28KOLl7svcc77RDwINrYZLA%3D&ResourceGroup=opwoTH%2BdTjah/iDPDHIGNw1GPHivMuDXw16HARuEBoc%3D&source=4Y3qFEx2r9AuT2yi09Cc0jo5b9laXcBtR7ZNbsUWuqQ%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.4.6 Public IP Addresses

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the “Public IP Addresses”
tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

(% Public IP Addresses

Resources 104
Cost /month § 48.52
Baseline Mismatch 0
Security Issue 0

Public IP Addresses Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=LGdhciR27AFOoRh7SY7f1cUOXy4aVj8a%2BYSoHSFz9m4%3D&ba
seline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=0UxhDQP3E3CyGG%2FKO40R2xc14|EFFAdMCE60AJNSEVU%3D

appears, as shown in Figure:

— CloudSupervisor ® AR Last Update % 0
— @ i Al Subscription Service Name e 5.4 A 9

@ Dashboard

& Cost & Utilization
& Security & Complance Subscripton ID Subscrption Name -
& Cloud Service Management d7a78ac1-c8b0-4ab5-aedc-707ff5a46022 Microsoft Azure Sponsorship
@ Application Migration

2 00c00683-d022-4154-ae78-e7539054896f Microsoft Partner Network_VDI 34 1
I Mapping Reports
& Settings 3 80d4bc3-8da0-45c8-b05a-d425c881285a Microsoft Partner Network_VDI35 1

9 Public IP Addresses

4 228872a3-3021-49¢9-b3a1-1cdch852857¢ Visual Studio AppDependencyDB 1 B
5 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 1 B
6 cda2ff99-2343-4471-b7a6-2f46c20763f Visual Studio Enterprise — CloudReconAustralia 1
7 8075a55d-39af-4dcf-afe6-96dfffd78c21 Visual Studio Enterprise — CloudReconCanada 1 ]
8 4892daf0-d7bd-4697-b3a9-ab5fe652f51d Visual Studio Enterprise — CloudReconEurope 1 B
9 4f98f69e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 5
@ Support -
Powered by The Unifycloud Pyt Ltd

Figure: Public IP Address

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=LGdhciR27AFOoRh7SY7f1cU0Xy4aVj8a%2BYSoHSFz9m4%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=oUxhDQP3E3CyGG%2FKO40R2xc14IEFFAdMCE6oAJN8EVU%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=LGdhciR27AFOoRh7SY7f1cU0Xy4aVj8a%2BYSoHSFz9m4%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=oUxhDQP3E3CyGG%2FKO40R2xc14IEFFAdMCE6oAJN8EVU%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

" - 0
= (R s 9
— Az 18/05/2022 -a

@ Dashboard

(9) Public IP Addresses

Subscription ID Subscription Name
23 E]

& Cost & Utilization

& Security & Compliance

@ Cloud Service Management 1 d7aT8aci-cBb0-4abS-aedc-707f5a46022 Microsoft Azure Spansorship
@ Application Migration
1 CloudPilotTraining-ip Public IP Addresses eastus cloudpilotrg Detail
2 UCPL-ADDS-MGM-ip Public IP Addresses eastus testwyvd Detail
3 vm-crimg-poc-ip Public IP Addresses eastus rg-uccr-aib Detail
4 vm-cr-img-p Public IP Addresses eastus rg-uccr-aib Detail
5 DSK-50-ip Public IP Addresses eastus wvd_50_contractors Detail
6 cloudreconglbl-ip Public IP Addresses southeastasia cloudreconglobal Detail
7 ipconfig2 Public IP Addresses eastus vdisetup “ Detail
@ SUBEEEE EE—— -
Powered by The Unifycloud Pvi Lid

Figure: Service Details

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PubliclPAddresses?ServiceName=7flmUCOgmNFldc
gPKjDcBoeMjZdAKWNNLjTpKD31048=&ResourceGroup=TgA3aKOVaMDIFO6532z40w==&source=cJMJKH1Hrf9AyKw7
dzJnkg==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnwfwqPWVaHSIriOkwSaGBVRXW

appears, as shown in Figure:

N 7 - ]
= Qs e 2 K&
— Azure 100572022 A

@@ Dashboard 22 Setung Uetals

Public IP Addresses ~ CloudPiletTraining-ip
C:jl z

ervice rame
Suhsrription I7) - €7378ac1-c8b0-4ab5-2edc-7T 0715246022 Fesnuree Groip Name cloudpilotrg

Resouree Id
Isubscriptions/dTa70ac1-c0b0-dab5-aedc 7075246022/ resourceGrou ps/CloudPilotRg/providers/Microsoft. Network/publiclPAddresses/CloudPilotTraining-ip

Iy Mapping Reports

Basic Configuraticr Settings

Property hame Seemmeeiae Frionty e Exception

Provisloning State Succeeded Not Applcable
Location easis Mot Applicable
Typa mictosoft nofwork/public paddresses Not Applicablc
Idle Timevut In Minutes 4 Not Applicable
Rasource Guid 31beTe16-T3f2-435b-8624-6F7720513%e Not Applicahle

@ Puhlic IP Allacatinn Stat
Sup Marhod Static Mot Applicanle -

Powered ky The Unify=loud Pui Ltd

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PublicIPAddresses?ServiceName=7flmUC0qmNFIdcgPKjDcBoeMjZdAKWNnLjTpKD3I048%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=cJMJKH1Hrf9AyKw7dzJnkg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PublicIPAddresses?ServiceName=7flmUC0qmNFIdcgPKjDcBoeMjZdAKWNnLjTpKD3I048%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=cJMJKH1Hrf9AyKw7dzJnkg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PublicIPAddresses?ServiceName=7flmUC0qmNFIdcgPKjDcBoeMjZdAKWNnLjTpKD3I048%3D&ResourceGroup=TqA3aKOVaMDIFO6532z40w%3D%3D&source=cJMJKH1Hrf9AyKw7dzJnkg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.4.7 Route Tables

Step .On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under
the “Route Tables” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

<5 Route Tables

Recources 4
Cost /month £0.0
Baseline Mismatch 0
Security |ssue 0

Route Tables Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=2sUbzu06iloaXApS%2BCDZUA%3D%3D&baseline=08gtaMY8Y8w

UJhNKPscEBA%3D%3D&icn=xmilZDNLIIAaJ7zufINACQ%3D%3D

appears, as shown in Figure:

e _ Lm Updm 2
Il Subscript S N &
@ efaos Al Subscription ervice Neme i A @

@ Dashboard

oA, Route Tables

I Cost & Utilization

& Cloud Service Management 1 228872a3-3021-49¢9-b3ai-1cdcbB52857e Visual Studio AppDependencyDB 1 [#]
@ Application Migration

2 4f93f692-01d4-43be-a550-cb7 1c7d93614 Visual Studie Enterprise — CloudReconGCP 1 B
I Mapping Reports

3 24fcd639-8e3c-469d-a0bb-5bbd4a10cc32 Visual Studio Enterprise — CRStorage 2 B

@ Support
Powered by The Unifycloud Py Lid

Figure: Route Tables

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=2sUbzu06iloaXApS%2BCDZUA%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=xmilZDNLIlAaJ7zuflN4CQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=2sUbzu06iloaXApS%2BCDZUA%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=xmilZDNLIlAaJ7zuflN4CQ%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

. @ _ 0
— Azure 180572022 aa
@ Dashboard

@ Cost & Utilization
& Security & Compliance Subscription ID Subscription Name
1 5]

£, Route Tables

& Cloud Service Management "

& Application Migration

1 TS-WebSrv-it ts-drwebserver-rg Route Tables centralus Production Detail -

228872a3-3021-49c9-b3a1-1cdchd52857e Visual Studio AppDependencyDB

1 15 w items per page (¢]
2 4195169e-01dd-43he-ab50-cb71c7d93614 Visual Studio Enterprise - CloudReconGCP 1 B
3 24fcd639-8e3c-459d-a0bb-5bbddallce32 Visual Studio Enterprise - CRStorage 2 B

Powered by The Unifycloud Pvt Ltd

Figure: Setting Details

Click on the Details link under view., Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RouteTables?ServiceName=04JV0ijl/ukUegZXtSnyH
==&ResourceGroup=N+Xpcd751eKBfXBYYIqUhNdTGUUba2ICs3jsQOD623M=&source=TgJ1574z|z+iDi6u/kjWHQ==&
Subscriptionld=5R26mmHy+Ygpcd6/dP8DIA3c5ZgWOI6T30tnH2WAINGYL+vuMQ7BFrZwT05iCqyU appears, as

shown in Figure:

— loudSupervisor ® Al Subscription
— Azure et

@ Dashboard

@ Cost & Utilizaticn

& Security & Compliance C ) Route Tableg  13-WebSrvrt

servicz name

=& Selting Detals

& Cloud Service Management

Subscription 1D - 228872a3-3021-49¢3-b3a1-1cdch852B57e  Resource Group Name: ts-drwebserver-rg
@ Application Migration

Resource 13
isubscriptions(228872a3-2021-49c3-b3a1-1cdcb85285Tefresource Groups/TS-DRWebServer-RGiprovidersMicrosoft. Network/routeTables/TS-Web Srv-rt

Basic Configuration Settings

Property Hems SeemmeEEe Py Fates Excettion

Kind Mot Applicable
Mznaged Ey Not Applicable
Rescurce Group ts-drwebszrver-1g Not Applicable
Location ceniralus Mot Applicable
;i:bh BOT Routs True Not Applicatle
pagation
Rescurce Guid Pricrity  525%808-1e7.445F.9b7b-571c36a1d05¢ Not Applicatle

Powered by The Unifycloud PriLtd

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RouteTables?ServiceName=04JV0ijI/ukUeqZXtSnyHQ%3D%3D&ResourceGroup=N%2BXpcd7S1eKBfXBYYIqUhNdTGUUba2ICs3jsQOD623M%3D&source=TgJ1SZ4zlz%2BiDi6u/kjWHQ%3D%3D&SubscriptionId=5R26mmHy%2BYgpcd6/dP8DlA3c5ZqWOI6T3OtnH2wAtNGYL%2BvuMQ7BFrZwT05jCqyU
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RouteTables?ServiceName=04JV0ijI/ukUeqZXtSnyHQ%3D%3D&ResourceGroup=N%2BXpcd7S1eKBfXBYYIqUhNdTGUUba2ICs3jsQOD623M%3D&source=TgJ1SZ4zlz%2BiDi6u/kjWHQ%3D%3D&SubscriptionId=5R26mmHy%2BYgpcd6/dP8DlA3c5ZqWOI6T3OtnH2wAtNGYL%2BvuMQ7BFrZwT05jCqyU
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RouteTables?ServiceName=04JV0ijI/ukUeqZXtSnyHQ%3D%3D&ResourceGroup=N%2BXpcd7S1eKBfXBYYIqUhNdTGUUba2ICs3jsQOD623M%3D&source=TgJ1SZ4zlz%2BiDi6u/kjWHQ%3D%3D&SubscriptionId=5R26mmHy%2BYgpcd6/dP8DlA3c5ZqWOI6T3OtnH2wAtNGYL%2BvuMQ7BFrZwT05jCqyU
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.4.8 VIRTUAL NETWORK

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on
Resources under the “Virtual Network” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions. ‘

& Virtual Network

Resources 86
Cost /month £ 0.0
Baszeline Mismatch ]
Security lssue 18

Virtual Network page

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=NNrmC70r1GzD9Taghns%2F2g%3D
%3D&baseline=08qtaMY8Y8wWUJhNKPscEBA%3D%3D&icn=3JsX6iG%2F%2BEfvMA2vPh2L4JgAWayhWFHJdNr
b61PDCl4%3D

appears, as shown in Figure: Virtual Network.

@ Dashboard W Vitual Network

& Cloud Service Management -
1 d7ailacl-c0oD-4abl-zedc-7DTDa4G022 Microsofi Azure Sponsorship

# Application Migration
Z COcC0G02-d022-4154-2e T 0-2750900409¢EF Microsoft Partner Metwork_ VDI 34 1 B
apping Reparts
3 3044bc3-0dal-45c0-605a-d425c601205a Microsaft Partner Network_VDI3G 1 4]

4 220072a3-3021-4329-b3a1-1cdchD52057e Visual Studio AppCependencyDD 1 B
4 10£dae70-600d-434)-01d6-bEC0baalfc21 isual Studio CloudP lot Ganesh 2 B
[ df3deb5-0bec460c-bed 9-FFac7Idicl Visual Studie Cn-Lancing Zone 1 B
7 €C&2f99-2343-4471-h7a6-2M4 6120762 Visual Studio Cnterprse — CloudReconAustralia 1
[ C075a55d-29af-ddcf-afeb-96difdT0c21 Visual Studio Cnterprse — CloudRecenCanada 1 B
o 4092daf0-dThd-4097-ba9-abLfe(L2fh1d fisual Studie Cnterpree — CloudReconCurcpe 1 B
@ Support -
Poueted by The Unifycicud Pyt Ltd

Figure: Virtual Network

Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services.
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=NNrmC7or1GzD9Taghns%2F2g%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=3JsX6iG%2F%2BEfvMA2vPh2L4JgAWayhWFHJdNrb6IPDCl4%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=NNrmC7or1GzD9Taghns%2F2g%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=3JsX6iG%2F%2BEfvMA2vPh2L4JgAWayhWFHJdNrb6IPDCl4%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=NNrmC7or1GzD9Taghns%2F2g%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=3JsX6iG%2F%2BEfvMA2vPh2L4JgAWayhWFHJdNrb6IPDCl4%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Application%20Gateways&baseline=NIST%20800-53_Recommended&icn=ApplicationGateways

UnifyCloud”

= (@A -2
— @ Azure All Subscription Service Name. e z ‘ Q

@ Dashboard ® Virtual Network

@ Cost & Utilization

@ Security & Compliance Subscrption ID Subscription Name -

@ Cloud Service Management 1 d7a78aci-c8bl-dabs aedc 707H5a46022 Microsoft Azure Sponsorehip
& Application Migration
& Settings cloudreconglobal-vnet Virtual Network southeastasia cloudreconglobal Production Detail
2 VDIVnet Virtual Network eastus vdisetup Detail
cloudreconglobalvnet1d
3 0 Virtual Network eastasia cloudreconglobal “ Detail
4 UCDemo-vnet Virtual Network eastus ucdemo Detail
5] CloudPilotRg-vnet Virtual Network eastus cloudpilotrg Detail
ServiceTeamReporting-
[ porting Virtual Network eastus serviceteamreporting “ Detail
wnef2
cloudreconglobalvnet8sd . .
@ Support 7 1 Virtual Network eastus cloudreconglobal “ Detail -

Powered by The Unifycloud Pyt Lid

Figure: Service Details

Setting Page for particular service for Virtual network that shows some properties that are configure
on the selected Service.

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualNetwork?ServiceNam
e=c24eVphbR5PBbAfwjeveeA==&ResourceGroup=0ky19xK35Ez9bqrBkGyLXA==&source=UsR
8bE2j2jvDiRJrbAValg==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnw
fwgPWVaHSIriOkwSaGBVRXW appears, as shown in Figure: Settings.

: ®
= @ CloudSupervisor & All Subscription
—_— Azure

@ Dashboard

& Security & Compliance C ! Virtual Network ~ VD!Vnet
service name
@ Cloud Service Management
Subscription ID : d7a78ac1-c8b0-4ab5-aedc-707ff5a46022 Resource Group Name: vdisetup

= 0
w2 o

4 Setting Details

@ Application Migration
Resource Id
i) Mapping Reports Isubscriptions/d7a78ac1-c8b0-4abs-aedc-70715a46022 roups/VDISetuplproviders/Mi i DiVaet

Basic Configuration Settings

Type microsoft.network/virtualnetworks Not Applicable
Kind Not Applicable
Location eastus Not Applicable

Provisioni Not Applicable

ResourceGuid 70f5622d-d3d9-4041-ac29-6/99fc66db 15 Not Applicable

@ Support EnableDdosProtection False Not Applicable y

Powered by The Unifycloud Pyt Ltd

Figure: Settings

The user can follow the similar steps for the other Networking services applicable as per the subscriptions to
view and monitor the Azure services setting of the particular subscriptions.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualNetwork?ServiceName=c24eVphbR5PBbAfwjeveeA%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=UsR8bE2j2jvDiRJrbAVaIg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualNetwork?ServiceName=c24eVphbR5PBbAfwjeveeA%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=UsR8bE2j2jvDiRJrbAVaIg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualNetwork?ServiceName=c24eVphbR5PBbAfwjeveeA%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=UsR8bE2j2jvDiRJrbAVaIg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VirtualNetwork?ServiceName=c24eVphbR5PBbAfwjeveeA%3D%3D&ResourceGroup=Oky19xK35Ez9bqrBkGyLXA%3D%3D&source=UsR8bE2j2jvDiRJrbAVaIg%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.5  STORAGE

7.5.1 Disks

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Disks” tiles as shown below:

‘ The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

Storage
Resources Resources Resources Resources
Cost /month §799.53 Cost /month $3.27 Cost /menth §080 Cost /month §21550
Baseline Mismatch 0 Baseline Mismatch 0 Baseline Mismatch o Baceline Mismatch 0
Secunty Issue 0 Secunty Issue 0 Secunty [ssue 1 Security Issue 368
Disks Page

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=Ygv3ob5kofiRc2%2F97Y3LwQ%3D%3D&baseline=08qtaMY8Y8w
UJhNKPscEBA%3D%3D&icn=98)5%2Fg5tNOKWITUiNYGiMw%3D%3D

appears, as shown in Figure:

_ )
Last Update g
Service Name. o ‘
_ 190052022 = Mab 207

— CloudSupervisor & All Subscription

— Azure G i

@ Dashboard .
| disks

€ Cost & Utilization
& Security & Compliance - Subscription ID Subscription Name
@ Cloud Service Management 1 d7a78ac1-cBb0-dab5-aedcT07f5ad6022 Microsoft Azure Sponsorship
& Application Migration
2 00c00683-d022-4154-ae78-67539054896f Microsoft Partner Network_VDI 34 1 [#]
3 f80d4bc3-8da0-45c8-b05a-d425c881285a Microsoft Partner Network_VDI35 2 ]

4 228872a3-3021-49c9-b3a1-1cdch852857¢ Visual Studio AppDependencyDB 1 B
5 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 1 (4]
6 cda2ff99-2343-4471-b7a6-2f46fc20763f Visual Studio Enterprise — CloudReconAustralia 2 (]
7 8075a55d-39af-4dcf-afe6-96dfffd78c21 Visual Studio Enterprise — CloudReconCanada 1
8 4892daf0-d7bd-4697-b3a9-ab5fe65251d Visual Studio Enterprise — CloudReconEurope 2 B

9 498f69e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 5
@ Support -
Powered by The Unifycloud Pvi.Ltd

Figure: Disks

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Ygv3ob5kofjRc2%2F97Y3LwQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=98J5%2Fg5tN0kWlTUjNYGjMw%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Ygv3ob5kofjRc2%2F97Y3LwQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=98J5%2Fg5tN0kWlTUjNYGjMw%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

= ot S EEEEN == L
— @ ) All Subscription Service Name e z ‘ Q

@ Dashboard F‘dlsks

€ Cost & Utilization
2% =]

@ Security & Compliance

& Cloud Service Management 1 d7a78acl-cBb0-4abb-aedc 7075246022 Microsoft Azure Sponsorship
@ Application Migration
1 disks cloudr

cloudreconuae_OsDisk
2 _1_e03d1761303848c1 | disks eastasia cloudreconglobal “ Detail
aeel344ec254f0ad
cloudreconapp_OsDisk
3 _1_ed4eB53a60a294533 | disks southeastasia cloudreconglobal “ Detail
b63592292ccc1281
4 vm-cr-img_DataDisk_0 disks eastus rg-uccr-aib “ Detail
5 cloudreconusdisk disks eastus cloudreconglobal “ Detail
6 sglbackup disks southeastasia cloudreconglobal “ Detail
@ Support -

Powered by The Unifycloud PviLtd

Figure: Service Details

Click on the Add button.

Environment Tag dialog box appears as shown in Figure: Environment Tag.

Environment Tag

Service Name: cloudreconglbl_DataDisk_0
Tag

Location: southeastasia

Resource Group: cloudreconglobal

electiag: Select Tag

EEl =

@ Support

Figure: Environment Tag

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.
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Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Disks?ServiceName=XCzBNAPFZXuCjp+bMMcyFUd
biNUK102/Kz6tP5viPMc=&ResourceGroup=X0a9tPWCwyqVeKOLFGXQYJQzrtcDAYIERD1k4d0Ca/8=&source=PM53kO
TfLEnyifOhjCOg3A==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwgPWVaHSIriOkwSaGBvR
XW appears, as shown in Figure:

R ’ i - 3
la All Subs Sewvice N ot A (9]
C— ubscription ervice Name. 190802 Py oY

@ Dashboard

22 Setting Details

& Cost B Utilization

& Sccurity & Compliance C ) Disks cloudreconglbl DataDisk 0

servica name

&8 Cloud Service Management
Subscription ID : d7a78ac1-¢8b0-4ab5-a24c-707ff5a46022 Resource Group Mame: cloudreconglobal

@ Application Migration
Resource Id

Xt Mapping Reports L . . ) . '
Isubscripticns/d7aT8ac1-cBb0-4ab5-zedc-T0Tfi5a46022/resourceGroups/cloudreconglobal'providers/Microsoft. Compute/disksicloudreconglbl_DataDisk_¢

Bzs ¢ Configuration Settngs

Kind Not Applicable
Location southeastasia Not Applicable
Frovisloning State Succeeded Not Applicable
Disk Size(GD) 500 Nol Applicable
Dick ICPS RoadWrite £00 Not Applicable

@ support Disk MBps ReadWrite & Not Applicable i

Powered by The Unifycloud Pri Ltd

Figure: Settings

‘ The user can raise an exception for the current and recommended value in tagging.

7.5.2 Recovery Services Vault

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Recovery Services Vault” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

ﬂ Recovery Services Vault

Resources 23
Cost /month §3.27
Baseline Mismatch 0
Security Issue 0

Recovery Services Vault page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=fWh9rNXqgl640F0T1tBIZwu2D%2Ff
DLbeMmafwRIuf2Q0c%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=0r43jQLP8g5vil0LlInudw%3
D%3D appears, as shown in Figure: Recovery Services Vault.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Disks?ServiceName=XCzBNAPFZXuCjp%2BbMMcyFUdbiNUK102/Kz6tP5vfPMc%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=PM53kOTfLEnyif0hjCOg3A%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Disks?ServiceName=XCzBNAPFZXuCjp%2BbMMcyFUdbiNUK102/Kz6tP5vfPMc%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=PM53kOTfLEnyif0hjCOg3A%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Disks?ServiceName=XCzBNAPFZXuCjp%2BbMMcyFUdbiNUK102/Kz6tP5vfPMc%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=PM53kOTfLEnyif0hjCOg3A%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Disks?ServiceName=XCzBNAPFZXuCjp%2BbMMcyFUdbiNUK102/Kz6tP5vfPMc%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=PM53kOTfLEnyif0hjCOg3A%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=fWh9rNXql640F0T1tBIZwu2D%2FfDLbeMmafwRIuf2Q0c%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Or43jQLP8g5viI0LJlnu4w%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=fWh9rNXql640F0T1tBIZwu2D%2FfDLbeMmafwRIuf2Q0c%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Or43jQLP8g5viI0LJlnu4w%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=fWh9rNXql640F0T1tBIZwu2D%2FfDLbeMmafwRIuf2Q0c%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Or43jQLP8g5viI0LJlnu4w%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Storage%20Account&baseline=NIST%20800-53_Recommended&icn=StorageAccount
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Figure: Recovery Services Vault

Click on “+ “under view to view the no. of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services. ‘

CloudSupervisor ® P tio Last Update
Azure = _ 19/0512022

@ Dashboard ﬁ Recovery Services vault

& Cloud Service Management 1 4198169e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP

€ Cost & Utilization

& Security & Compliance

@ Application Migration

& Settings

MPTest1-MigrateVauit- . crazuremigratedemores g
1| S———— - N -
jyhbpr2m arp
migrateprojecta0ddrsva crazuremigratedemores
ratopeoy Recovery Services vault | centralus 9 “ Detail
ult ap
MPTestd-MigrateVauit- crazuremigratedemores
o Pt CR—— o e I
jy9t7bwq arp

1 15 w items per page e
2 d8148567-d3f7-4cf0-b082-cf1f6ac4758f Visual Studio Enterprise — CR_CSP_Testing 1
3 31eed660-49af-4b01-8598-b0d0f0830133 Visual Studio Enterprise — MPN 1 B
@ Support -
L Powered by The Unifycloud PviLtd

Figure: Service Details

Click on the Details link under view.

Setting Page for service for Recovery Services Vault that shows some properties that are configure on the
selected Service.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RecoveryServicesVault?Serv
iceName=XDAaUsTW+gzmpgdKSHc365Ay7pqbU2fimHs4UdTV2rw=&ResourceGroup=d0jnR2
YdX1txvPbSFUc+yQA/AqfpU6CtYkIi43xqsP4=&source=RIGEqg0QvqiX7uUZZyeqfQzVzIPBALGE
sj0z34XslYo=&Subscriptionld=jio899Agj6v7PXIjLf8VMDnoUzPgXvDY+BytHtnhwpATixXWFH6ef
m+AXEZlaJkpy appears, as shown in Figure: Settings.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RecoveryServicesVault?ServiceName=XDAaUsTW%2BgzmpgdKSHc365Ay7pqbU2fimHs4UdTV2rw%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=RJGEqg0QvqiX7uUZZyeqfQzVzlPBAL6Esj0z34XsIYo%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RecoveryServicesVault?ServiceName=XDAaUsTW%2BgzmpgdKSHc365Ay7pqbU2fimHs4UdTV2rw%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=RJGEqg0QvqiX7uUZZyeqfQzVzlPBAL6Esj0z34XsIYo%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RecoveryServicesVault?ServiceName=XDAaUsTW%2BgzmpgdKSHc365Ay7pqbU2fimHs4UdTV2rw%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=RJGEqg0QvqiX7uUZZyeqfQzVzlPBAL6Esj0z34XsIYo%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RecoveryServicesVault?ServiceName=XDAaUsTW%2BgzmpgdKSHc365Ay7pqbU2fimHs4UdTV2rw%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=RJGEqg0QvqiX7uUZZyeqfQzVzlPBAL6Esj0z34XsIYo%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/RecoveryServicesVault?ServiceName=XDAaUsTW%2BgzmpgdKSHc365Ay7pqbU2fimHs4UdTV2rw%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=RJGEqg0QvqiX7uUZZyeqfQzVzlPBAL6Esj0z34XsIYo%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy

UnifyCloud”

= e el e
— Azure 19/05/2022
@ Dashboard

© Cost & Utilization
& Security & Compliance :: ) Recovery Services vault MPTest1-MigrateVault-jyhbpr2m
service name
& Cloud Service Management
Subscription 1D : 4f98f69e-01d4-43be-a550-cb71¢7d93614 Resource Group Name: crazuremigratedemoresgrp
@ Application Migration
- Resource Id
I8 Mapping Reports Isubscriptions/4f98f69e-01d4-43be-a550-cb71c7d93614 Group igratedemoResGrp/providers/Microsoft.Recovery Services/vaults/MPTest1-MigrateVault-jyh

Basic Configuration Settings

22 Setting Details

Kind Not Applicable
Location eastus Not Applicable
Provisioning State Succeeded Not Applicable
Type microsoft recoveryservices/vaults Not Applicable
Sku Name Not Applicable

(@ Support Sku Tier Not Applicable "

Powered by The Unifycloud Pvt Ltd

Figure: Settings

7.5.3 Storage Account (Classic)

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Storage Account (Classic)” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

Ei Storage Account (Classic)

Resources 1
Cost /maonth $0.80
Baszeline Mismatch o
Security Issue 1

Storage Account (Classic) page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=CXp7ur3)5zi0bC5NPssZ1zBpSgZaNv
XT9aCWLIfit8%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kovj47xz4avL%2BcHGwDihMPoY8
W5D100n%2BXj8G7Yzth8%3D appears, as shown in Figure: Storage Account (Classic).
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=CXp7ur3J5zi0bC5NPssZ1zBpSqZaNvXT9aCWLflfit8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kovj47xz4avL%2BcHGwDihMPoY8W5D100n%2BXj8G7Yzth8%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=CXp7ur3J5zi0bC5NPssZ1zBpSqZaNvXT9aCWLflfit8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kovj47xz4avL%2BcHGwDihMPoY8W5D100n%2BXj8G7Yzth8%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=CXp7ur3J5zi0bC5NPssZ1zBpSqZaNvXT9aCWLflfit8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kovj47xz4avL%2BcHGwDihMPoY8W5D100n%2BXj8G7Yzth8%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Storage%20Account&baseline=NIST%20800-53_Recommended&icn=StorageAccount

UnifyCloud”

—_— @ CloudSupervisor All Subscription Senvice Name:
— Azure

L=t [ Storage Account (classic)
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8 Security & Compliance - Subscription ID Subscription Name:
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Figure: Storage Account (Classic).

Click on “- “under view to view the no. of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services.

—_— @ CloudSupervisor All Subscrintion Service Name
— Azure

@ Dashboard @ Storage Account (classic)

€ Cost & Utilization

& Security & Compliance Subscription 1D Subscription Name
& Cloud Service Management 1 7d8d6iba-3154-47ec-9cH3-30e5367F1dd4 Visual Studio Enterprise ~CloudReconStaging 1 B

& Application Migration
Storage Account . -

1 mpresourcegroup5047 southcentralus mpresourcegroup
1 15  items per page @

I Mapping Reports

4 Settings

(classic)

Powered by The Unifycloud PviLid

Figure: Service Details
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UnifyCloud”

Click on the Details link under view.

Setting Page for service for Storage account (Classic) that shows some properties that are configure on the
selected Service.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccountClassic?Serv
iceName=S5/DSxsgFk1mFPrpv06zMCojKdSTVLzkgbRYEKU7Ndg=&ResourceGroup=7zYIbBFfB
50nB340hmacNw==&source=rUEYLXIH/S2DREL5NtnRDw==&Subscriptionld=mN9f2VAL50qgfY
K1/IX+ol+jjzT+LwIKxUkyl18)s557WPGAfi24hupmFcSWoly655 appears, as shown in Figure:

Settings.

= 0
Last Update @
Service Name. A
il S

3 &
— @ CloudSupervisor © All Subscription
— Azure

@ Dashboard

€ Cost & Utilization
& Security & Compliance @ StorageAccountClassic ~ MPreseurcegroups047
service name
& Cloud Service Management
Subscription 1D : 7d846fba-3154-47ec-9¢63-30e5367f1dd4  Resource Group Name: mpresourcegroup
@ Application Migration
R e R Basic Configuration Settings

& Settings

22 Setting Details

Kind Not Applicable
ManagedBy Not Applicable
Location southcentralus Not Applicable
Type ft Not Applicable
Provisioning State Succeeded Not Applicable
CreationTime 5/22/2017 12:00:00 AM Not Applicable
Status Created Not Applicable

Status Of Primary Region Available Not Applicable
@ Support -
Powered by The Unifycloud Pvt Ltd

Figure: Settings

7.5.4 STORAGE ACCOUNTS

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard, click on Resources under
“Disks” tiles as shown below.

The user can choose the relevant services under Storage Account to monitor & view the Azure service settings of

@ Storage Accounts

the subscriptions.

Resources 150
Cost /month $215.50
Baseline Mismatch o
Security lssue 369
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccountClassic?ServiceName=S5/DSxsgFk1mFPrpv06zMCojKdSTVLzkgbRYEkU7Ndg%3D&ResourceGroup=7zYIbBFfB50nB340hmacNw%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=mN9f2VAL50qfYK1/lX%2Bol%2BjjzT%2BLwIKxUkyI8Js5S7WPGAfi24hupmFcSWoJy655
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccountClassic?ServiceName=S5/DSxsgFk1mFPrpv06zMCojKdSTVLzkgbRYEkU7Ndg%3D&ResourceGroup=7zYIbBFfB50nB340hmacNw%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=mN9f2VAL50qfYK1/lX%2Bol%2BjjzT%2BLwIKxUkyI8Js5S7WPGAfi24hupmFcSWoJy655
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccountClassic?ServiceName=S5/DSxsgFk1mFPrpv06zMCojKdSTVLzkgbRYEkU7Ndg%3D&ResourceGroup=7zYIbBFfB50nB340hmacNw%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=mN9f2VAL50qfYK1/lX%2Bol%2BjjzT%2BLwIKxUkyI8Js5S7WPGAfi24hupmFcSWoJy655
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccountClassic?ServiceName=S5/DSxsgFk1mFPrpv06zMCojKdSTVLzkgbRYEkU7Ndg%3D&ResourceGroup=7zYIbBFfB50nB340hmacNw%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=mN9f2VAL50qfYK1/lX%2Bol%2BjjzT%2BLwIKxUkyI8Js5S7WPGAfi24hupmFcSWoJy655
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Storage Account page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=72mItKAjrhSgsiDbFZRCfKdOgbOuw
0ZfO0AXxpBTIDg8%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rUEYLXIH%2FS2DREL5NtnRDW%

3D%3D appears, as shown in Figure: Storage Account.
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@ Support -
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Figure: Storage Accounts

Click on “+ “under view to view the no. of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services. ‘

= e EEEE 2 £ o
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@ Application Migration
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Figure: Service Details

Click on the Details link under view.

Setting Page for service for Storage accounts that shows some properties that are configure on the selected
Service.
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=72mItKAjrhSqsiDbFZRCfKd0qbOuwoZfO0AxpBTlDg8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rUEYLXlH%2FS2DREL5NtnRDw%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=72mItKAjrhSqsiDbFZRCfKd0qbOuwoZfO0AxpBTlDg8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rUEYLXlH%2FS2DREL5NtnRDw%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=72mItKAjrhSqsiDbFZRCfKd0qbOuwoZfO0AxpBTlDg8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=rUEYLXlH%2FS2DREL5NtnRDw%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Storage%20Account&baseline=NIST%20800-53_Recommended&icn=StorageAccount

UnifyCloud”

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccounts?ServiceNa
me=Ygn8PDWYfgB9A7Dox+sIHOBy+fU0Q7z14kgaXtO3JTw=8&ResourceGroup=0kFOph3p7PhS
+gRZIw6+pA==&source=rUEYLXIH/S2DREL5NtnRDw==&Subscriptionld=U6ivpjueDbmuV1PuD
EeqOS5geZpuXUJduR/Q4kHnwfwgPWVaHSIriokwSaGBvRXW appears, as shown in Figure:

Settings.

— CloudSupervisor € T 2 = Last Update % g
— @ rie All Subscription Service Name e .4 A Q
@ Dashboard

€ Cost & Utilization
& Security & Compliance C ! Storage Accounts ::r:igfr:;“’;;mﬂgedalﬂ

22 Setting Details

& Cloud Service Management
Subscription 1D : d7a78ac1-c8b0-4ab5-ae4c-707ff5a46022 Resource Group Name: rg-uccr-aib
@ Application Migration
- Resource Id
I Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-aedc- 7075246022/ psirg-uccr-aiblprovi i s I A

Basic Configuration Settings

Kind StorageV2 Not Applicable
ManagedBy Not Applicable
Location eastus Not Applicable
Provisioning State Succeeded Not Applicable
CreationTime 51212022 12:00:00 AM Not Applicable

Supports Https Traffic
Onl True Not Applicable
@ Support Y -

Powered by The Unifycioud Pvt Ltd

Figure: Settings

The user can follow the similar steps for the other Storage services applicable as per the subscriptions to view

and monitor the Azure services setting of the particular subscriptions

7.6 INTERNET OF THINGS

7.6.1 Azure lot Hub

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Azure lot Hub” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

Internet Of Things

aa
oA Azure lot Hub

Resources 1
Cost /month $0.0
Baseling Mismatch 0
Security Issue 1
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccounts?ServiceName=Yqn8PDWYfgB9A7Dox%2BsIH0By%2BfU0Q7z14kqaXtO3JTw%3D&ResourceGroup=okF0ph3p7PhS%2BqRZIw6%2BpA%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccounts?ServiceName=Yqn8PDWYfgB9A7Dox%2BsIH0By%2BfU0Q7z14kqaXtO3JTw%3D&ResourceGroup=okF0ph3p7PhS%2BqRZIw6%2BpA%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccounts?ServiceName=Yqn8PDWYfgB9A7Dox%2BsIH0By%2BfU0Q7z14kqaXtO3JTw%3D&ResourceGroup=okF0ph3p7PhS%2BqRZIw6%2BpA%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/StorageAccounts?ServiceName=Yqn8PDWYfgB9A7Dox%2BsIH0By%2BfU0Q7z14kqaXtO3JTw%3D&ResourceGroup=okF0ph3p7PhS%2BqRZIw6%2BpA%3D%3D&source=rUEYLXlH/S2DREL5NtnRDw%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Disks Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=clgSI5SxevL5XRawtNO4Hg%3D%3D&baseline=08qtaMY8Y8wUJh
NKPscEBA%3D%3D&icn=7bsq3xnrSbGnDpAFrL4CMA%3D%3D

appears, as shown in Figure:

2 & - 0
— Azure 19052022 Mk
@ Dashboard

@& Cost & Utilization
& Security & Compliance - Subscription ID Subscription Name -

& Cloud Service Management 1 b2c26b0c-6584-46e1-893a-9093406afabe Visual Studio Supervisor

[ Azure lot Hub

@ Application Migration

4 Mapping Reports

& Se

@ Support
Powered by The Unifycloud PviLtd

Figure: Disks

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services

. B LastUpdate @ 2
Il Subscription Sevice Name. - .
19052022 A

@ Dashboard [ Azure lot Hub

& Cost & Utilization

& Security & Compliance Subscription ID Subscription Name -
&' Cloud Servic= MALSIEN 1 b2c26b0c-6584-46e1-893a-9093406afa5e Visual Studio Supervisor

@ Application Migration

1 csathub Azure lot Hub eastus2? iottest _ Detail

1 15 w items per page ¢]

@ Support
Pouered by The Unifycloud PviLid

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=cIgSl5SxevL5XRawtNO4Hg%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=7bsq3xnrSbGnDpAFrL4CMA%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=cIgSl5SxevL5XRawtNO4Hg%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=7bsq3xnrSbGnDpAFrL4CMA%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Add button.

Environment Tag dialog box appears as shown in Figure: Environment Tag.

Environment Tag

Service Name: csothub
Tag

Location: eastus2
Resource Group: iottest

Selectlag Select Tag

= B

Figure: Environment Tag

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzurelotHub?ServiceName=bdR8zUEHLEYT3I8vnt6t
Tg==&ResourceGroup=UNz0QiC20gNra+H9933m02Q==&source=+TVUxSImMM5sEVyI9piQ2g==&Subscriptionld=Wt
2WAKQgZTIXO9uavByMwMO0O39uTHs72nXjTdwkM3Vm1tpnUZtQZJ04+nSpwvhebn appears, as shown in Figure:

- 7 s C
= (o R 2 @
& Dashboard

rity & Complianca @ 10T Hub

& C ervice Managemel Subseription N - | Resniree Group Nama

28 S=iting Details

Resource Id

Rasic Corfiguraticn Settings

No data Available

@ Support
Powercd by The Unifyzloud Pyt Lid

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureIotHub?ServiceName=bdR8zUEHLEYT3I8vnt6tTg%3D%3D&ResourceGroup=UNzOiC2OqNra%2BH9933mO2Q%3D%3D&source=%2BTVUxSJmMM5sEVyI9piQ2g%3D%3D&SubscriptionId=Wt2WAKqZTlXO9uqvByMwM0O39uTHs72nXjTdwkM3Vm1tpnUZtQZJ04%2BnSpwvhe6n
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureIotHub?ServiceName=bdR8zUEHLEYT3I8vnt6tTg%3D%3D&ResourceGroup=UNzOiC2OqNra%2BH9933mO2Q%3D%3D&source=%2BTVUxSJmMM5sEVyI9piQ2g%3D%3D&SubscriptionId=Wt2WAKqZTlXO9uqvByMwM0O39uTHs72nXjTdwkM3Vm1tpnUZtQZJ04%2BnSpwvhe6n
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AzureIotHub?ServiceName=bdR8zUEHLEYT3I8vnt6tTg%3D%3D&ResourceGroup=UNzOiC2OqNra%2BH9933mO2Q%3D%3D&source=%2BTVUxSJmMM5sEVyI9piQ2g%3D%3D&SubscriptionId=Wt2WAKqZTlXO9uqvByMwM0O39uTHs72nXjTdwkM3Vm1tpnUZtQZJ04%2BnSpwvhe6n
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.7 Developer Tools

7.7.1 Project

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Project” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

Developer Tools

g7 Project £& Visual Studio Online

Resources 38 Resources 1
Cost /month £ 0.0 Cost /menth %00
Baseline Mismatch 0 Baszline Mismatch 0
Security Issue 0 Security ssue 0

Project Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=sL.Z8472W%2FCOGRHu4TCTkmyg%3D%3D&baseline=08qtaMY8Y8

wUJhNKPscEBA%3D%3D&icn=KCpUOLTVAbG6zGTSFWRiKw%3D%3D

appears, as shown in Figure:

— e e EEEEE — 2 &
— @ e All Subscription Service Name 19052022 “.‘ ‘ @

@ Dashboard g Project

@ Cost & Utilization
& Security & Compliance - Subscription ID Subscription Name

@ Cloud Service Management 1 59a27a27-bcB9-dcef-ad28-20552b28f497 Pay-As-You-Go

@ Application Migration

Iy Mapping Reports

@ Support
Powered by The Unifycloud PvLLtd

Figure: Project

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “- “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=sLZ84ZW%2FC0GRHu4TCTkmyg%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=KCpU0LTVAbG6zGTSFwRiKw%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=sLZ84ZW%2FC0GRHu4TCTkmyg%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=KCpU0LTVAbG6zGTSFwRiKw%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

: 0 = 0
— @ CloudSupervisor®  [RFE——: Lastpate @ o 0
— Azure 19/05/2022 -a

@ Dashboard g Project

€ Cost & Utilization
@ Gloud Service ManagSriEl 1 59a27a27-bef9-dcef-ad28-205520251497 Pay-As-You-Go " a

. vs-unifycloudieam- .
AzureCOP Project eastus2 dd Detail
group

& Application Migration
Iy Mapping Reports m
1

vs-unifycloudteam-
2 Service Compliance Project eastus? fy Al Detail

group

UnifyCloud KellyDashb vs-unifycloudteam-

B3] Project eastus2 A Detail
oard group
. vs-unifycloudteam- .
4 MSFTOpen Project eastus2 Add Detail
group
-unifycloudteam-
5 Web - Ambientintellect Project eastus? ve-unifycloudieam Add Detail

group

: Rainier-Recnit broiect s vs-unifycloudteam- e Detai
@ Support ainier-Recruiters roject eastus! aroup etai .

Powered by The Unifycloud Pvi Lid

Figure: Service Details

Click on the Add button. Environment Tag dialog box appears as shown in Figure: Environment Tag.

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.

Environment Tag

Service Name: AzureCOP

Tag

Location: eastus2

Resource Group: vs-unifycloudteam-group

Select Tag: Select Tag

Lo ] o

@ Support

Figure: Environment Tag

61



UnifyCloud”

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Project?ServiceName=Y73003hzasDVjp3jejiTgw==
&ResourceGroup=eSR60fOEHx0IDHWRYf1jzW8neoUtdow7hAmY9ugOZdc=&source=N/MsBgb35RulvA6KpYbYoTUNIf
FJG+zodpkkzHaiLAs=&Subscriptionld=nr/cJRpuE9tG4y/6pIm+2X0rkiTemN3WzUU1BVELIXWDPQPUezU9IZeAaWKr7Q

YP appears, as shown in Figure:

— CloudSupervisor € ) } LastUpdale @ <
= @ ) All Subscription Service Name o :. . ﬂ
& Dashboard

& Cost & Utilization
& Security & Compliance Project unifycloudteam
@ servicz name
& Cloud Service Management
Subszrption 1D - 53a27a27-bcs0-4cef-ad28-20682028f497  Fesource Group Name: vs-unifycloudteam-group
@ Application Migration

Resource Id

Setiing Details

I Mapping Reports Isubscriptions/58a27a27-be68 dcef ad28-20552b28f497/resourceGroups/VS-unifycloudteam Groupiproviders Microsoft. VisualStudiniaccount/unifycloudteam
Ses

Basic Configuration Settings

PropertyName SRS Priony Retse Eacamion

Kind Free Not Aoplicable
Type VYisual Studio Online Not Agplicable
Location southcentrakss Not Applicable
VersicnControlOption Not Aoplicable
TisUnigueldentifier Not Applicable

@) Support ProcessTemplateld Nol Anlicable i

Fowszied by The Unfycloud Pyt Lid

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.7.2 Visual Studio Online

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Visual Studio Online” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

‘@l Visual Studio Online

Resources 1
Cost /month £0.0
Baseline Mismatch o
Security Issue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Project?ServiceName=Y73oO3hzasDVjp3jejjTgw%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=N/MsBqb35RuIvA6KpYbYoTUNIfFJG%2BzodpkkzHaiLAs%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Project?ServiceName=Y73oO3hzasDVjp3jejjTgw%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=N/MsBqb35RuIvA6KpYbYoTUNIfFJG%2BzodpkkzHaiLAs%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Project?ServiceName=Y73oO3hzasDVjp3jejjTgw%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=N/MsBqb35RuIvA6KpYbYoTUNIfFJG%2BzodpkkzHaiLAs%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Project?ServiceName=Y73oO3hzasDVjp3jejjTgw%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=N/MsBqb35RuIvA6KpYbYoTUNIfFJG%2BzodpkkzHaiLAs%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Visual Studio Online Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=1s0JWYdxZYN60S21MalopGFl%2BSV%2BHuUPJz2Q7L8kYc4Q%3D
&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=TyE8Hx%2FVHZmet%2BLtiOW2Ng%3D%3D

appears, as shown in Figure:

= LA — 2| K
— @ Azure All Subscription Service Name e .'.I. ‘ Q

@ Dashboard

/3 Visual Studio Online

€ Cost & Utilization

& Security & Compliance Subscription ID Subscription Name
1 =]

@ Cloud Service Management 1 59a27a27-bch9-Acef-ad28-205526281457 Pay-As-You-Go

@ Application Migration

Iy Mapping Reports

Powered by The Unifycloud PviLid

Figure: Visual Studio Online

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “- “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services

— @ Azure All Subscription Service Name e “.. ‘ Q_
@ Dashboard

€ Cost & Utilization

& Security & Compliance

{3 Visual Studio Online

& Cloud Service Management 1 59a27a27-bcB9-dcet-ad28-206526286497 Pay-As-You-Go 1 =

ST ETETETE
B vs-unifycloudteam- . N 5 ; -
1 unifycloudteam Visual Studio Online southcentralus Detail
group

1 15 w items per page [¢]

@ Application Migration
Iy Mapping Reports

Powered by The Unifycloud Pvi Ltd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=1soJWYdxZYN6OS21Ma1opGFl%2BSV%2BHuPJz2Q7L8kYc4Q%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=TyE8Hx%2FVHZmet%2BLtiOW2Ng%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=1soJWYdxZYN6OS21Ma1opGFl%2BSV%2BHuPJz2Q7L8kYc4Q%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=TyE8Hx%2FVHZmet%2BLtiOW2Ng%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

Azure

[ B Utilization

§ Cloud Senice Management

@ Application Migration

Iy Mapping Reports

Click on the Details link under view.

Settings page

UnifyCloud”

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VisualStudioOnline?ServiceName=WdHDDPt/aumT

0CG2NrEpvA==&ResourceGroup=eSR60fOEHx0IDHWRYf1jzW8neoUtdow7hAmY9ugOZdc=&source=gZWp5psdYTc32

0x971p00C+LGzoH4XCt2xXukCtvEAw=&Subscriptionld=nr/cJRpuE9tG4y/6pIm+2X0rkiTemN3WzUU1BVELIXWDPQPU

ezU91ZeAaWKr7QYP appears, as shown in Figure:

22 Seting Detals

G Viuatsudoonine izt

Resouree Id

Basic Configuration Settings

Last Update
1910512022

Subscription I : 59327 a27-be69-4¢21-3028-206620281497  Hesourc2 GGroup Name: ve-UnItyelaudtaam-group

isubscriptions/btad/a2/ be6Y dcet-add 20bH2b48H4Y Mresourcelzroups/V S unitycloudteam Group/providers/Microsoft. Visuals

T

Raise Excaption

Name unifycloudteam Mct Applicable
Type Visual Studic Online Nt Applicable
Kind Free Mol Applicable
ManagedBy Naot Applicable
AccountlJRL https fiunifyc cudisam.visualstudio.comi Nct Applicable
@ Support
Fowersd by The Uniycloue Pyt Lid
Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

/7.8 Monitor

7.8.1 Application Insights

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the

“Application Insights” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

Monitor

? Application Insights

Resources
Cost /month
Baseline Mismatch

Security lssue
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VisualStudioOnline?ServiceName=WdHDDPt/aumT0CG2NrEpvA%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=gZWp5psdYTc320x97Ip0OC%2BLGzoH4XCt2xXukCtvEAw%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VisualStudioOnline?ServiceName=WdHDDPt/aumT0CG2NrEpvA%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=gZWp5psdYTc320x97Ip0OC%2BLGzoH4XCt2xXukCtvEAw%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VisualStudioOnline?ServiceName=WdHDDPt/aumT0CG2NrEpvA%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=gZWp5psdYTc320x97Ip0OC%2BLGzoH4XCt2xXukCtvEAw%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/VisualStudioOnline?ServiceName=WdHDDPt/aumT0CG2NrEpvA%3D%3D&ResourceGroup=eSR60f0EHxoIDHWRYf1jzW8neoUtdow7hAmY9uqOZdc%3D&source=gZWp5psdYTc320x97Ip0OC%2BLGzoH4XCt2xXukCtvEAw%3D&SubscriptionId=nr/cJRpuE9tG4y/6plm%2B2X0rkiTemN3WzUU1BVELlXWDPQPUezU9lZeAaWKr7QYP
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

Application Insights Page

UnifyCloud”

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=2Tdx9FVviEsS9EbUXdW1WyrmC6AwKcopssWmpeCh1ppw%3D&b

aseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=sdFX3QNJMrCANNNZ4gXfXba%2BKpA7MnCzLNZDpOujxVs%3D

appears, as shown in Figure:

— CloudSupervisor €
— Azure

@ Dashboard

@ Cost & Utilization

& Cloud Service Management
@ Application Migration

® Application Insights

A Suscripion

d7a78ac1-c8b0-4ab5-aedc-707ff5a46022

Microsoft Azure Sponsorship

Last Update f.
19/05/2022 L) ‘

& Security & Compliance - Subscription ID Subscription Name -

97311064-72ea-41e7-b769-45a4a11e825¢ Visual Studio AppDependency Data 1 B
I Mapping Reports
¢3fc5234-6362-4a63-80d7-21a7faf9fedb Visual Studio CloudPilot Australia 3 B
a7c5cleb-bec2-446e-b123-327e51a121ca Visual Studio CloudPilot Europe 2 (]
104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 2
1fdf11e1-fc18-4bb4-a638-c4403477¢57d Visual Studio CustomerPortal 5
ebb2ece7-8363-46aa-b183-77558413e7be Visual Studio demoDependencyApp 6 +
d0f6édeb5-8bcc-466¢-bcd9-f9ffac790fc3 Visual Studio En-Landing Zone 7

44bf3818-201c-47b8-a496-f2b4b7d41eab Visual Studio Enterprise — CloudAtlas 1 B
@ Support -

Powered by The Unifycloud Pt Ltd

Figure: Application Insights

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “- “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services ‘

- 0
Last Update &
191052022 ~h ‘ N 4

All Subscription Service Name.

[ ® Application Insights

1
e e Pl e
1 CRWebsitePing Application Insights westus2 cloudreconglobal Detail I

d7a78ac1-c8b0-4ab5-aedc-707ff5ad6022 Microsoft Azure Sponsorship

1 15 w items per page (¢}
2 97311064-72ea-41e7-b769-45ada11e825¢ Visual Studio AppDependency Data 1
3 c3fc5234-6362-4a63-80d7-21a7faf9feds Visual Studio CloudPilot Australia 3 B
4 a7c5c0e5-bec2-446e-b123-327e51a121ca Visual Studio CloudPilot Europe 2 B
5 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 2 B
1fdf11e1-fc18-4bb4-a638-c4403477c57d Visual Studio CustomerPortal 5 4] .

e

Powered by The Unifycloud Pvt Ltd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=2Tdx9FVviEs9EbUXdW1WyrmC6AwKcopssWmpeCh1ppw%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=sdFX3QNJMrCANNNZ4qXfXba%2BKpA7MnCzLNZDpOujxVs%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=2Tdx9FVviEs9EbUXdW1WyrmC6AwKcopssWmpeCh1ppw%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=sdFX3QNJMrCANNNZ4qXfXba%2BKpA7MnCzLNZDpOujxVs%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Step. Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Applicationinsights?ServiceName=K8vDIDjwJ9CgGH
T9GHQIbg==&ResourceGroup=X0a9tPWCwyqgVeKOLFGXQYJQzrtcDAYIERD1k4d0Ca/8=&source=sdFX3QNJMrCANNNZ
4gXFXW3mP6Tjle7GL+QIF80Ag1g=&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnwfwgPWVaH

SlriOkwSaGBVRXW appears, as shown in Figure:

= @ R EEE — 2 & Q
—_ All Subscription Servicz Name: >
= Azure " ) b

& Dashboard

22 Sctiing Dctailz

& Security & Compliance icati i CRWebsltePing
G Application Insights Rt
& Cloud Senvice Management
Sibsziption |d - dTa78ac1-c8h0-4ab6-aede-707ff6a46022  Resource Groups Nameo : cloudreconglobal

& Application Migration
. Resouice Id
I Mapping fieports Isubseripticns/c7a7Bac1-c8b0-4cb5-acde 707/f5ad6022resourzeGroupsicloudreconglobaliprovidersimicrosofi.insights/components/CRWebsitcPing

4 Settings

Basic Cenhiguration Setiings

froperiytiame Secemmenieiste fronty fatse Exception

Provisioning Statc Succeeded Not Applicable
Locativn westus2 Not Applicable
Type micresndt irsights/eomponanis Mot Applicable
Instrumentation Key AEcd191-8a35-1771-bEBa-3743c38fd 166 Not Applicablz
Application Type web Not Applicabls

InstrumertationKey=45cdbf31-923e-47H -L00=-

@ support ComctionSiring T e oo e I .
Pawcicd by The Urifycloud PriLid

Not Appiicable: -

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.9 CONTAINERS
7.9.1 CONTAINER REGISTRY

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard click on
Resources under “Container Registry” tiles as shown below:

The user can choose the relevant services under Azure Container Registry to monitor & view the Azure service
settings of the subscriptions.

Containers

Container Registry

Resources 1
Cost /month £10.09
Baseline Mismatch 0
Security Issue 2
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ApplicationInsights?ServiceName=K8vDIDjwJ9CgGHT9GHQIbg%3D%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=sdFX3QNJMrCANNNZ4qXfXW3mP6TjJe7GL%2BQIF80Ag1g%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ApplicationInsights?ServiceName=K8vDIDjwJ9CgGHT9GHQIbg%3D%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=sdFX3QNJMrCANNNZ4qXfXW3mP6TjJe7GL%2BQIF80Ag1g%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ApplicationInsights?ServiceName=K8vDIDjwJ9CgGHT9GHQIbg%3D%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=sdFX3QNJMrCANNNZ4qXfXW3mP6TjJe7GL%2BQIF80Ag1g%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ApplicationInsights?ServiceName=K8vDIDjwJ9CgGHT9GHQIbg%3D%3D&ResourceGroup=X0a9tPWCwyqVeK0LFGXQYJQzrtcDAYIERD1k4d0Ca/8%3D&source=sdFX3QNJMrCANNNZ4qXfXW3mP6TjJe7GL%2BQIF80Ag1g%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/Dashboard/NewDashboard

UnifyCloud”

Azure Container Registry Detail page,
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=zuUMtOZbcl%2B3a
mI7%2FKQyu7AFAOdNO5yx5bAi9KZb608%3D&baseline=08gtaMY8Y8wUJhNKPscEBA%3D%3
D&icn=kNrJZ1yHVemGXfkJHgF6cfGnIfvK76j2uFY8bHYomus%3D, appears as shown in Figure:

Azure Container Registry.

—] @ A All Subscription Service Name. s .“ ‘ Q
@ Dashboard

& Cost & Utilization

& Security & Compliance - Subscription 1D Subscription Name -
& Cloud Service Management &ff706b6-b923-4770-bec2-5199M68a702 Visual Studio L andingZone-Prod

& Application Migration

BY container Registry

Iy Mapping Reports

Powered by The Unifycloud Pvi Ltd

Figure: Azure Container Registry

Step. Click on “- “under view to view the no of service details as shown in Figure: Service Details.

e _ Lasmpdm 3

All Subscript Senvice N A
@ — All Subscription ervice Name: B ‘?
@ Dashboard

@ Cost & Utilization
& Cloud Service Management efT0eb6-b923-4770-bec2-519368aT02 Visual Studio LandingZone-Prod
@ Application Migration

_ 1 testregistery6541 Container Registry Detail

1 15 w items per page (c]

Y container Registry

Powered by The Unifycloud PviLtd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=zuUMtOZbcI%2B3aml7%2FKQyu7AFAOdNO5yx5bAi9KZb6o8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kNrJZ1yHVemGXfkJHgF6cfGn9fvK76j2uFY8bHYomus%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=zuUMtOZbcI%2B3aml7%2FKQyu7AFAOdNO5yx5bAi9KZb6o8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kNrJZ1yHVemGXfkJHgF6cfGn9fvK76j2uFY8bHYomus%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=zuUMtOZbcI%2B3aml7%2FKQyu7AFAOdNO5yx5bAi9KZb6o8%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=kNrJZ1yHVemGXfkJHgF6cfGn9fvK76j2uFY8bHYomus%3D
https://cloudsupervisor.cloudatlasinc.com/Dashboard/Details?type=Azure%20Container%20Registry&baseline=MSITRecommended&icn=AzureContainerRegistry

UnifyCloud”

Setting Page for particular service for Container Registry that shows some properties that are configure on
the selected Service.

Click on the Details link under view, Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ContainerRegistry?ServiceName=EXphYgbl2Vwgy530U
4YPZMs0ajGA9cP+Zh7nIHuwCHO=&ResourceGroup=x5A04mj1MF2DpE1z3r98hg==&source=piNOMfu59q5F4cjlsnApo5Y
agAOAP/jAYtBI1itj1VI=&Subscriptionld=DPHLXONWiCK1POb+MT3tvUTZNc2VDe+kuDhYtMGkGgKJPEmO78SqZTKHRehDT

2rf appears, as shown in Figure: Settings.

= - _ = Updam 2 3 .

All Subscrip Servi e.
— @ i Subscription Service Nam — S A Q
@ Dashboard

& Cost & Utilization
@ Security & Compliance d: \, Container Registry ~ festregistery6341
service name
& Cloud Service Management
Subscription ID : eff70eb6-b923-4770-bcc2-5199fb68a702 Resource Group Name: ais-poc-vm-01
@ Application Migration
Resource Id
Ity Mapping Reports Isubscriptions/eff70eb6-b923-4770-bcc2-5 70: ps/Ais-poc-vm-01/provi i ContainerRegistrylregistri gistery6541

22 Setting Details

Basic Configuration Settings

provisioning State Succeeded Not Applicable

Location southeastasia Not Applicable

Type microsoft containerregistry/registries Not Applicable

creation Date 1/4/2022 12:00:00 AM Not Applicable

admin User Enabled True Not Applicable
@ Support login Server testregistery6541.azurecr.io Not Applicable -
Powered by The Unifycloud Pvi Ltd

Figure: Settings

The user can follow the similar steps for the other Container registry services applicable as per the
subscriptions to view and monitor the Azure services setting of the particular subscriptions

7.10 Web

7.10.1 App Service Plan

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“App Service Plan” tiles as shown below:

The user can choose the relevant services under Application Gateways to monitor & view the Azure service settings of the subscriptions.

Web

[a] App Service Plan

Resources 69

Cost /month $1178.95
Baseline Mismatch 0
Security lssue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ContainerRegistry?ServiceName=EXphYgbI2Vwqy53OU4YPZMs0ajGA9cP%2BZh7nIHuwCH0%3D&ResourceGroup=x5AO4mj1MF2DpE1z3r98hg%3D%3D&source=piN0Mfu59q5F4cjIsnApo5YagA0AP/jAYtBl1itj1VI%3D&SubscriptionId=DPHLx0NWiCK1POb%2BMT3tvUTZNc2VDe%2BkuDhYtMGkGqKJPEmO78SqZTKHRehDT2rf
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ContainerRegistry?ServiceName=EXphYgbI2Vwqy53OU4YPZMs0ajGA9cP%2BZh7nIHuwCH0%3D&ResourceGroup=x5AO4mj1MF2DpE1z3r98hg%3D%3D&source=piN0Mfu59q5F4cjIsnApo5YagA0AP/jAYtBl1itj1VI%3D&SubscriptionId=DPHLx0NWiCK1POb%2BMT3tvUTZNc2VDe%2BkuDhYtMGkGqKJPEmO78SqZTKHRehDT2rf
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ContainerRegistry?ServiceName=EXphYgbI2Vwqy53OU4YPZMs0ajGA9cP%2BZh7nIHuwCH0%3D&ResourceGroup=x5AO4mj1MF2DpE1z3r98hg%3D%3D&source=piN0Mfu59q5F4cjIsnApo5YagA0AP/jAYtBl1itj1VI%3D&SubscriptionId=DPHLx0NWiCK1POb%2BMT3tvUTZNc2VDe%2BkuDhYtMGkGqKJPEmO78SqZTKHRehDT2rf
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ContainerRegistry?ServiceName=EXphYgbI2Vwqy53OU4YPZMs0ajGA9cP%2BZh7nIHuwCH0%3D&ResourceGroup=x5AO4mj1MF2DpE1z3r98hg%3D%3D&source=piN0Mfu59q5F4cjIsnApo5YagA0AP/jAYtBl1itj1VI%3D&SubscriptionId=DPHLx0NWiCK1POb%2BMT3tvUTZNc2VDe%2BkuDhYtMGkGqKJPEmO78SqZTKHRehDT2rf
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

App Service Plan Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=5%2BINlyj3sM1iY2wW8PfRv1kg45h0fzoHbTuB4Yu0leA%3D&bas
eline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=iTe%2BsVZJIuRvtKZL9BCns8fFA5%2BI8ZiLfZXPX5ha5dk%3D

appears, as shown in Figure:

— CloudSupervisor ® R . Last Update 8 9
= @ =L o

@ Dashboard

€ Cost & Utilization
A Cloud Sernc 1 d7a78acl-cBb0-dabs-aedc-707ff5246022 Microsoft Azure Sponsorship 12
@ Application Migration
2 97311064-72ea-41e7-b769-45ada11e825¢ Visual Studio AppDependency Data 1
I Mapping Reports
) 228872a3-3021-49c9-b3a1-1cdch852857¢ Visual Studio AppDependencyDB 1 B

€3 App Service Plan

4 ¢3fc5234-6362-4a63-80d7-21a7faf9fed6 Visual Studio CloudPilot Australia 2
5 a7c5c0e5-bec2-446e-b123-327e51a121ca Visual Studio CloudPilot Europe 1 B
6 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 3 B
7 1fdf11e1-fc18-4bb4-a638-c4403477c57d Visual Studio CustomerPortal 3 4]
8 ebb2ece7-8363-46aa-b183-77558413e7be Visual Studio demoDependencyApp 2

- 9 d0f6deb5-8bcc-466¢-bed9-9ffac790fc3 Visual Studio En-Landing Zone 4 (]
pport v

Powered by The Unifycloud PvtLtd

Figure: App Service Plan

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services ‘

i ® = 0
= Azure 1910512022 L]

@ Dashboard

Q App Service Plan

12 B

1 d7a7Bac1-cBb0-4ab5-aedc-707fhad6022 Microsoft Azure Sponsorship

ASP-CloudPilotEU- . . .
1 App Service Plan northeurope cloudpilot-eu Detail
8a35
2 AppServicePlanHk App Service Plan eastasia rgcshk Detail
ASP- . . - .
3 . L App Service Plan eastus serviceteamreperting Detail
ServiceProvisioning-s1
4 ASP-ServiceAPI-s1 App Service Plan eastus serviceteamreporting Detail
5 ASP-CloudPilotCA-bafe | App Service Plan canadaeast cloudpilot-ca Detail
6 SupervisorEurope App Service Plan uksouth rg_cloudsupervisoreu Detail
7 ASP-CloudPilotRg-9fde | App Service Plan centralus cloudpilotrg Detail -

Powered by The Unifycloud PviLtd

Figure: Service Details

69


https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=5%2BINlyj3sM1iY2wW8PfRv1kg45h0fzoHbTuB4Yu01eA%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=iTe%2BsVZJluRvtKZL9BCns8fFA5%2Bl8ZiLfZXPX5ha5dk%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=5%2BINlyj3sM1iY2wW8PfRv1kg45h0fzoHbTuB4Yu01eA%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=iTe%2BsVZJluRvtKZL9BCns8fFA5%2Bl8ZiLfZXPX5ha5dk%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppServicePlan?ServiceName=2Qo4f+L0n98g/M5fh
in4H14YIs9aBVsybmQCDe+YfOY=&ResourceGroup=yIANL49ECU3BaKGzLsztXw==&source=z6 UMOuFObshbOf9eFOhk

SQ==&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnwfwgPWVaHSIriokwSaGBVRXW appears,

as shown in Figure:

@ visor All Subsciption Service Name. L 2 » 0
(ot 22 Sefting Nefals

€ Cost & Utilization

B Security & Compliance C ! App Service Plan ASP.ClondPilotFll-8a35
s vice nane

& Cloud Service Managemant
Subscriptionld - d7278ac 1 -cBb0-4ab5-asdc-T07H#5246022  Rssourcs Groups Nams - cloudpilet-su

@ Application Migration

I Mapping Reports Isubscriptions/dTaTtac1.c8b0-4ab5-aedc-707ff5ad6022 resourceGroups/CloudPllot-EUlproviders/Micrasoft. WebiserverFarms /A SP-CloudPIIotEU 8a35
& Sef

Resourcs 1d

Basic Configuration Settings

Name ASP-ClandRilatFL1-2a35 Not Applicable
Location nartheurope Not Applicablc
Type milcrosoftwek/servarfamms NOt Agplicanie
Rind anp Not Applirahle
Status Ready Not Applicablc

(2) Support Computs Mode Dedicaled Mol Applicable )

Puwzied by Tie Unifycioud PeLLI

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.11 Integration

7.11.1 Service Bus Namespace

.On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Service Bus Namespace” tiles as shown below:

The user can choose the relevant services under Service Bus Namespace to monitor & view the Azure service settings of the subscriptions.

Integration

& Service Bus Namespace

Resources 2
Cost /month $0.0
Baseline Mismatch 0
Security lssue 2
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppServicePlan?ServiceName=2Qo4f%2BL0n98g/M5fhin4H14YIs9aBVsy6mQCDe%2BYfOY%3D&ResourceGroup=ylANL49ECU3BaKGzLsztXw%3D%3D&source=z6UM0uFObshbOf9eF0hkSQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppServicePlan?ServiceName=2Qo4f%2BL0n98g/M5fhin4H14YIs9aBVsy6mQCDe%2BYfOY%3D&ResourceGroup=ylANL49ECU3BaKGzLsztXw%3D%3D&source=z6UM0uFObshbOf9eF0hkSQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AppServicePlan?ServiceName=2Qo4f%2BL0n98g/M5fhin4H14YIs9aBVsy6mQCDe%2BYfOY%3D&ResourceGroup=ylANL49ECU3BaKGzLsztXw%3D%3D&source=z6UM0uFObshbOf9eF0hkSQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Service Bus Namespace Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=UGOHynI49hfXXmYTEB3xGLVRMPHw1DzhfdaBoeuv7r4%3D&bas
eline=08qtaMY8Y8wWUJhNKPscEBA%3D%3D&icn=38CC4sr6zqDLEGkuYL7Icw%3D%3D

appears, as shown in Figure:

P = 0
) . B Last Update
All Subscription Service Name. 9 .
e 191052022 -

DT = Service Bus Namespace

& Cloud Service Management 1 4198i69e-01dd-43be-a550-cb71cTd93614 Visual Studio Enterprise - CloudReconGCP 1 a
@ Application Migration

2 d3148567-d3f7-4cf0-b082-cf1i6acd758f Visual Studio Enterprise - CR_CSP_Testing 1 [#]
It Mapping Reports

@ Cost & Utilization
<

Powered by The Unifycloud PviLtd

Figure: Service Bus Namespace

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services

" & - 0
= Azure 19/05/2022 L]
@ Dashboard

= Service Bus Namespace
€ Cost & Utilization
& Security & Compliance Subscription ID Subscription Name
1 =l

@ Cloud Service Management 1 4198169 01d4-43be 2650 cb71c7d83614 Visual Studio Enterprise — CloudReconGCP

@ Application Migration
iny

& Sett crazuremigratedemores
‘ . . g .
1 migratemigrasbns36209 = Service Bus Namespace | eastus Detail

ap .
1 15 w items per page (¢]
2 d8148567-d3f7-4cf0-h082-cf1f6acdT56f Visual Studio Enterprise — CR_CSP_Testing 1 B

Powered by The Unifycloud Pvi Ltd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=UGOHynI49hfXXmYTEB3xGLvRMPHw1DzhfdaBoeuv7r4%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=38CC4sr6zqDLEGkuYL7Icw%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=UGOHynI49hfXXmYTEB3xGLvRMPHw1DzhfdaBoeuv7r4%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=38CC4sr6zqDLEGkuYL7Icw%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ServiceBusNamespace?ServiceName=JQi7RtIONtsh
aBbsXKvZaE3Gux4QvRcERVIQS6YVAsY=&ResourceGroup=d0jnR2YdX1txvPbSFUc+yQA/AgfpU6CtYkli43xqsP4=&sourc
e=38CC4sr6zqDLEGkuYL7lcw==&Subscriptionld=jio899Aqj6v7PXIjLf8VMDnoUzPgXvDY+BytHtnhwpATixXWFH6efm+AX
EZlgJkpy appears, as shown in Figure:

= @ i Al Subsuiplion Sewvice Herme. . g 2 » Q
& Dashboard

€ Cost & Utilization
& Secunty & Compliance C: ! Service Bus Namespace migratemigrasbns36209
SEIVILE [lame
8 Cloud Service Management
Suosciption |10 4f98f69e-01d4-41be-a550-ch71c¢7d93614  Resource Group Name: crazuremigratedemoresgrp
& Application Migration

Resource Id
Iy Mapping Reports Isubscriptions4198f69e 01d4 43be 2530 cb71c7d93614iresourceGroups/crazuremigratedemoRes Grp/provi icrosoft. ServicaBus/ P ig i bns36209

88 Setting Details

& Se

Hasic Configuration Settings

Kind Not Applicabla
Locatlon 2asus Not Applicable
Type micrnsaft servicenusinamespaces Nat Applicable
Pruvisioning State Succeeded NoOt Appilcaple
Status Active Not Applicahle

@ Support Zone Redundant False Nul Applicable }

|
|
Powered by The Unfyzloud PylLid |

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.12  ANALYTICS
7.12.1 EVENT HUBS

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard, click on Resources under
“Event Hubs” tiles as shown below:

The user can choose the relevant services under Event Hub to monitor & view the Azure service settings of the

subscriptions.

Analytics

% FEvent Hubs ﬁ'u Power Bl Embedded

Resources 1 Fesources 1
Cost /month £1.83 Cost /month 0.0
Baseline Mismatch 0 Baseline Mismatch 0
Security lssue 1 Security ssue 1]
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ServiceBusNamespace?ServiceName=JQi7RtIONtshaBbsXKvZaE3Gux4QvRcERVfQS6YVAsY%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=38CC4sr6zqDLEGkuYL7Icw%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ServiceBusNamespace?ServiceName=JQi7RtIONtshaBbsXKvZaE3Gux4QvRcERVfQS6YVAsY%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=38CC4sr6zqDLEGkuYL7Icw%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ServiceBusNamespace?ServiceName=JQi7RtIONtshaBbsXKvZaE3Gux4QvRcERVfQS6YVAsY%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=38CC4sr6zqDLEGkuYL7Icw%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/ServiceBusNamespace?ServiceName=JQi7RtIONtshaBbsXKvZaE3Gux4QvRcERVfQS6YVAsY%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=38CC4sr6zqDLEGkuYL7Icw%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisor.cloudatlasinc.com/Dashboard/NewDashboard

UnifyCloud”

Event Hubs Page
https://cloudsupervisor.cloudatlasinc.com/https://cloudsupervisor.cloudatlasinc.com/MainDashboard
/Details?type=3d0%2BxUp%2F7f027YepEMEUZW%3D%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3
D%3D&icn=gMfbBaWhN%2FhvnsGUeoclnA%3D%3DMainDashboard/Details?type=3d0%2BxUp%2F7f
027YepEMEUZW%3D%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=gMfbBaWhN%2Fhvns
GUeoc1nA%3D%3D appears, as shown in Figure: Event Hub.

— CloudSupervisor ® N . Last Update = [
—] @ Azure All Subscription Service Name... & ‘ Q

19/05/2022

@& Dashboard

-
i, Event Hubs
€& Cost & Utilization

— =
& Security 8 Compliance S.No. | Subscription ID Subscription Name
& Cloud Service Management 1 498%9e-01d4-43be-a550-ch71cTdI3614 Visual Studio Enterprise — CloudReconGCP 1 =l

@ Application Migration
Iy Mapping Reports

Powered by The Unifycloud Pvi.Ltd

Figure: Event Hubs

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services ‘

— CloudSupervisor ® N . Last Update = [
—] @ Azure All Subscription Service Name... & ‘ Q

19/05/2022

@& Dashboard

€& Cost & Utilization
& Security 8 Compliance Subscription ID Subscription Name
& Cloud Service Management 1 4198f69-01d4-43be-a550-ch71c7dI3614 Visual Studio Enterprise — CloudReconGCP 1 =l
& Application Migration
1 amheventhub Event HubS westcentralus Detail

ap

—
&, Event HubS

1 15 w items per page &

Powered by The Unifycloud Pvi Ltd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=3dO%2BxUp%2F7fO27YepEMEUZw%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=gMfbBaWhN%2FhvnsGUeoc1nA%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=3dO%2BxUp%2F7fO27YepEMEUZw%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=gMfbBaWhN%2FhvnsGUeoc1nA%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=3dO%2BxUp%2F7fO27YepEMEUZw%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=gMfbBaWhN%2FhvnsGUeoc1nA%3D%3D
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AutomationSetting?ServiceName=O365PowerShellAccount&ResourceGroup=O365ResourceGroup&source=Automation&SubscriptionId=25f8c101-9925-443a-b1d7-781803b8f508

UnifyCloud”

Click on the Add button. Environment Tag dialog box appears as shown in Figure: Environment Tag.

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.

Environment Tag

Service Name: amheventhub

Tag:

Location: westcentralus

Resource Group: crazuremigratedemoresgrp

Select Tag: Select Tag

oo ] e

@ Support

Figure: Environment Tag
Click on the Details link under view.
Settings page

https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/EventHubs?ServiceName=v+PvOASWIUblbit
VsbVE2Q==&ResourceGroup=d0jnR2YdX1txvPbSFUc+yQA/AqfpU6CtYkli43xgsP4=&source=yYxSeZFEnrvLWFt
5y6r4X0FbcawAQng5uxYmQRzCDug=&Subscriptionld=jio899Aqj6v7PXI|jLf8VMDnoUzPgXvDY+BytHtnhwpATix
WFH6efm+AXEZlgJkpy appears, as shown in Figure: Settings.

Figure: Setting

— @ " All Subscription Service Name ey | A @
@ Dashboard

€ Cost & Utilization
& Security & Compliance (6_\’ Event Hubg  2mheventhub
service name
& Cloud Service Management
Subscription 1D - 4f98f69e-01d4-43be-a550-cb71c7d93614 Resource Group Name: crazuremigratedemoresgrp
@ Application Migration
Resource Id
e R Isubscriptions/4f98f69e-01d4-43be-a550-cb71c7d9361 i plprovi i ventt

82 Setting Details

& Settings

Basic Configuration Settings

Kind Not Applicable

ing State Not Applicable

Status Active Not Applicable

Zone Redundant False Not Applicable

Maximum Throughput 0 Not Applicab

Units ot Applicable

Is Auto Inflate Enabled
@ Support 's Auto Inflate Enal False Not Applicable "
Powered by The Unifycloud PviLtd
Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/EventHubs?ServiceName=v%2BPv0ASWlUbIbitVsbVE2Q%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=yYxSeZFEnrvLWFt5y6r4X0FbcawAQng5uxYmQRzCDug%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/EventHubs?ServiceName=v%2BPv0ASWlUbIbitVsbVE2Q%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=yYxSeZFEnrvLWFt5y6r4X0FbcawAQng5uxYmQRzCDug%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/EventHubs?ServiceName=v%2BPv0ASWlUbIbitVsbVE2Q%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=yYxSeZFEnrvLWFt5y6r4X0FbcawAQng5uxYmQRzCDug%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/EventHubs?ServiceName=v%2BPv0ASWlUbIbitVsbVE2Q%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=yYxSeZFEnrvLWFt5y6r4X0FbcawAQng5uxYmQRzCDug%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy

UnifyCloud”

7.12.2 Power Bl Embedded

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Power Bl Embedded” tiles as shown below:

The user can choose the relevant services under Power Bl Embedded to monitor & view the Azure service settings of the subscriptions.

Ei] Power Bl Embedded

Resources 1
Cost /month £00
Bazeline Mismatch 0
Security Issue 0

Power Bl Embedded Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=%2ByLqGGoyJTXgS2 1abBACuusm1k2yQzCSdyS6Kz0dvLk%3D&ba

seline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=sYaShPVD70zZAs%2BipAsU2A%3D%3D

appears, as shown in Figure:

. _
— CloudSupervisor ® All Subscription Service Name... =N > ‘
— Azure 1910512022 aa

@ Dashboard

wj]) Power Bl Embedded

1 E

& Cloud Service Management 1 £b12bd21-7a83-4135-b208- 11001517831 Visual Studio MTC Lab

@ Cost & Utilization

& Security & Compliance

& Application Migration

Iy Mapping Reports

% Settings

@ Support
Powered by The Unifycloud Pvt Lid

Figure: Power Bl Embedded

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services
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https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=%2ByLqGGoyJTXqS21abBACuusm1k2yQzCSdyS6Kz0dvLk%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=sYaShPVD70zZAs%2BipAsU2A%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=%2ByLqGGoyJTXqS21abBACuusm1k2yQzCSdyS6Kz0dvLk%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=sYaShPVD70zZAs%2BipAsU2A%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

2 B = 0
— CloudSupervisor ® All Subscrition Last Update ® ‘
— Azure 190052022 b

@& Dashboard

{4f) Power BI Embedded
@ Cost & Utilization

& Security & Compliance Subscription ID Subscription Name
1 B

& Cloud Service Managemet 1 Bbi2bd21-7aB3-4135-5208-100f5178379 Visual Studio MTC Lab

@ Application Migration

I Mapping Reports

@ Settings 1

cppoerbipocrg Power Bl Embedded westus. cloudpilotmtc-rg Add Detail

1 15 = ftems per page Cc

Powered by The Unifycloud Pvi.Ltd )|

Figure: Service Details

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PowerBIEmbedded?ServiceName=Vt/BZWWL2QX+
72B3af)Pfg==&ResourceGroup=mUZthhI|B11DbHUVIMyZCudkvFVsuP8e++yekRJhX2x8=&source=g9mVmgN7TnXgUvd
990dsiQ==&Subscriptionld=EGfthD9/FCqPDIdVIjj8DNEYoiYybtJzeVITD8wW5Vy8a3AHP4G4PjoeB7XKvz6zC appears, as
shown in Figure:

Last Update

— @ Al Subscription Service Name..

@& Dashboard 22 Setting Celails

& Cost & Utilizaticn

& Security & Compliance @ PowerEl cppoerbipocrg

& Cloud Service Management Subscription 1D 8b12bd271-7283-4135-b208-1f00f51783f¢ | Rescurce Group Name: cloudpilotmte-rg

& Application Migration Resource Id
[subseriptions/3b12bd21-7a33-4135-b208-1f00f51783f3/resourceGroups/CloudPilotMTC -RG/providers/Microsoft. PowerBlDedicated/cap

:sicppoarbipocrg

I Mapping Reports

Basic Configuratior Settings

Type microsoft powerkidedicated/capacities Not Applicable
Sku Capacity 1 Not Applicable
Name cppozrbipocrg Not Applicable
Location westus Not Applicable
::ZEiesn;iTnuStane Faused Not Applicable

(3 Support Froperties State Paused Mot Applicatle }

Fowered by The Unifycioud Pvi.Ltd ]

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PowerBIEmbedded?ServiceName=Vt/BZWWL2QX%2B72B3afJPfg%3D%3D&ResourceGroup=mUZthhIB11DbHUVlMyZCudkvFVsuP8e%2B%2ByekRJhX2x8%3D&source=q9mVmgN7TnXgUvd990dsiQ%3D%3D&SubscriptionId=EGfthD9/FCqPDldVljj8DNEYoiYybtJzeVlTD8w5Vy8a3AHP4G4PjoeB7XKvz6zC
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PowerBIEmbedded?ServiceName=Vt/BZWWL2QX%2B72B3afJPfg%3D%3D&ResourceGroup=mUZthhIB11DbHUVlMyZCudkvFVsuP8e%2B%2ByekRJhX2x8%3D&source=q9mVmgN7TnXgUvd990dsiQ%3D%3D&SubscriptionId=EGfthD9/FCqPDldVljj8DNEYoiYybtJzeVlTD8w5Vy8a3AHP4G4PjoeB7XKvz6zC
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/PowerBIEmbedded?ServiceName=Vt/BZWWL2QX%2B72B3afJPfg%3D%3D&ResourceGroup=mUZthhIB11DbHUVlMyZCudkvFVsuP8e%2B%2ByekRJhX2x8%3D&source=q9mVmgN7TnXgUvd990dsiQ%3D%3D&SubscriptionId=EGfthD9/FCqPDldVljj8DNEYoiYybtJzeVlTD8w5Vy8a3AHP4G4PjoeB7XKvz6zC
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

UnifyCloud”

7.13MANAGEMENT AND GOVERNANCE
7.13.1 AUTOMATION

On the Main Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard, click on
Resources under “Automation” tiles as shown below:

The user can choose the relevant services under Automation to monitor & view the Azure service settings of the
subscriptions.

Management And Governance

4  Log Analytics Works

b Automation

Resources 18 Resources 4 Resources 162 Resources 55
Cost /month §0.02 Cost /manth §109.73 Cost /manth 500 Cost /month §0.0
Baseline Mismatch 0 Bazeling Mismatch 4 Baseline Mismatch 0 Baseline Mismatch 0
Security lssue 0 Security ssue 0 Security lssue 0 Security lssue 0

Automation page
https://https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=apYqMFvjOibco2JK2
R%2BTXQ%3D%3D&baseline=08qtaMY8Y8wWUJhNKPscEBA%3D%3D&icn=apYqMFvjOibco2JK2R%2BTX

Q%3D%3D

appears, as shown in Figure: Automation.
= (ot

@ Deshboerd &5 Automation

d7a78ac1-c8b0-4ab5-aedc-707ff5a46022

i 0
Last Update z ‘ Q

19/05/2022 O

€ Cost & Utilization
& Security & Compliance

& Cloud Service Management Microsoft Azure Sponsorship

@ Application Migration

2 6f40ef65-37b0-40f9-9cIc-a066dade808f Visual Studio Enterprise — CloudPilot_App 1 B
I Mapping Reports
& Settings 3 8f1de976-aaed-47b4-80fd-cdea26dc191e Visual Studio Enterprise — MPN_satyapriya 1
4 a5557d2b-289f-4dba-ab1c-fd666aad6ebf Visual Studio Enterprise - MPN_VDi0 1
2b720efa-959d-4dc0-8ed1-385¢efaed0704 Visual Studio Enterprise - MPN_VDI11 1 B
7c11f17-705b-46a1-98e1-1456bc48c3dd Visual Studio Enterprise - MPN_VDI13 2
4dbc35de-2956-4c71-8dc1-782c96d401c1 Visual Studio Enterprise - MPN_VDI-4 1
5592363e-1877-4¢1f-997d-6db5902ef0b2 Visual Studio Enterprise - MPN_VDI7 1
43e7e2db-7dff-4724-8ad3-f7bc87cc6355 Visual Studio Enterprise - MPN_VDI8 1 [+]
@ Support -
Powered by The Unifycloud Pyt Ltd

Figure: Automation

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.
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https://cloudsupervisor.cloudatlasinc.com/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=apYqMFvjOibco2JK2R%2BTXQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=apYqMFvjOibco2JK2R%2BTXQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=apYqMFvjOibco2JK2R%2BTXQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=apYqMFvjOibco2JK2R%2BTXQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=apYqMFvjOibco2JK2R%2BTXQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=apYqMFvjOibco2JK2R%2BTXQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/AutomationSetting?ServiceName=O365PowerShellAccount&ResourceGroup=O365ResourceGroup&source=Automation&SubscriptionId=25f8c101-9925-443a-b1d7-781803b8f508

UnifyCloud”

‘NOTE: The window will automatically list out the no of services.

— Fema e _ pe UPdate ‘l. 3 Q
— | SCl T 4
@ s All Subscription Service Name. o b ‘ <

@ Dashboard

& Automation

S.No. | Subscription ID Subscription Name Services

& Cloud Service Management 1 d7a78acl-c8b0-4ab5-aedc-707f5a46022 Microsoft Azure Sponsorship 1 (=]

© Cost & Utilization

& Security & Compliance

@ Application Migration

& Settings 1 VDIAutonew Automation eastus2 vdiautosp “ Detail

T 15 w items per page c
2 6f40ef65-37b0-40f9-9cIc-a066dade808f Visual Studio Enterprise — CloudPilot_App 1
3 8f1de976-aaed-47b4-80fd-cdea26dc191e Visual Studio Enterprise - MPN_satyapriya 1
4 a5557d2b-289f-4dba-ab1c-fd666aad6ebf Visual Studio Enterprise — MPN_VDi0 1
5 2b720efa-959d-4dc0-8ed1-385efaed0704 Visual Studio Enterprise - MPN_VDI11 1
6 Tc11f17§-705b-46a1-98e1-1456bcd8c3dd Visual Studio Enterprise - MPN_VDI13 2 B -
Powered by The Unifycloud Pvt Ltd

Figure: Service Details

Click on the Add button. Environment Tag dialog box appears as shown in Figure: Environment Tag.

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:
Environment Tag.

Environment Tag

Service Name: VDIAutonew

Tag

Location: eastus2

Resource Group vdiautosp

Select Tag: Select Tag

Lo [ e

@ Support

Figure: Environment Tag
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UnifyCloud”

Setting Page for particular service for Automation that shows some properties that are configure on the
selected Service.

Click on the Details link under view,

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Automation?ServiceName=flLrdG8J7DzFw6

zudsFo3w==&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ==&source=apYgMFvjOibco2JK2R+TXQ==&Subscri
ptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4kHnwiwgPWVaHSIriOkwSaGBvRXW

appears, as shown in Figure: Settings.

3 3 _ 0
— @ CloudSupervisor® I ESE—=:_ Lstposts | @ | gf
— Azure

190052022 A 0
@ Dashboard

€ Cost & Utilization
& Security & Compliance C ! Automation  YP!Autonew
service name
& Cloud Service Management
Subscription Id : d7a78ac1-c8b0-4ab5-aedc-707ff5a46022 Resource Groups Name : vdiautosp
@ Application Migration
Resource Id
I, Mapping Reports Isubscriptions/d7a78ac1-c8b0-4ab5-aedc-707f5a4602 psIVDIAutoSpiproviders/Microsoft.A

22 Setting Details

3

PR VDIA
v

Basic Configuration Settings

Kind Not Applicable
Managed By Not Applicable
Creation Time 4/15/2020 12:00:00 AM Not Applicable
Last Modified Time 5/10/2022 12:00:00 AM Not Applicable
State Ok

Not Applicable

https://b070a7 1f-19d8-4405-be65-
RegistrationUrl cff7c7a996f8. agentsvc.eus2 azure- Not Applicable
@ support e i e o ¢

Powered by The Unifycloud Pvt Ltd

Figure: Setting Page

7.13.2 Log Analytics Workspace

Step 05.0n the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources
under the “Log Analytics Workspace” tiles as shown below:

The user can choose the relevant services under Log Analytics Workspace to monitor & view the Azure service settings of the subscriptions.

# Log Analytics Workspace

Resources 44

Cost /manth % 109.73
Baszeline Mismatch 44
Security |ssue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Automation?ServiceName=fILrdG8J7DzFw6zudsFo3w%3D%3D&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=apYqMFvjOibco2JK2R%2BTXQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Automation?ServiceName=fILrdG8J7DzFw6zudsFo3w%3D%3D&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=apYqMFvjOibco2JK2R%2BTXQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Automation?ServiceName=fILrdG8J7DzFw6zudsFo3w%3D%3D&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=apYqMFvjOibco2JK2R%2BTXQ%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Log Analytics Workspace Page

https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=mGT0Oybzmt8cRQjIOPRA3KPhPpV%2BAATs4ZIqLfTH|%2Fss%3D&b
aseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Rcc8IcBKyM2IxRX8y8DEyg%3D%3D

appears, as shown in Figure:

— CloudSupervisor ® S e Last Update
— Azure . e 19/0512022

@ Dashboard

Q Log Analytics Workspace
€ Cost & Utilization

& Security & Compliance S.No. | Subscription ID Subscription Name
1 6 [#]

& Cloud Service Management

d7a78ac1-c8b0-4ab5-aedc-707ff5ad6022 Microsoft Azure Sponsorship
@ Application Migration
2 59a27a27-bc69-4cef-ad28-20552b28497 Pay-As-You-Go 1 +
Iy Mapping Reports
& Settings & 97311064-72ea-41e7-b769-45ada11e825¢ Visual Studio AppDependency Data 1 (+]
4 228872a3-3021-49c9-b3a1-1cdch852857¢e Visual Studio AppDependencyDB 1 [#]
5 a7c5cle5-bec2-446e-b123-327e51a121ca Visual Studio CloudPilot Europe 1 +
6 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 1 B
7 1fdf11e1-fc18-4bb4-a638-c4403477c57d Visual Studio CustomerPortal 1 [£]
8 ebb2ece7-8363-46aa-b183-77558413eTbe Visual Studio demoDependencyApp 1 B
9 498169e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise — CloudReconGCP 1
@ Support &
Powered by The Unifycloud Pvt Ltd

Figure: Log Analytics Workspace

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services

P _ 0
— CloudSupervisor ® All Subscription Service Name. T & ‘
— Azure 19/05/2022 ~ dah

@ Dashboard y

Log Analytics Workspace

& Cost & Utilization

& Security & Compliance Subscription 1D Subscription Name
A Goud serce NEESESUENS 1 d7a7Baci-cBb0dabb aedc 7075246022 Microsoft Azure Sponsorship 6 B
& Application Migration

& Settings DefaultWorkspace-
q d7a78ac1-c8b0-dab5- Log Analytics - defaultresourcegroup- “ Detail
aedc 707546022 Workspace sastus eus2 etar
EUS2
DefaultWorkspace-
2 d7a78ac1-cBb0-4ab5- Log Analytics N defaultresourcegroup- “ Detail
westeurope etai
aedc-T07ff5a46022- Workspace P weu
WEU
DefaultWorkspace-
d7a78ac1-cBb0-4abb- Log Analytics . defaultresourcegroup- “ ;
g aedc-T07f5a46022- Woarkspace southeastasia sea Detai
SEA
aropars T

4 UCLogAnal southeastasia cloudreconglobal Detail
@ Supp Workspace .
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Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=mGT0ybzmt8cRQjI9PRA3kPhPpV%2BAATs4ZlqLfTHj%2Fss%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Rcc8IcBKyM2IxRX8y8DEyg%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=mGT0ybzmt8cRQjI9PRA3kPhPpV%2BAATs4ZlqLfTHj%2Fss%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Rcc8IcBKyM2IxRX8y8DEyg%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Step. Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LogAnalyticsWorkspace?ServiceName=GoR0X8V1enTCIY5IT6P
ZFwICmobp+YzumcbNVPfn5hvfUzm6jU/DKICbcgw3oLvpOvhHVOIREd2Tu5SvF77jkQ==&ResourceGroup=wRswLpE|7YusfOKQQIEZ
b5NYLTVSjtkGJqBtoplT44c=&source=2D4ewpvkn4DOYQ+TTg70dS2r3FT5yF3M+bjS5eHDhv8=&Subscriptionld=U6ivpjueDbmuV1
PuDEeqOS5geZpuXUJduR/Q4kHnwfwgPWVaHSIriOkwSaGBVRXW appears, as shown in Figure:

= n
e | 2 o
- 10052022 | b ! 3 2

22 Ssztiing Details

rity B Compliance fi ) LOQ Analvtics Workspace DefaultWnorkspace-dfaTdac1-cBh0-4abi aede TOTH5a4R027 F1IRI

senvice name

@ Cloud Service Managemsnt
Stbscrption |d - d7a78ac1-c3b0-4ad5-aed¢-707ff5a346022  Resource Groups Mame - defaultresourcegroup-eus2

© Application Migration

Resnurre Id

I Mapping Reports Isubscriptions/d7a78ac1-cBb0-4abs-aedc-70TH5ad6022IresourceGroups/DefaultResourceGroup-EUS2/providersiMicroscft Operationallnsightsiworkspaces/DefaultWorkspac
e-dTaTBac1-cEb0-Lab5-aedi TOTIM5ad6022-EU 52

Basic Configuraticn Sattinge

Propery hame S emmenetinie p— e

Kind Nct Applicable

Location sastus2 NetApplicable

Type micrasoit aperalionalinsighlsfnorkapsces et Applicable

Mrovisiening Stote Succesded NctApplicable

Suuice Azurs NetApplicable
Sku Name pergb2018 NotApplicable -
Powsred by The Unifycloud FylLtd

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.13.3 Runbook

Step .On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under
the “Runbook” tiles as shown below:

The user can choose the relevant services under Runbook to monitor & view the Azure service settings of the subscriptions.

o Runbook

Resources 1562
Cost /month s00
Baseline Mismatch 0
Security Issue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LogAnalyticsWorkspace?ServiceName=GoR0X8V1enTC9Y5IT6PZFwICmobp%2BfYzumcbNVPfn5hvfUzm6jU/DKlCbcgw3oLvp0vhHv0iREd2Tu5vF77jkQ%3D%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5NYLTVfjtkGJqBtoplT44c%3D&source=2D4ewpvkn4DOYQ%2BTTg70dS2r3FT5yF3M%2BbjS5eHDhv8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LogAnalyticsWorkspace?ServiceName=GoR0X8V1enTC9Y5IT6PZFwICmobp%2BfYzumcbNVPfn5hvfUzm6jU/DKlCbcgw3oLvp0vhHv0iREd2Tu5vF77jkQ%3D%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5NYLTVfjtkGJqBtoplT44c%3D&source=2D4ewpvkn4DOYQ%2BTTg70dS2r3FT5yF3M%2BbjS5eHDhv8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LogAnalyticsWorkspace?ServiceName=GoR0X8V1enTC9Y5IT6PZFwICmobp%2BfYzumcbNVPfn5hvfUzm6jU/DKlCbcgw3oLvp0vhHv0iREd2Tu5vF77jkQ%3D%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5NYLTVfjtkGJqBtoplT44c%3D&source=2D4ewpvkn4DOYQ%2BTTg70dS2r3FT5yF3M%2BbjS5eHDhv8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/LogAnalyticsWorkspace?ServiceName=GoR0X8V1enTC9Y5IT6PZFwICmobp%2BfYzumcbNVPfn5hvfUzm6jU/DKlCbcgw3oLvp0vhHv0iREd2Tu5vF77jkQ%3D%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5NYLTVfjtkGJqBtoplT44c%3D&source=2D4ewpvkn4DOYQ%2BTTg70dS2r3FT5yF3M%2BbjS5eHDhv8%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Runbook Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Y6jE%2FTdAjbghP6wkbYSkBA%3D%3D&baseline=08qtaMY8Y8w
UJhNKPscEBA%3D%3D&icn=50%2BA%2BNDiaaZU6IMq5ngCDyTuHJE3hbykt2XTmteF8fg%3D

appears, as shown in Figure:

— CloudSupervisor € All Subscription
— Azure

@ Dashboard

€ Cost & Utilization

& Security 8 Compliance S.No. Subscription ID Subscription Name -
& Cloud Service Management d7a78ac1-cB8b0-4ab5-aedc-707f5a46022 Microsoft Azure Sponsorship
@ Application Migration

. LastUpdate @
_ i 6)
Service Name e m.. ‘ A

W RunBook

2 8f1de976-aaed-47b4-80fd-cdea26dc191e Visual Studio Enterprise — MPN_satyapriya 10
Iy Mapping Reports
3 a5557d2b-289f-4dba-ab1c-fd666aa86cbf Visual Studio Enterprise - MPN_VDi0 10 B
4 2b720efa-959d-4dc0-8ed1-385¢faed0704 Visual Studio Enterprise - MPN_VDI11 10
5 7c11f17§-705b-46a1-98e1-1456bc48c3dd Visual Studio Enterprise - MPN_VDI13 13
6 4dbc35de-2956-4¢71-8dc1-782¢96d401c1 Visual Studio Enterprise - MPN_VDI-4 10
7 5592363e-1877-4¢1-997d-6db5902ef0b2 Visual Studio Enterprise - MPN_VDI7 10
8 43eT7e2db-7dff-4724-8ad3-f7bc87cc6355 Visual Studio Enterprise — MPN_VDI8 10

9 5a984e74-4d3a-4ac6-80b6-86e977eadf3f Visual Studio Enterprise - VDI1 10
@ suppo :

Powered by The Unifycloud Pyt Ltd

Figure: Runbook

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

NOTE: The window will automatically list out the no of services

p— i E = 0
— Azure 19/05/2022 -a
@ Dashboard

@ Cost & Utilization
& Security & Compliance - Subscription ID Subscription Name -

& Cloud Service Management 1 d7a78aci-cBb0-dab5-aedc-T07ff5a46022 Microsoft Azure Spansorship

¥ RunBook

@ Application Migration

Iy Mapping Reports

ScheduledStartStop_Ch

e - S - oe

2 AutoStop_Disable RunBook eastus? vdiautosp “ Detail
ScheduledStartStop_Ch

3 “; eduisestaniop RunBook eastus2 vdiautosp Detail
i
AutoStop_CreateAlert

4 viostop_breaterier RunBook eastus2 vdiautosp Detail
Parent
AutoStop_VM_Child_A

5] AM . - RunBook eastus2 vdiautosp Detail
AutoStop_CreateAlert _

6 B - RunBook eastus2 vdiautosp Add Detail
(@) Support Child o
Powered by The Unifycloud Pyt Lid

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Y6jE%2FTdAjbqhP6wkbYSkBA%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=so%2BA%2BNDiaaZU6lMq5ngCDyTuHJE3hbykt2XTmteF8fg%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=Y6jE%2FTdAjbqhP6wkbYSkBA%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=so%2BA%2BNDiaaZU6lMq5ngCDyTuHJE3hbykt2XTmteF8fg%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Runbook?ServiceName=NV1IWrOplgH3Dd7R/5NHV
/k2QDtPmGJ8VcbFE+M8aZYsbYmGIDVHMOI2pwCLr+gg&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ==&source=ry
dV5IHc01XuG2RO0dIp43hmRGu6QX|l5/pwajQakx4=&Subscriptionld=U6ivpjueDbmuV1PuDEeqOS5geZpuXUJduR/Q4
kHnwfwgPWVaHSIriOkwSaGBvVRXW appears, as shown in Figure:

. 8 = 0
— Azure m - -

@& Dashboard Selting Nesls

& Utilization
& Security & Compliance Runhbook Scheduled StartStwp_Child_Classic
C:; semvice nams

& Cloud Service Managemert:
Subscription 1D - d7aT8ac1-c8b0-4an5-aedc-7071f5a46022 Rasource Group hams: vdiautosp

& Application Migration

Resource Id
I Mapping Repoarts - N . - . .
Isubscriptions/d7a7 8ac1-c8b0-4ab5-aedc-707{f5ad6022iresourceGroups/VDIAuto Sp/providers/Microscft.Automation/automationAc counts/VDIAutonew/runbooks! Scheduled

& Scitings StartStop_Child_Classic

Basic Configuration Settings

Automation Runbook Succeeded Not Aoplicable

Description This runbock is c-al\e:l 2y the parent runback . Not Aoplicable I
SchaduledStariStop_Parent te startstor classic Vs

State Publishec Not Applicable

Creation Time 4152020 12:00:00 AM Not Aoplicable

ifiec £i2020 12 o |
@ Support Last Modified Time 41572020 12:00:00 AM Not Aoplicable |

Poered by The Uniycloud PuiLid |

Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.13.4 Solutions

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Solutions” tiles as shown below:

The user can choose the relevant services under Solutions to monitor & view the Azure service settings of the subscriptions.

Eiﬁ Solutions

Resources 55
Cost /month 0.0
Baseline Mismatch a
Security lssue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Runbook?ServiceName=NV1lWrOpIqH3Dd7R/5NHV/k2QDtPmGJ8VcbFE%2BM8aZYsbYmGlDvHMOl2pwCLr%2Bgq&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=rydV5IHc01XuG2RO0dlp43hmRGu6QXjI5/pwajQaKx4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Runbook?ServiceName=NV1lWrOpIqH3Dd7R/5NHV/k2QDtPmGJ8VcbFE%2BM8aZYsbYmGlDvHMOl2pwCLr%2Bgq&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=rydV5IHc01XuG2RO0dlp43hmRGu6QXjI5/pwajQaKx4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Runbook?ServiceName=NV1lWrOpIqH3Dd7R/5NHV/k2QDtPmGJ8VcbFE%2BM8aZYsbYmGlDvHMOl2pwCLr%2Bgq&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=rydV5IHc01XuG2RO0dlp43hmRGu6QXjI5/pwajQaKx4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Runbook?ServiceName=NV1lWrOpIqH3Dd7R/5NHV/k2QDtPmGJ8VcbFE%2BM8aZYsbYmGlDvHMOl2pwCLr%2Bgq&ResourceGroup=A8G9duTTmuCfHYm7jZj0YQ%3D%3D&source=rydV5IHc01XuG2RO0dlp43hmRGu6QXjI5/pwajQaKx4%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Solutions Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=IINJ%2BBb4%2BRwD2RQONNMX%2BQ%3D%3D&baseline=08qt
aMY8Y8wUJhNKPscEBA%3D%3D&icn=1INJ%2BBb4%2BRwD2RQONNnMX%2BQ%3D%3D

appears, as shown in Figure:

All Subscription

—] @ CloudSupervisor ®
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@ Dashboard

= 0
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ervice Nam : S A b

=& Solutions

Subscription ID Subscription Name View
1 19 3

€ Cost & Utilization
& Security & Compliance

& Cloud Service Management d7a78ac1-c8b0-4ab5-aedc-707f5a46022 Microsoft Azure Sponsorship

@ Application Migration

2 d8148567-d3f7-4cf0-b082-cf1f6acd758f Visual Studio Enterprise - CR_CSP_Testing 1 B

Ih Mapping Reports

& Settings & 8f1de976-aaed-47b4-80fd-cdea26dc191e Visual Studio Enterprise — MPN_satyapriya 2 B
4 a5557d2b-289f-4dba-ab1c-fd666aa86chbf Visual Studio Enterprise — MPN_VDi0 1 B
5 2b720efa-959d-4dc0-8ed1-385efaed0704 Visual Studio Enterprise — MPN_VDI11 1 |
6 7c11f17£-705b-46a1-98e1-1456bc48c3dd Visual Studio Enterprise — MPN_VDI13 1
7 4dbc35de-2956-4c71-8dc1-782c96d401c Visual Studio Enterprise — MPN_VDI-4 6 [+
8 5592363e-1877-4¢1f-997d-6db5902ef0b2 Visual Studio Enterprise — MPN_VDI7 1
9 43e7e2db-7dff-4724-8ad3-f7bc87cc6355 Visual Studio Enterprise — MPN_VDI8 1 +

@ Support -
Powered by The Unifycloud Pvi Ltd

Figure: Solutions

NOTE: For Environment Tag, follow the steps done in previous services

Step. Click on “+ “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services
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o s [ 4
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@ Dashboard

S T S N
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I T T e e e
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1 d7a78ac1-c8b0-4abs- Solutions westeurope s;au ES0UICEOUR “ Detail
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WEU)
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SEA)
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707ff5a46022-EUS2)

-

Powered by The Unifycloud Pvt Ltd )

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=lINJ%2BBb4%2BRwD2RQONnMX%2BQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=lINJ%2BBb4%2BRwD2RQONnMX%2BQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=lINJ%2BBb4%2BRwD2RQONnMX%2BQ%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=lINJ%2BBb4%2BRwD2RQONnMX%2BQ%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Solutions?ServiceName=f/iGhZrYcAwQ1G3nKWRT
W9u2vulsdwYaHwWbRGFXblgEtzZz1T5q5LDUSdDQccz6D/EtMTALtFk1wSVAIRIQvvoubb0jZz1/ueC61Qm4JCsk=&Resou
rceGroup=wRswLpEI7YusfOKQQIEZb5kS7g003myLfUkb6dCVrOs=&source=03h9ul9nNtySAwjuk5ZR1w==&Subscripti
onld=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwgPWVaHSIriOkwSaGBVRXW appears, as shown in

Figure:

_ e i = 0

Dashbaard =
DB 28 Setting Details

& Cost B Utilization

& Security 8 Compliance Solutions SecurityCenterFree(DefaultWorkspace-d7aT8ac1-c8b0-dab5-aedc-707ff5246022-WEU)
Service name
;
Stbscrption 1D : d7a78ac1-c3b0-4ab5-aedc-707f5ad6022 Resource Group Nae: defaultresourcegroup-weu

& Application Migration
Resource Id
I Mag ing Reports Isubscriptions/d7af8ac1-céb)-4ab5-aedc-107ff5a46022/resourceGroups/defaultresourcegroup-weulproviders/Micresoft.0j tionsManac lutions/SecurityCenterFre

e(DefaultWorkspace-d7a78ac1.c8b)-4ab5_aedc 10715246022 WEU)

Rasic Configuraficn Settings

Kind Not Applicable
Lucation wesleurope Nol Applicable
ManagedBy Noi Applicable
ProvisioningState Succeeded Noi Applicable
@ Support Solution_Configuraton .
Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.14  Migrate

7.14.1 Migration Project

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“Migration Project” tiles as shown below:

The user can choose the relevant services under Migration Project to monitor & view the Azure service settings of the subscriptions.

Migrate

£ Migration Project

Resources 2
Cost /month £ 0.0
Baseline Mismatch 0
Security lssue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Solutions?ServiceName=f/iGhZrYcAwQ1G3nKWRTW9u2vu1sdwYaHwbRGFXblgEtzZz1T5q5LDUSdDQccz6D/EtMT4LtFk1wSVAiRIQvvoubbOjZz1/ueC61Qm4JCsk%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5kS7qOo3myLfUkb6dCVrOs%3D&source=O3h9uI9nNtySAwjuk5ZR1w%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Solutions?ServiceName=f/iGhZrYcAwQ1G3nKWRTW9u2vu1sdwYaHwbRGFXblgEtzZz1T5q5LDUSdDQccz6D/EtMT4LtFk1wSVAiRIQvvoubbOjZz1/ueC61Qm4JCsk%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5kS7qOo3myLfUkb6dCVrOs%3D&source=O3h9uI9nNtySAwjuk5ZR1w%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Solutions?ServiceName=f/iGhZrYcAwQ1G3nKWRTW9u2vu1sdwYaHwbRGFXblgEtzZz1T5q5LDUSdDQccz6D/EtMT4LtFk1wSVAiRIQvvoubbOjZz1/ueC61Qm4JCsk%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5kS7qOo3myLfUkb6dCVrOs%3D&source=O3h9uI9nNtySAwjuk5ZR1w%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/Solutions?ServiceName=f/iGhZrYcAwQ1G3nKWRTW9u2vu1sdwYaHwbRGFXblgEtzZz1T5q5LDUSdDQccz6D/EtMT4LtFk1wSVAiRIQvvoubbOjZz1/ueC61Qm4JCsk%3D&ResourceGroup=wRswLpEl7Yusf0KQQIEZb5kS7qOo3myLfUkb6dCVrOs%3D&source=O3h9uI9nNtySAwjuk5ZR1w%3D%3D&SubscriptionId=U6ivpjueDbmuV1PuDEeqOS5qeZpuXUJduR/Q4kHnwfwqPWVaHSIri0kwSaGBvRXW
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

Migration Project Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details ?type=AIXH%2BI30873xssOpz8aYFD7Pz25%2FbJXBp4%2F1%2BYpmZ0OQ
%3D&baseline=08qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Tx5JIVmxN7GifSKnzBiFsQ%3D%3D

appears, as shown in Figure:

= 0
. B Last Update
All Subscription Service Name.. 9 .
191052022 -h

s #% Wigration project

& Security & Compliance Subscription 1D Subscription Name
& Cloud Service Management 1 4f98f69e-01d4-43be-a550-cbT1cTd93614 Visual Studic Enterprise — CloudReconGCP 2 B
@ Application Migration

€ Cost & Utilization
-

Iy Mapping Reports

£ Setti

Powered by The Unifycloud Pvi.Lid

Figure: Migration Project

NOTE: For Environment Tag, follow the steps done in previous services

Click on “- “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services

— 2 = 0
— Azure 19/05/2022 L
@ Dashboard

€ Cost & Utilization

& Security & Compliance

£ Migration project

2 =]

& Cloud Service Management 1 4f98f59e-01d4-43be-a550-cb71c7d93614 Visual Studio Enterprise - CloudReconGCP

& Application Migration
B L . crazuremigratedemores . -
1 testmigrate Migration project westcentralus - Detail

- W N crazuremigratedemores ;
2 cra project westcentralus Detail
grp

1 15 w items per page @

I Mapping Reports

Figure: Service Details

86

Powered by The Unifycloud Pvt Lid


https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=AlXH%2Bl3o873xssOpz8aYFD7Pz2s%2FbJXBp4%2Fl%2BYpmZOQ%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Tx5JIVmxN7GifSKnzBiFsQ%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=AlXH%2Bl3o873xssOpz8aYFD7Pz2s%2FbJXBp4%2Fl%2BYpmZOQ%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=Tx5JIVmxN7GifSKnzBiFsQ%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/MigrationProject?ServiceName=aNfLgi3nwLDAVD3
LURht4w==&ResourceGroup=d0jnR2YdX1txvPbSFUc+yQA/AgfpU6CtYkli43xqsP4=&source=rOMurw4jgTHuDUsojd2P
TQ==&Subscriptionld=jio899Aqj6v7PXIjLf8VMDnoUzPgXvDY+BytHtnhwpATixXWFH6efm+AXEZIaJkpy appears, as

shown in Figure:

L o Last Update P 0 ‘ .
All Subscription ervice Name .
19052022 Ml . L

e 21 Seting Details

@& Cost & Utilization

8 Security & Compliance C: ! Migration project (ERtTfig D
service name
8 Cloud Service Management
Subscription D : 4f98f69e-01d4-43be-a550-cb71c7693614 Resource Group Name: crazuremigratedemoresgrp
# Application Migration

Resource Id
L g isubscriptions/4fi8{69e-01d4-43be-a550-cb71€7d936 14/resourcaGroups/erazuremigratedemoResGrp/providers/Microsoft Migrate/projectsitestmigrate

Basic Configuration Settings

Type microsoft migrate/projects Not Applicablz
kind Not Applicablz
Location westcentalug Not Applicablz
Provisioning State Succeaded Not Applicablz
lastPerformancePull Timest
129, ! icablz
amp 402912019 12:00:00 Al Not Applicablz
@ Support CustomerWorkspacelocat M
Figure: Settings

The user can raise an exception for the current and recommended value in tagging.

7.15 Other

7.15.1 CosmosDB

On the Main Dashboard, https://cloudsupervisor.cloudatlasinc.com/MainDashboard , click on Resources under the
“CosmosDB” tiles as shown below:

The user can choose the relevant services under Migration Project to monitor & view the Azure service settings of the subscriptions.

Other

i CosmosDb

Resources 1
Cost /month § 0.0
Baseline Mismatch 0
Security Issue 0
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/MigrationProject?ServiceName=aNfLqi3nwLDAVD3LURht4w%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=rOMurw4jgTHuDUsojd2PTQ%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/MigrationProject?ServiceName=aNfLqi3nwLDAVD3LURht4w%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=rOMurw4jgTHuDUsojd2PTQ%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/MigrationProject?ServiceName=aNfLqi3nwLDAVD3LURht4w%3D%3D&ResourceGroup=d0jnR2YdX1txvPbSFUc%2ByQA/AqfpU6CtYkIi43xqsP4%3D&source=rOMurw4jgTHuDUsojd2PTQ%3D%3D&SubscriptionId=jio899Aqj6v7PXljLf8VMDnoUzPqXvDY%2BBytHtnhwpATixWFH6efm%2BAXEZlqJkpy
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard
https://cloudsupervisor.cloudatlasinc.com/MainDashboard
https://cloudsupervisorgov.azurewebsites.us/Dashboard/NewDashboard

UnifyCloud”

CosmosDB Page
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=C2h%2BoXTZ8JvaVx37Sg07Ew%3D%3D&baseline=08qtaMY8Y8
WUJhNKPscEBA%3D%3D&icn=tc14wWKYoWdgk7UE35Wekg%3D%3D

appears, as shown in Figure:

. & = 0
— CloudSupervisor ® All Subscription Service Name el . ‘
— Azure 19/05/2022 L]

@ Dashboard

CosmosDb
& Cost & Utilization

1 Cost & Utilizati
8 Security & Compliance Subscription ID Subscription Name
& Cloud Service Management 1 d8148567-637-4cf0-b082-cF1fBacaT58f Visual Studio Enterprise - CR_CSP_Testing 1 S
@ Application Migration
g

I Mapping Reports

Powered by The Unifycloud Pvi.Lid

Figure: CosmosDB

NOTE: For Environment Tag, follow the steps done in previous services

Click on “- “under view to view the no of service details as shown in Figure: Service Details.

‘NOTE: The window will automatically list out the no of services ‘

@ _ )
— Azure 19/052022 ~ Mab
@ Dashboard

€ Cost & Utilization
& Security & Compliance Subscription ID Subscription Name
& Cloud Service Management 1 d8148567-d37-4cf0-b082-cHBacaT58t Visual Studio Enterprise - CR_CSP_Testing 1 B
& Application Migration
1 cossmotest CosmosDb eastus amhtestmigration Detail

1 15 w items per page c

CosmosDb

Powered by The Unifycloud Pvi.Ltd

Figure: Service Details
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https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=C2h%2BoXTZ8JvaVx37Sg07Ew%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=tc14wWKYoWdgk7UE35Wekg%3D%3D
https://cloudsupervisor.cloudatlasinc.com/MainDashboard/Details?type=C2h%2BoXTZ8JvaVx37Sg07Ew%3D%3D&baseline=O8qtaMY8Y8wUJhNKPscEBA%3D%3D&icn=tc14wWKYoWdgk7UE35Wekg%3D%3D
https://cloudsupervisorgov.azurewebsites.us/Dashboard/Details?type=Sql%20Azure%20Databases&baseline=NIST%20800-53_Recommended&icn=SQLDatabaseClassic

UnifyCloud”

Click on the Add button.

Environment Tag dialog box appears as shown in Figure: Environment Tag.

Figure: Environment Tag

Environment Tag

Service Name: cossmotest

Tag

Location: eastus

Resource Group: amhtestmigration

Select Tag: Select Tag

=) (==

@ Support

The user can add a tag for “Staging or Production” on the “Environment Tag” dialog box as shown in Figure:

Environment Tag.

Click on the Details link under view.

Settings page
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/CosmosDb ?ServiceName=V2H0QizyvjcvWQMkDEMWvA==&ResourceGroup=iAyH8ut
9XMPiWe03w7ZAwKZZdwwg1EYY+uB/8hKJ6z0=&source=C2h+oXTZ8JvaVx37Sg07Ew==&Subscriptionld=/2V1DJ9SzUsUr1pUkVSw/XRW8eC/8QhX2x1

pXscgOrJdgQXxUBvaXxeBgOaFtBIP appears, as shown in Figure:

— gty _ L 3
— All Subscript N s A (9
— @ Azure Subscription frnicatiame 190052022  Mib 4

@ Dashboard

22 Setting Details

© Cost & Utilization

@ Cosmos Db cossmotest
Subscription ID : d8148567-d3f7-4cf0-b082-cf1f6ac4758f Resource Group Name:amhtestmigration
Isubscriptions/d8148567-d3f7-4cf0-b082-cF1f6acAT58f/ p igration/providers/Microsoft.D Db/databaseA I

Basic Configuration Settings

Provisioning State Failed Not Applicable
Document Endpoint Not Applicable
Is VirtualNetwork Filter Fal
Enabled alse Not Applicable
Enable Multiple Write Fal
Locations sE Not Applicable

Enable PartitionKey

Monitor False Not Applicable
@ Support N
Powered by The Unifycloud Pvi.Ltd

Figure: Settings

‘ The user can raise an exception for the current and recommended value in tagging.
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https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/CosmosDb?ServiceName=V2H0QizyvjcvWQMkDEMWvA%3D%3D&ResourceGroup=iAyH8ut9XMPiWeO3w7ZAwKZZdwwg1EYY%2BuB/8hKJ6zo%3D&source=C2h%2BoXTZ8JvaVx37Sg07Ew%3D%3D&SubscriptionId=/2V1DJ9SzUsUr1pUkVSw/XRW8eC/8QhX2x1pXscg0rJdqQXxUBvqXxeBgOaFtB9P
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/CosmosDb?ServiceName=V2H0QizyvjcvWQMkDEMWvA%3D%3D&ResourceGroup=iAyH8ut9XMPiWeO3w7ZAwKZZdwwg1EYY%2BuB/8hKJ6zo%3D&source=C2h%2BoXTZ8JvaVx37Sg07Ew%3D%3D&SubscriptionId=/2V1DJ9SzUsUr1pUkVSw/XRW8eC/8QhX2x1pXscg0rJdqQXxUBvqXxeBgOaFtB9P
https://cloudsupervisor.cloudatlasinc.com/AzureServicesSetting/CosmosDb?ServiceName=V2H0QizyvjcvWQMkDEMWvA%3D%3D&ResourceGroup=iAyH8ut9XMPiWeO3w7ZAwKZZdwwg1EYY%2BuB/8hKJ6zo%3D&source=C2h%2BoXTZ8JvaVx37Sg07Ew%3D%3D&SubscriptionId=/2V1DJ9SzUsUr1pUkVSw/XRW8eC/8QhX2x1pXscg0rJdqQXxUBvqXxeBgOaFtB9P
https://cloudsupervisorgov.azurewebsites.us/AzureServicesSetting/ApplicationGatewaysSetting?ServiceName=ni-apirpl-appgtw&ResourceGroup=ni-appprod-rpl-rg&source=ApplicationGateways&SubscriptionId=f91edf53-5741-4dbc-94c7-c95c05bcb8b9

8. Compliance

The services are being matched as per MSIT and the issues in the services are being categorized as per the priority levels of

high, medium, & low. The filters in the Dashboard are to categorize the services, resource group, and service type as per the
users Azure subscriptions. The baseline filter, which will set the compliance as per the standard baseline selected as shown in
figure: Compliance.

@ CloudSupervisor®

UnifyCloud”

LastUpdate g
A S

% Cashbonrd =E Compliance Dashboard Baseline : CloudOrigin m
1 Main Dashioarel
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$ Costing Anslytics Hign 12 Mediur w0 a? ,7__3 &
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9. Usage Analytics

UnifyCloud”

CloudSupervisor® is the tool to survey cloud sizing before migrating your workloads to cloud
datacenters, this will provide the details for your OpEx costs associated with the resource
groups including CPU and memory utilization, required cores, the RAM size and the actual
downsizing or upsizing information to update any resource under a specific service group
entitled to your on-premises business units.

Usage Analytics page https://cloudsupervisor.cloudatlasinc.com/UsageAnalytics appears, as
shown in Figure below, Usage Analytics.

— @ CloudSupervisor ®
— Azure

@ Dashboard

&J Main Dashboard

& Compliance e &
Daily Weekly

|+ Usage Analytics
$  Costing Analytics Subscription Cost
U Security Analytics
& GDPR Dashboard

U Devops Analytics

22 Usage Analytics (till 22105/2022)

Mo

Fig: Usage Analytics

Service Name.

22 Top 10 Cost Per Service Category ($)

Compute ® Web ® Storage = Databases

Last Update
2210512022

®

A

Month - May

(< e

22 Top 10 Cost Per Resource Group ($)

D History Dashboard

& Azure Policy Compliance
® Dependency

#\ Monitor Change Analysis

€ Cost & Utilization
& Security & Compliance
& Cloud Service Management

@ Application Migration
I Mapping Reports 3500 1 ek . 20
LRI o - e —
SR o 2500 | ==
% £ 2000 ( 178K o~ ‘
@ support B ool ol W e o200 [—==

Start Date

End Date

$ 8.72K

Networking ® Management And Governance
Containers ® Analytics = Monitor ® Integration
1532.33
22627

13175

5 | /1252
1627.12 L 75
6.56

63
2905.34

1776.87

22 Top 10 Cost Per Service Type(s) ($)

22 Top 10 Cost Per Service(s) ()

29716 29467

%833 o

22 Most Utilized Top 10 Resources

7.00k - 633K
600k |
.00

4.00 |

ntity

v

Powered by The Unifycloud PviLtd

On the Usage Dashboard page, click on the following links to view Usage Dashboard analytics:

e Daily

*  Weekly

*  Monthly

e < Previous
*  Next>

Subscription Cost

$8.72K

Start Date

End Date

01 May 2022
22 May 2022

22 Top 10 Cost Per Service Category ($)

Compute ® Web ® Storage m Databases
Networking ® Management And Governance

Containers ® Analytics =~ Monitor ® Integration
1532.33
226.27
13175
12.52
1627.12 A /
A& 754
6.56
63
2905.34
1776.87

28 Top 10 Cost Per Resource Group ($)

500
450 -
400 -
350
300
250
200
150 4
100 +
50 -

44156 40,96

29716 29467

] 24833 53578

0
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https://cloudsupervisor.cloudatlasinc.com/Dashboard/UsageAnalyticsDashBoard
https://cloudsupervisor.cloudatlasinc.com/UsageAnalytics
https://cloudsupervisor.cloudatlasinc.com/Dashboard/UsageAnalyticsDashBoard

In Figure: Cost Chart, we show Particular month’s Cost and Categories and Resource Group wise Cost on pie & Column Chart

respective

a2 Top 10 Cost Per Service Type(s) (§)

3500 -

3000 -
& 250
= 2000 -
2 1500
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Figure: Cost Chart
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In above Figure, we show —

Cost per service type.
Most utilized Resources.
And Cost per services.

=2 Cost Per Day With Quantity Saturation
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Figure: Cost per Day Saturation

In Figure: Cost per Day Saturation, we can use filter on Service Type and Service Name to monitor per day Cost.
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UnifyCloud”

10. Costing Analytics

CloudSupervisor® will guide you for the workable estimates, costing for rightsizing of virtual
environments and cost optimization for the underutilized resources to analyze the exact
consumption of services and to optimize the cost for each subscription.

On the Dashboard, in the left panel, click on the Costing Analytics link as shown in
Figure: Main Dashboard.

Costing Dashboard page
https://cloudsupervisor.cloudatlasinc.com/ComplianceDashboard appears, as shown
in Figure Costing Dashboard.

Figure: Costing Dashboard

Service Name.

CloudSupervisor ®
Azure

S Dashboard 28 Costing Dashboard Month : May-2022 [CHEET
&4 Main Dashboard
& Compliance 53 Expense Saving Details 11 Cost of Environments £ Budget Vs Monthly Bill
l#2 Usage Analytics
$ Costing Analytics S May-2022 Produsion S 00 14,00k -~
(83 Total Expenditure 12 .42k
U Security Analytics $8.55K 0ok i eO—
10.00 855K
& GDPR Dashboard B o B et
(Monthy) ) & 8o o
U Devops Analytics (@ Average of last 3 B 60
L * Months $10.58K B ik
D History Dashboard Production(Not Tagged) : $8.2 4.00x 284K 264K
20 o——o0—
& Azure Policy Compliance (based on last 30 days Usage) 2,00k
© Dependency ® éz’;’;gn iy $464.94 # Production(Not Tagged) M Production ® Staging 0 e =
ay.205, V205, v
# Monitor Change Analysis q » ; S N
© Cost & Utilization 8 Resource Summary ) B Location wise Cost
R s o n
& Services Trend 3.50K
& Cloud Service |
Management App Service 98 © Click 3.00K
Here & 250K
@ Application Migration B 200K
App Service Plan 49 © Click S FEed
Iy Mapping Reports here 1.00K 71008
= 44067 42000 21820 )
& Settings Application Insights G @i 500001 o5y 7005 7213 " 754 0585 000 G252 5250 |y PN 4115 sz 2328 240 2815 =
Here 0 - Sl i ) o~ e W e )
ey © S a2 A N ° © @ 2 & @ S G S G \
@ support Automation 5 © Click a0 g0 e e a0 W a0 ¥ e e 0% o e B e e R e W e v

Powered by The Unifycloud Pyt Ltd

In above figure, we show —

e Total Expenditure, Average of Last 3 Month and Saving Opportunity in First Block.

e Cost of Environment based on Production Tag, Staging Tag and Not Tagged Services in Donut
chart.

e In Area Chart, we have Budget v/s Monthly Bill.

o In Cost of Environment Chart Click on View More You will get Grid as shown below Figure:
Cost of Environment
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22 Cost Of Environment Details

Show [10_ v entries
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Search: |

“ SbseTRConiD.

D8148567-D3F7-4CF0-

BOB2-CFIFGACATSGF  SoVsem

5 8F1DE976-AAE4-47B4- gggsssgggggfs'
80FD-CDEA6DCI91E DEVCLS_canadacentral

d7a78ac1-c8b0-4ab5-
& ae4c-707f5a46022 U

7C11F17F-705B-46A1-
4 98E1-1456BC48C3DD AGLORNOROG

TCH1FA7F-705B-46A1-
& 98E1-1456BCA8CIDD | [\CeOrdoPOC

DOF6DEB5-8BCC-
6 466C-BC49- fci-rg
FOFFAC790FC3

DOF6DEB5-8BCC-
o 466C-BC49- FCI-RG

Ssystem £ Not Tagged
3d77436a-3f6c-4757-9a71-0234b7b821d1 0.01 Not Tagged
aadds-32d35930e52747899daa737e1ec7345d-pip 1.97 Not Tagged
AccordoPOC_OsDisk_1_f32c886593cd416ba990bfe28af2bd1e = 6.91 Not Tagged
accordopocdiag178 0 Not Tagged
addc 0 Not Tagged
ADDC 0.07 Not Tagged

Figure: Cost of Environment

e Above Grid shows, Cost of Environment based on Production Tag, Staging Tag and Not

Tagged Services.

222 Resource Summary Q
Service Type No of Monthly
Services Trend

App Service 98 © Click
Here

App Service Plan 49 © Click
Here

Application Insights | 20 © Click
Here

Automation 5 © Click
Here

Azure Bastion 3 © Click
Here

v

£22 Location wise Cost

4.00K 3.66K
3.50K -
3.00K -
2.50K -
2.00K -
1.50K -
1.00K - 710.98

Cost ($)

44067 420.96 5
50000 1 ... 7905 73.13 754 6565 G090 s252 250 P 4115 4z 238 ]

] ¢
0(«“0‘” 55\9 \)‘5@5\ “\(a eas v\"&\
e o e°

1
o ‘O\N@ 5\@9\ A \)\\.\ea et 6?,’6 \\.\ea “(oﬂ’e \
SO%  o® e 2

(\\\
o0 P~‘) o

e Resource Summary shows Monthly Trend and Services Click on No of services count, under
Resource Summary you will get grid (Details of that Specific service) as shown below Figure:

App service List

Figure: App Service List
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22 List Detail

Show entries Search: | |

m i i i s v _

605729A6-E1D5-474E-BAB4- Visual Studio Enterprise -

fbi (o] I
55239E4B0BF2 Migration LAB pocls akibb PRIitAEdS
d7a78ac1-c8b0-4ab5-aedc- . " . .

2 70765246022 Microsoft Azure Sponsorship cloudpilotrg api Open In azure

3 104DAE78-688D-48D0-81D6- Visual Studio CloudPilot oidpilct . 0 I
B6G0BAAOFC21 i uc-rg-gcpcloudpilol api pen In azure

4 85ECCF09-DCD6-4DBB- Visual Studio Enterprise — CP T T — . o —
AE4D-D9259C2EFDES Tool geouch P B

5 605729A6-E1D5-474E-BAS4- Visual Studio Enterprise - ocls 4t Qiieh iaztte
55239E4B0BF2 Migration LAB poca) P! P =

6 6F40EF65-37B0-40F9-9C9C- Visual Studio Enterprise — RO . B T 0 I
A0B6DASES0SF CloudPilot_App Gy i e P

7 BB IR0/ DO NEEE AADO -S| SVisual Siucic Enterprise appunblockoffer appunblockoffer-unifycloud Open In azure

DICB4847B1A4 UnifyCloud Site

e Click on Monthly Trend Column on “Click Here” Link you will get Trend Chart which shows
Last 4 Month Cost of that Particular Service which you have selected for.

Resource Summary Chart

App Service Monthly Trends

Apr-2022 Feb-2022 Mar-2022 May-2022
Monthly Bill

= Cost

@ Support

e C(Click on Location Wise Cost “View More” Button, you will get below grid, which shows
Location wise Cost, Resource Group And services.
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22 Location wise Cost [@ Export
Show entries Search: | |
Bigﬁfgin Visual Studio

1 50 82: ) Enterprise — Unknown Ssystem Ssystem 6.3
CFIFBACATSBF  Ch-USP_Testing
8F1DEST6-

AAEA-4TRA- Visual Studio MC_SSDDG-RG-K85-

2 Enterprise — CA Central 3dV7436a-3f6c-4757-9a71-0234b7b821d1 DEV_SSDDG-K83- 0.01
BOFD- MPN_satyapriya DEVCLS_canadacentral
CDEA26DCIS1E satyapriy -
drargaci-cu0- Microsoft Azure

3 4ab5-aede- . eastus aadds-32d35930e52747899daa7 37e1ec7 345d-pip VDISetup 1.97

Sponsorship

T07ff5a46022

TCUF17F-T05B-  Visual Studio
4 46A1-98E1- Enterprise — US East AccordoPOC_OsDisk_1_f32c886593cd416ba%90bfa28af2bdle ACCORDOPOC 6.91
1456BC48C3DD  MPN_VDI13

TCUF17F-T05B-  Visual Studio

5 46A1-98E1- Enterprise — US East accordopocdiagl178 AccordoPOC 0
1456BC48C3DD  MPN_VDI13

e Also shows, Recommendation Based on Last 30 days of SQL and VM based Upsize and
Downsize and their corresponding Estimating upsize costing and Downsize Costing.

e Recommendation Based on Last 30 days Unattached Disk and Public IP Address and their Total
Estimated Savings(Approx.)

22 Recommendation(s) - Based on last 30 days average usage

Recommendation

Est. Upsizing Cost Est. Downsize Cost

Azure SQL ﬂ 32380 103.35

Virtual Machine n 688.49 450.94

£22 Recommendation(s) - Based on last 30 days

Resource Type Total Resource [otall o Recommendation e =t
Resource Savings(Approx.)

Remove Disk which are
1 Disk 76 not associated to running 167.36
Azure Resource.

Delete Public IP address
2 publiclPAddresses 65 0 not associated to a 0
running Azure resource.

Figure: Recommendation Based on Last 30 days
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On clicking Upsize and Downsize button for Azure SQL of Recommendation Based on Last 30 days
we get following Detail Page for Upsize and Downsize.

a2 Azure SQL UpSize Recommendation {Recommendations are based on the usage observation of last 30 days)
& Expense Saving Datails
& No.of Resources 3 Total Cost($) 1 Downsize Recommended 1 Upsize Recommended  No Change 3 Est. Monthly Saving 1 Deviation(%)
67 $1.25K 3 5 59 $323.80 25.81%
B8 =5t Monthly Savings($) 88 Recommendation How are these numbers calculated?
20 s « Downsize: Based on the observations on the datsbsse usage size and 3COR
280 configuration this database is over sized.Consider down sizing this database.
21 » Upsize : Based on the observations on the database usage sze and SCOR
260 configuration we recommend you up size the database to improve performance.
&
¥ 20 » No Change : Database is currantly running on right tier
? 2
S 2
230
220
210 Nothange
200 ¥ NoChange  DownSize
Jamary February March Aard May ure Jub W UpSize
Current QL oom—,"
Datablase |  Resource 5 Current SGL o | CumentPrioe [ DIUs | Recommends | Recommende |  dSGL e Resiing | Powershell [  Openin
Name Group Sver e Tier e ® Ukization % ) dsLTier | Principal A Cost($) Script Anre
Level Level Price($)
ClowdPiotDe | org- doudplotportt St
1 g 1 easus Standard DTUZ50GB | 2051 100000000 | UpSize Standard 2 7281 2051 Sergt Open InAzure
mo portfolicold olio e
Storage)
cloud- 3100
=
2 :‘,‘lssga-S”Fj supenizampro :“’e""sm’""' e Standard DTU250GB | 14758 100000000  UpSie Standard s4 26518 14758 Serigt
d Storage)
MST.SUPER | Sou supenvisorpre S30100
3 SUPER | supervsopro | easus? Standard OTU20GS | 19858 100000000 | UpSze Standard 54 2513 1858 Serigt Open Inzure
VISOR d d Staranal
e Recommendations are based on the usage observation of last 30 days, if SQL Usage is greater than

it’s Configured Requirement, then we recommend them to upsize their SQL according to their need.

e Also shows, Azure SQL Upsize Detailing in Grid , Recommendation(Upsize).

a8 Azure SQL DownSize Recommendation (Recommendations are based on the usage observation of last 30 days)
£ Expense Saving Details
3 No.of Resources @ Total Cost($) 3 Downsize Recommended. 2 Upsize Recommended v No Change 0 Est Monthly Saving 3 Deviation(%)
67 $73.78 3 5 59 $103.35 140.08%
88 Est. Monthly Savings(S) 28 Recommendation How are these numbers calculated?
160 « Downsize: Based on the observations on the database usage size and BCDR
160 configuration.this database is over szed Consider down sizing this database
140 \ e dl » Upsize : Based on the observations on the database usage size and SCOR
120 configuration.we recommend you up size the database to improve performance.
& 0 \o/ P’
¥ « No Change : Database is curently running on right ter
8 a0
&
40
ot NoChange
o+ W NoChange M DownSize
Jarwary Feoruary March Ao May Jure Juy & UpSize
= A Recommendaconsfoownsiz)
Recommende
DataBase Resource ‘ . CurentsqL | CUemtSAL | ot price DIUs Recommenda | Recommende dsal "“’ "“"‘ Resizing Power Shell Open in
Name Group SeewRnee e Tier e "“ U] Utilzation % [ d SQL Tier Principal - Cost$) Script Azure
Level o)
- s1@0
1 - azurepricemas | T easts Standard DTU250G8 | 2051 6043333 DownSize Standard S0 1478 2051 Serigt Open inAzure
= terdb Storage)
og- s2(50
2 ClousilotDT  cloudpiotausd ::if;“sse sazus Standard DTU250GB | 738 1780000 DownSize Standard st 2051 7381 Sert
b ) Storage)
rgcioudorigind | cloudorigindts S2p0
2 CloudOriginDb | 2 vy southcentralus | Standard DTU250G8 | 7381 0.030000 DownSize Standard st 2051 7381 Seript Open InAzure
g Starane)

e Recommendations are based on the usage observation of last 30 days, if SQL Usage is lesser than it’s
Configured Requirement, then we recommend them to downsize their SQL according to their need.

e Also shows, Azure SQL Downsize Detailing in Grid , Recommendation(Downsize).
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e On clicking Upsize and Downsize button for Virtual Machine of Recommendation Based on Last 30

days we get following Detail Page for Upsize and Downsize.

UnifyCloud”

28 Virtual Machine UpSize Recommendation (Recommendations are based on the usage observation of last 30 days)

pense Saving Details

2 No. of Resources

54

Monthly Savings(s)

June.

0 Total Cost(S)

$307.23

3 Downsize Recommended

1 Upsize Recommended

12 4

82 Recommendation

Upsize

Downsze

¥ No Change

38

G Est Monthly Saving

$ 688.49

3 Deviation(®)

2241%

Honw 2re these numbers calculatzd?

« This repon calculates the cost savings from resizing laaS VMs from their current size
0 the recommendd SKU, based on @5th percentie CPU and memory utiization from
SCOM/Sonar.

« The potential cost savings for VMs with a resize recommendation is pro-rated based on
the estimated time that the VM is stopped (sncozzd).

& ;000 « The racommended SKU may be larger than the estimated computs requirements i

- . more data disks are atiached than are supgorted by 2 smaller SKU. Flease

o recommen to your enginesring teams to detach unused or unnecessary disks from
630 Azure \Ms for additional savings opportunitiss.

All Recommendations(Up!

Nothange

How to bulk Downsize?
« Ensure your slias is listed as CL Ovner or part of the Analyst Group in ServicsNow

v

cPu i Current Rzeommnda ruwmm Recommende |  Resizing Opmh
(‘tmp izafion(’%) Crirat Instance dinstance Cost{§)

‘é:‘:;': ° _25 a u sens (4

1 . i 20 Dsk20 e 0031 Standard 5).8 o738 Upsze Standara Coreis), 1600 | 13285 Sert
Scbeciption; am in .Ge» Ramin (G8)
MPN_VDI20 ¢
Visual Studio £ a2 siz2w2 2

2 Enterprize — wwd-T DSK-T eastus 8420 .00 Standard Core(s).16 07.38 UpSize Standard Core(s).28.00 38544 Senpt
MPN_VDIT Ramin (GB)) Ramin (GB))
Visual Studio E25 v3(2 Ds12-2v2{2

3 Emerdse- | w2 DSK-1 e “e 770 Standard Cosiglis | 9738 Upsze Standard Core(s)28.00 | 385.44 Serigt
MPN \Min Ram in (GR) Samin (GRY)

e Recommendations are based on the usage observation of last 30 days, if VM Usage is greater than

it’s Configured Requirement, then we recommend them to upsize their VM according to their need.
e Also shows, VM Upsize Detailing in Grid , Recommendation(Upsize).

88 Virtual Machine DownSize Recommendation (Recommendations are based on the usage observation of last 30 days)

xpense Saving Details

= No. of Resources @1 Total Costl§) 3 Dowrsize Recommended 2 Upsize Recommended ¥ No Change 0 Est Monthly Saving 2 Deviations)
54 $943.55 12 B 38 $450.94 47.79%
B2 £t Monthiy Savings(S) 82 Recommendation How are these numbers calculated?
500 upsze « This report calculates the cost savings from reszing 1335 VMis from their curent size
P o Lo 1o the racommendad SKU, based on 05th parcentie CPU and memory uiization from
400 SCOMSonar
380 « The potential cost savings for VMs with a resize recommendation is pro-rated based on
& the estimated time that the VM is stopped (snoczed).
220 « The recommended SKU may be larger than the esimated comgute requirements if
o 2 more data disks are atached than are supported by 3 smaller SKU. Flease
150 recommend to your enginsering teams to detach unused or unnecessary disks from
100 Azure M for addtional savings opportunites.
& How to bulk Downsize?
0 o W NoChange
e Ly + Ensure your aliss i isted 35 CL Ouner o pan ofthe Anshst Grovp 0 Szrvoshon

£ All Recommendations(DownSize)

led Cunuvt Rmummh Recarlmmk Recommende Resizing Power Shell Open in

Visual Studio

82ms (2
1 cloudreconsus | crausnew 3usiraigeast 570 Standard Core(s)8Ram 6140 DownSize Standard (s).2.00 2210
ustralia n (GB)) Ramin (GB))
Microsoft Soudrecongk E25 v3(2 BIMS (1
2 Aaure £ e | doudreconuae | sasiasia 863 Standard Corefs).16 0738 DownSize Standard Corels)200 | 27.08 Sort
Spensorship Ramin (GB)) Ramin (GB))
Visual Studio D2s v3(2 BIMS (1
3 Enterprise cpfizrg CPFLZVM eastus 822 Standard Core(s)8Ram = 7027 DownSze Standard Core(s).2.00 17.08 Seng!
(Testina-2\ in [GRV Ram in (GR)

e Recommendations are based on the usage observation of last 30 days, if VM Usage is lesser than it’s
Configured Requirement, then we recommend them to downsize their VM according to their need.

e Also shows, VM Downsize Detailing in Grid , Recommendation(Downsize).
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e C(Click on “Total Unattached Resources” in Figure: Recommendation Based on Last 30 days, you will

get Grid as Shown below.

e Following Figure: Cost Saving Report for Disk, which shows Unattched Disk Details like Disk Size and

their Coresponding Estimated Savings Cost.

222 Cost Saving Report for Disk

Show |10 v|entries

search: |

m Subscription Id m DiskSize(GB) ¢ Estimated Saving Cost ¢

4{98f69e-01d4-43be-a550-

cb71¢c7d93614

5 4f98f69e-01d4-43be-a550-
cb71c7d93614

3 605729a6-e1d5-474e-bad4-
55239e4b0bf2

4 605729a6-e1d5-474e-bad4-
55239e4b0bf2

5 605729a6-e1d5-474e-bad4-
55239e4b0bf2

6 72b8d545-8751-4¢9e-ba3e-
806b0420d6f5

- bf9fdeed-16e6-4412-9a68-
7872a534d05a

8 d7a78ac1-c8b0-4ab5-aedc-

707ff5a46022

CloudRecon2_OsDisk_1_2133fc45a33

44a74aa%c3070da2f6ef3

amdc_OsDisk_1_211204edea61420aSc

60f2c0c346a67b

newdisk-poc-fci

poc-fei-disk

poc-fci-disk2

disk1

vmrecondbtesting_disk1_95446¢93062

341fabce1b837c8abcabb

cloudreconapp_OsDisk_1_e4e853a60a

294533b63592292¢ccc1281

127

127 6

4 0.57
64 457
4 0.57
256 19.2
30 3
127 198

Figure: Cost Saving Report for Disk

e Top 5 Resource Type List and their Count for each subscription ID.

£22 Subscription(All)

Show entries

Subscription

Subscription i - Name s

Virtual Machines

{Running) s Azure Sql 3

00c00683-d022- Microsoft
1 4154-ae78- Partner
e7539054896f Network_VDI 34

0dc3653e-befb- \Er':tfr' [Si;id'o
2 44cr-960e- Subs Sription
ed3asvsBtess | o lRI

104daef8-688d-  Visual Studio

3 43d0-81d6- CloudPilot
b660baalfc21 Ganash
14188213-869%- \Er':tfr:j;idio

4 46b1-adfa-

CloudOrigin_db(
Tc3fab0af303 15th)

1d5569ed-c62b- Visual Studio
5 4853-92d1- Enterprise —
d3cac7825b34 Oracle2PG

1 0
1 0
1 0
0 4
1 0

Search:

Storage

Accounts s L App Service s

0 1 0 1
0 1 0 1
5 2 3 1
0 0 0 0

Figure: Top 5 Subscription List
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11. Security Analytics

This represents the analytics of security for High, Medium or low impact analysis for any
subscription or service. Improve the security features for your systems and view altogether
in a single view.

— @CloudSuporvisw ® X . Sariion Mo
— Azure 22852022

@ Dashboard

2 Msin Dashboard

& Compliance

22 Usage Analytics

$ Costing Analytics

0 Security Analytics

& GDPR Dashbosrd

U Devops Analytics

D History Dashboard

8 Azure Policy Compliance
©® Dependency

M Monitor Change Analysis

© Cost & Utilization

& Security & Compliance

& Cloud Service Management

@ Application Migration

B Mapping Reports

@ Settings

On the Dashboard https://cloudsupervisor.cloudatlasinc.com/MainDashboard, in the
left panel, click on the Security Analytics link as shown in Figure: Main Dashboard.

Security Analytics page https://cloudsupervisor.cloudatlasinc.com/SecurityAnalysis
appears, as shown in Figure below Security Analytics Dashboard.

Figure. Security Analytics Dashboard

Last Update

28 Security Analytics

i Security Policy & compliance

28 Security Center Status o 22 Covered Resources o [EBEEN == security Center Costing Tier

e E—
Show entries eard

. | RS m

2 00c00683-d022-4154-2¢78- Fraa Details
75300548061

\ - / 06c2853e-0efb-4427-060s-
% J 2 i Free Details

] 3 ot Frae Detsis ¥
»
¥ Enable @ Disable W Covered M Not Covered
Showing 110 10 of 75 entries
Previous[ 1|2 3 4 5 8 Next
i Security Compliance
22 Regulatory compliance o [EEER = ccessment On Compliance Standsrds °
Compliance Standard Passed Controls
AzurCis | 00
A 5 236 of 244 passed controls
Azure-Securty-Benchmark
180 508
R 114 of 180 passed controls
150-27001 ecl | 00 T

Powered by The Unifycioud Pyt Ltd

e Security Centre status shows that, how many subscriptions are Enable and how many Subscriptions
are Disable for Security centre status.

e Covered Resources Are those resources on which security centre status are enable and Uncovered
Resources are those on which security centre status are disable.

e Onclick “View More” of Security centre status you will get grid as follow
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22 Azure Security Center Status Subscription

Show[10_+]entries Search: | |
N e

1 00c00683-d022-4154-ae78-eT539054896f Enable

2 0762b917-c0f3-4f5{-b251-18541d071015 Disable

3 0ae05d76-82c9-4815-adc2-9cBc2f9059872 Disable

4 0dc3653e-befb-44c7-960e-2d343768 168 Enable

5 0e05f8d0-869e-44c8-a962-496544454016 Disable

6 104daeT8-688d-45d0-51d6-b660baalfc21 Enable

[ 1177 ched-6a14-4868-9c96-c297d 1136900 Disable

8 14188e13-269f-46b1-a8fa-7c3fad0af303 Enable

9 1c9d7a86-dael-4ec1-9604-129039430095 Disable

10 1d556%ed-c62b-4853-92d1-d3cacT825b34 Enable

e Onclick “View More” of Covered Resources you will get grid of Recommendation as follow based on
Resource level and Subscription level with their severity and Policy Name.

22 Recommendation [Resource level]

Subscription 1D Subscription Name Services Resource Wise
1 d7a78ac1-c8b0-4ab5-aedc-707f5a46022 Microsoft Azure Sponsorship 253 +
2 00c00683-d022-4154-ae78-e7539054896f Microsoft Partner Network_VDI 34 8
3 f80d4bc3-8da0-45¢8-b05a-d425¢c881285a Microsoft Partner Network_VDI35 9
4 59a27a27-bc69-4cef-ad28-20552b28f497 Pay-As-You-Go 41 B
5 97311064-72ea-41e7-b769-45a4a11e825¢ Visual Studio AppDependency Data 14
6 228872a3-3021-49¢9-b3a1-1cdch852857e Visual Studio AppDependencyDB 20
7 c3fc5234-6362-4a63-80d7-21a7fafSfedb Visual Studio CloudPilot Australia 10
8 4d085e3f-7e09-48c3-abab-e13735f2f4a3 Visual Studio CloudPilot Db 2 [+
9 arcbcleb-bee2-446e-b123-327e51a121ca Visual Studio CloudPilot Europe 10 I+
10 104dae78-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh 24
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Recommendation [Subscription level]
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S.No Subscription ID Policy Name Severity Status
104dae78-688d-48d0-81d6- Visual Studio CloudPilot Ganesh A maximum of 3 owners should be designated for Médium A Covéred
b660baalfc21 subscriptions

> 1d5569ed-c62b-4853-92d1- Visual Studio Enterprise — A maximum of 3 owners should be designated for o BoBoverad
d3cac7825b34 Oracle2PG subscriptions
1fdf11e1-fc18-4bb4-a638- N 2 A maximum of 3 owners should be designated for 5

3 C4403477c57d Visual Studio CustomerPortal subscriptions Medium A Covered
228872a3-3021-49¢9-b3al- " . A maximum of 3 owners should be designated for .

4 1edch852857e Visual Studio AppDependencyDB subscriptions Medium A Covered

5 24fcd639-8e3c-469d-albb- Visual Studio Enterprise — A maximum of 3 owners should be designated for Medi AC 4
5bbd4a10cc32 CRStorage subscriptions eem oveErs

4f981a- -4d8d- s i f houl i f

6 294f981a-5e9b-4d8d-b335. Visual Studio Enterprise — VDI9 A maxl'mL'Jm of 3 owners should be designated for Medium Accoversd
d1caea0b0d94 subscriptions
2b4b808d-64cd-44ed-913f- Visual Studio Enterprise — A maximum of 3 owners should be designated for Medium A Covered
86b8446d70ca CloudReconStaging2 subscriptions

8 2b720efa-959d-4dc0-8ed1- Visual Studio Enterprise — A maximum of 3 owners should be designated for Medium A Coveraa
385efaed0704 MPN_VDI11 subscriptions ediu overs

9 31eed660-49af-4b01-8598- Visual Studio Enterprise — MPN A maximum of 3 owners should be designated for Maditing

b0d0f0830133

subscriptions

A Covered -

e On Security Service Type Tier, we show Tier for all subscriptions and click on “Details” Link we will get
Fig: Security Service Type Status grid which showing Security status of each resource.

Security Service Type Status

00c00683-d022-4154- Disable
ae78-e7539054896f

AppServices [Resource :0]
00c00683-d022-4154- Disable
2e78-e7539054896f

00c00683-d022-4154- Disable
ae78-e7539054896f

ContainerRegistry

00c00683-d022-4154- Disable
ae78-e7539054896f

Containers

00c00683-d022-4154- Disable
ae78-e7539054896f

CosmosDbs
00c00683-d022-4154- Disable
ae78-e7539054896f

KeyVaults 00c00683-d022-4154- Disable
ae78-e7539054896f

00c00683-d022-4154- Disable
ae78-e7539054896f

KubernetesService

OpenSourceRelationalDatabases | 00c00683-d022-4154- Disable
ae78-e7539054896f

@ support 00c00683-d022-4154- Disable
2278-67539054896F

SqiServers [Resource :0]

Figure: Security Service Type Status

Security Compliance

== Regulatory compliance (2] 28 Assessment On Compliance Standards [2)

Compliance Standard Passed Controls
AzurCis | 00

236 of 344 passed controls

Azure-Security-Benchmark

130 506
150-27001 114 of 160 passed contrals
PCl | 00
258 of 344 passed controls
PCI-D55-321 e a54
S0C.TSP 82 of 104 passed controls 0 100 200 300 400 500 600 700 E00 900

B Assessment

Figure: Security Compliance
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e In Security Compliance, there is Regulatory Compliance which shows various Compliance standard
and their Passed (resources that follows Compliance standard) Resources out of total in above Figure:
Security Compliance.

e In Security Compliance, there is Assessment on Compliance Standard which shows evaluation of
Compliance Standard in above Figure: Security Compliance.

Click on Regulatory compliance “View More” Button, you will get Compliance Control Column Chart,
which shows No. of controls for Compliance standards & grid which shows Subscriptions wise Failed,
Passed and Skipped Assessments with their state.

22 Security Policy & compliance
22 Compliance Control
Azure-Secury-Benchmar: T ——
lse-2700i [ —
150-27001:2012 [

PCI-DS5-3.2.1

soc-TsP

o 50 100 150 200 250 300 250 400 450

™ passad Controls M Failed Contrais W Skipped Controls

1 Compliance Controls

-\.llSlzudaxds v

subscriptionid Security Controls. State Compliance Failed Skipped
Standard Assasmanls Assessments Assessments
Mame

1fotilei-foi5-4bb4-2525-c440247TC57d Accass to dats, software, functions, and other IT rescurces is authorized and modified or | Faled SOC-TSP [View gesils |
remaved based on roles, responsibilties, or the system design and changes to mest the
entity's commitments and system requirements 35 they relate to securty, availability,
processing integrity, and confidentisiity

1fdf1e1-fo18-4bb4-2638 0440347 7o57d Additional assessments for 4.1 - Use strong cryptography and security protosols to Failed PCI-DSS-3.2.1 25 1 o
safeguard sansitive cardholder data during ransmission ouar cpen, public netwarks.
including the folowing: - Only trusted keys and carifcates are accepted. - The protocol
in Lse only supperts secure versions or configurations. - The encryption sirength is
appropriate for the encryption methodology in use.

1fdf11e1-fo15-4bb4-a535-c4403477c57d Assign access based on individual personnels job classification and function. Failed PCIDSS-3.21 41 1 o

Figure: Compliance controls

e In Compliance Control, Column Chart shows No. of controls for Compliance standards which are
Failed, Passed and Skipped.

e In Compliance Control, Gird shows, Subscriptions wise Failed, Passed and Skipped Assessments with
their state. On Click “View Details” link, here we have Security Assessments Details which shows
Subscriptions wise assessments, State, Failed, Passed and Skipped Resources and Recommendation
with Helping URL in Figure: Security Assessments Details.

Figure: Security Assessments Details

— CloudSupervisor ® N o " Last Update @ 0
= (o R == s |

@ Dashboard i Security Assessment Details

@ Cost & Utilization Show [T0_v ] entries Search

& Security & Compliance
Subscription ComplianceSt | PassedResour | FailedResourc kippedResou | ResourceStatu | Recommendat
A Monitor Alerts ds State andardName ¢ | ces s ess rces s se ion s
High

& Audit Logs
4 1fdi11e1-fc18- SQL servers should have
et Scveciina e 1 4pb4-2638- an Azure Active Directory | Failed PCHDSS321 | 0

&P Azure Best Practice 4403477¢57d administrator provisioned

= AAD Apps Details
= RBAC Details

& Cloud Service
Management

@ Application Migration

Showing 1to 1 of 1 entries Previous 1 ‘ Next

I Mapping Reports

£ Settings
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e C(Click on “View More” of Assessment of Compliance Standard, you will get Following grid of
Summarized View for compliance, which shows Failed resource out of Total Severity.

i

1 Summarized View For Compliance

All Standards v

Show IO entries Search:

Failed
Resource Type ¢ Resources = Severity &

[AZ-WIN-00088] Windows Firewall: Domain: Allow

unicast lesEcnse {(Windows Server 2016 Datacenter] Nia 1ef1

[AZ-WIN-00088] Windows Firewall: Demain: Allow
2 unicast response (Windows Server 2018 Datacenter] NiA Gof13

[AZ-WIN-D0089] Windows Firewall: Private: Allow

[AZ-WIN-00088] Windows Firewall: Private: Allow

4 unicast lesEcn;e {(Windows Server 2016 Datacenter] Ni& Gof13

[AZ-WIN-00080] Windows Firewall: Public: Allow unicast
5 response (Windows Server 2018 Datacenter] NiA 1of1

[AZ-WIN-D0080] Windows Firewall: Public: Allow unicast

[ response (Windows Server 2016 Datacentar) NiA Gof12 E U

[CCE-25888-5] Ensure Microsoft network server:
Digitally sign eommunications (i client agrees) is sat to
Enabled (Windows Server 2016 Datacenter) S0C

NIA 10f1

Figure: Summarized View for compliance

11.1 Azure Security Centre

Service wise the security Alerts shows the count for existing Vulnerabilities and provides the
Total Recommendations.

11.2 Subscription Coverage

Here, user can see the Subscription coverage, Coverage is categorized under Full/Partial/Not Covered.

== Subscription Coverage

m Partial Covered m Fully Covered B Not Covered
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e Subscription Coverage shows, Partial Covered, Fully Covered, and Not Covered Status.
e Subscription under Free tier comes in Partial covered, under standard tier comes in fully covered and
subscription having no tier comes in not covered status as shown below Fig.

£22 Azure Security Center Covered Subscription

Shuwemnes Search: | |
I T N
1 00c00683-d022-4154-ae78-e7539054896f Partial Covered
2 0762b917-c0f3-4f5f-b25f-18541d071015 Not Covered
3 0ae05d76-82c9-4815-a4c2-9c8c2f509872 Not Covered
4 0dc3653e-befb-44c7-960e-ed3437681c68 Partial Covered
5 0e05f8d0-869e-44cB-a962-496544454016 Mot Covered
6 104dae78-666d-46d0-61d6-bo60baalfc21 Partial Covered
7 1177cbc4-6a14-4868-9c96-c297d113690b Not Covered
8 14188e13-865f-46b1-adfa-Tc3fad0af303 Partial Covered
2l 1c9d7ad6-dac-4ec1-9604-129039430095 Not Covered
10 1d55692d-c62b-4853-92d1-d3cacT825b34 Partial Covered
Showing 1 to 10 of 98 entries Previous m 2 3 4 5 10 Next

11.3 Vulnerable security state by services:

For Subscription based security, the issues by Severity are categorized under
High/Medium/Low.

== Vulnerable Security State By Services

— 36

= High = Low = Medium

Figure: Vulnerable security state by services
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e On clicking View More Button, you will get following grid service type wise security policies
with their severity

222 Vulnerable Security State By Services
Show[10_v]entries search: |
Resource
Subscription Id ¢ Subscription Name Policy Name # Property Type ¢ Severity ¢
104dae78-688d- Visual Studio Amaximum of 3 owners
1 43d0-31d6- CloudPilot G h should be designated for Subscription Medium View
b660baadfc21 e anes subscriptions

Access to storage

7d846fba-3154- Visual Studio accounts with firewall and
2 47ec-9c63- Enterprise — virtual network StorageAccount Low View
30e5367f1dd4 CloudReconStaging configurations should be
restricted

Adaptive application

d7a78ac1-c8b0- MicissoRAS e controls for defining safe
3 4ab5-aedc- s i applications should be VirtualMachine High View
707ff5a46022 PONEUEER enabled on your
machines
Adaptive network
d7a78ac1-c8b0- . hardening
4 4ab5-aedc- gmzr::gz:izure recommendations should  VirtualMachine High View
707f5a46022 P P be applied on intemet

facing virtual machines

Figure: Details of Vulnerable security state by services

o Andthere is “View” button on Resource details which shows recommendation with helping
URL and details of resources as shown in Figure: Resource details.

£ Resources Health wise Severity n

Show [10_v] entries Search
Subscriptio Subscriptio Service Service Resource Policy Recommend Snooze
nids n Name $ Category # Type # Name & Group # name Severity ation s Resource 3
104dae7s- 104dae78- G
£380-48d0-  Visual Studio 6880-48d0- SRS

Identity And Subscription should be
1 81d6- CloudFilot Hcces: Subscription 81d6- 15 g T Medium UnSnoozed Snoozed
b660baalicz = Ganesh b660baalic2 for 0
1 1
subscriptions
Showing 1to 1 of 1 entries Previous E| Next

Figure: Resource Details

11.4 Resources Health wise Severity

Here, user can see the health wise severity of resources, Severity is categorized under
High/Medium/Low/Healthy.
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& Resources Health wise Severity View More

159 Compute & Apps Resources

230 Data & Storage Resources

30 135 65

9% ldentity And Access

75 Networking

UnifyCloud”

| High

m Medium ™ Low

W Healthy

Figure: health wise severity of resources

e Infigure: health wise severity of resources, we show health of no. of resources with their severity.

2 Resources Health wise Severity

Show entries

(o [ [ ]
S —

Subscription Subscription Resource Recommendafi Snooze
ids Name 2 Category = Service Type = | Service Name = | Group s Policy name 3 Severity = ons HelpUrl = Resource =

104d2278-888d-
1 48d0-81d6-
b860baalfc21

1d5560ed-c62b-
2 4853-02d1-
d2cac7825034

1idftlel-ic1e-
3 4bb4-aB38-
©4403477c57d

228872a3-2021-

4 40c@-b3at-
1cdcb852857e

24fcdB20-8e3c-
5 460d-albb-
5bbd4a10cc32

204f021a-5eb-
-] 4d8d-0235-
d1cazalb0de4

2b4b802d-B4cd-

< AAmA O135

Amaximum of 3
Visual Studio 104d2278-688d- "
CloudPiot ::::5" fod Subseription 4840-81d6- Sitsoipionceve S sm;: o | Medim
Ganesh o 56306230121 e
subscriptions.
A maximum of 3
fisual i 1 -
Yisual Stucko dentity And 000ea chze: SubscriptionLeve  owners should
Enterprise — s Subscription 4852-02d1- e ekt e Medium
OraceZPG d3cacT826034 g
subscriptions
§
Visual Studio Identity And Vet 18 | subscrptionLeve ::;Zn;::?aa
& ; eu'Pmal Aeoest)'/ Subscription 4bb4-3838- 2 Reon e e ﬁ:d‘u Medium
Hstemes : 4403477C5Td i
subscriptions
A r i3
Ml Shudo Identity And 22e5(2at A0 SubscriptionLeve a::\r:::uod
AppDependency R : Subscription 40c0-b3at- P ba desionated o Medium
D8 * 1odch852857e i
subscriptions
A maximum of 3
Visual Studio 2 24fcdB20-8e2c- X g
Enterprise — -denur!And Subscription 460d-a0bb- ’SubsaﬂpuonLeve :::M s::‘:: = Medium
CRStorage oceS SbbddatOcea2 e,
subscriptions
A maximum of 3
Visual 47081 -
Misual Shidio Identity And 29, 991 Geth SubscriptionLeve  owners should
Enterprise - e Subscription 4d8d-0235- Sl Medium
VDIg d1c223060004 RS
subscriptions
i i
Visual Studio 264520 . Amaximum of 3
Enterprze — Identity And AR PR SubscriptionLeve  owners should Sias

UnSnoozed
UnSnoozed

UnSnoozed

UnSnoozed
UnSnoozed

UnSnoozed
==

HaCrnnend  EESWERSW

Powered by The Unifycloud PyLL

Figure: Details of health wise severity resources

e In Figure: Details of health wise severity resources, we show recommendation and helping URL on each service

with their severity.
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28 Threat Detection 8 Most attacked resources £22 Threat Security Alerts Over Time
Attacked Number Of
S.NO. Service Type Resources Times 1_1111]111111111111111111
1 Virtual 11 93
Machines
.
2 Azure SQL 2 4
— g Database
3 App Service 2 2
0 e A e e e e BB
252,32, 3,3, 3 2 2

Low ® Medium B High

I

igh B Medium ® low

Figure: Threat Protection

e In Above Figure: Threat Protection shows Threat Detection, Most attacked resources for how many
times and Threat Security Alerts Over time.

e On threat detection there is “View More” button which shows Threat detection details with alerts,
and alerts description, state also.

#i Threat Security Alerts Over Time

B High B Medium B Low

=i Threat Detection details

-E"""'t
) . . . Reported
Alert Display Name Alert Name Description Report Date Compromised Entity e

Activity from new country
detected. An activity was
performad from a
- geographical lacation that
Activity from infrequent - - .
1 M ARM.MCAS_ActivityFrominfrequentCountry | was not recently visitad by 5/2/2022 12:00:00 AM ganeshr@unifycloud.com Active Madium 1
eeunty =ny users in your
organization. This might
indicate unauthorized accass

to your resources.

Figure: Threat detection Details

e C(Click on “Count Column” in above figure: Threat detection details, which shows count of resources
e And after clicking there you will get Model pop as shown below figure: Threat Details of Resources
having threat details with Instance id of that resource.
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Threat Detection details

Resource Iustance
Alert Display Name Alert Name Report Date

Suspicious 2022-48T
authentication activity VM_LoginBruteForceValidUserFailed undefined

cloudreconuae 5:30:0

Suspidous |\ | sginBruteForceValidUserFaited | 20224107 | undefined
authentication activity &2

cloudreconuae 5:30:0

SUSPIC‘?US, i VM_LoginBruteForceValidUserfFailed 2022410 undefined
authentication activity - 5:30:0

cloudreconuae

SUSPIC'?US, - VM_LoginBruteForceValidUserfailed 20224437 undefined
authentication activity - 5:30:0

cloudreconuae

Suspici 2022-4-14T
cloudreconuae USPIC‘?US, - VM_LoginBruteForceValidUserFailed undefined
authentication activity

5:30:0

Suspicious 5 2022-4-16 T

cloudreconuae VM_LoginBruteForceValidUserFailed undefined

authentication activity 5:30:0

cloudreconuae SUSpICI?US. o VM_LoginBruteForceValidUserFailed s undefined
authentication activity

5:30:0

SUSPICI,OUS, s VM_LoginBruteForceValidUserFailed A2H18T undefined
authentication activity

cloudreconuae 5:30:0

Suspicious . . . 2022-4-21T
@ Support cloudreconuae authentication activity VM_LoginBruteForceValidUserFailed 5300 undefined

Figure: Threat details of Resource

e In Most attacked resources there is “/Number Of Times” column, click on any cell of this column,
“Attacked Resources Details” grid will appear as shown in Figure: Attacked Resources Details
e In Fig: Attacked Resource Details, we show detailing of most attacked resources

52 Attacked Resources Details

Show entries searcn: |

m Atackeddate ¢ Alerthame ¢ emedation Seps #

Traffic detected from IP addresses recommended for

1 cloudpilottraining 5/3/2022 8:55:13 PM ) Microsoft Low Active Details
blocking

2 cloudreconuae 5/14/2022 8:11:58 PM  Suspicious authentication activity Microsoft Medium Active Details

3 cloudraconuae 51142022 8:48:25pp | |oc detected from [P addresses recommended for g gy Acive  Details
blocking

4 cloudreconuae 5M13/2022 7:12:12 PM  Suspicious authentication activity Microsoft Medium Active Details

5 cloudreconuae 5/16/2022 1:12:52 AM  Suspicious authentication activity Microsoft Medium Active Details

6 cloudraconuae 582022 8:30:24 P | |ranc detected from IP addresses recommended for -y o6 oy Acive  Details
blocking

7 cloudreconuae 5/6/2022 10:42:26 PM  Suspicious authentication activity Microsoft Medium Active Details

8 cloudreconuae 5/3/2022 10:12:23 AM  Suspicious authentication activity Microsoft Medium Active Details
Traffic detectad fi IP add: ded fi

9 cloudreconuae 5152022 8571 PN e ISCIBA TIOM I AGCISSSES IBCOMMENGECION — picrosoft  Low Active  Details
blocking

10 cloudraconuae 5/4/2022 9:30:52 PM I::iicn:e‘emd from IP addresses recommended for |\ oo Low Active | Details

Figure: Attacked Resource details

e In above Fig: Attacked Resource Details, On Remediation Step Column click on “detail” Link you will
get Remediation Step Model pop as shown in figure: Remediation Step.
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Remediation Step

1. Escalate the alert to the information security team
2. Make sure the machine is completely updated and has an updated anti-malware installed
3. Run a full Anti-Virus scan and verify that the threat was removed

4. Install and run Microsoft's Malicious Software Removal Tool (see http://www microsoft com/security/pc-
security/malware-removal.aspx)

5. Run Microsoft's Autoruns utility and try to identify ications that are to run at login (see
https /itechnet.mi i 3902.aspx)

6. Run Process Explorer and try to identify unknown running processes (see https://technet.microsoft. com/en-
us/sysinternals/bb896653.aspx)

@ Support

Figure: Remediation step

In “Threat Security Alerts Over Time’, Click on “View More” button which shows Threat Detection Details

i Threat Security Alerts Over Time

EEEEEEIE R R R BN RIEEEERIN RN EEN]

IEEEERIEEENN IR RN nnn nana

i)

o

e e Y
RSN

W High W Medium = Low

#H#i Threat Detection details

- . _ Repor
Alert Display Name Report Date Compromised Entity e

Activity from new country
detected. An activity was
performad from a
‘geographical location that

Activity from infrequent
country

arganization. This might
indicate unauthorized access
to your resources.

Figure: Threat detection Details

e C(Click on “Count Column” in above figure: Threat detection details, which shows count of resources
e And after clicking there you will get Model pop as shown below figure: Threat Details of Resources
having threat details with Instance id of that resource.

Threat Detection details

cloudraconuae ention activity | YM_LoginBruteForceValiaUserFsied undefines

cloudraconuae | Suteicieus VM_LoginBruteForceValidUsarF ailed LY undefined
authentication activity

Suspicicus
cloudreconuse " VM_LoginBruteF orce ValidUs undefined
authentication activity <

Suspicious 4
cloudraconuae VM_LeginBruteFarcevaliauserFalied | 3 undefines

cloudraconuae VM_LoginBruteForceValidUsarF ailed undefined

Suspicious 2
cloudracanuse | SUIPICOUE iy | VM-LoginBruteForosValidUserF alied undefined

coudraconuae | SuESieus |y | VMLopinBruterorcevaicuserraied | 22241 | ndannes

Suspicious
cloudreconuse | SUIPIOOUS | vy | YM_LoginBruteForceValidUserFaiied undefined

Suspicious

! 21
cloudreconuae | JUITENS vty | YM-LoginBruteForcevaliaUzerFalied undefined

cloudreconuse | SUIPiCious VM_LoginBruteForceValidUnerFailed undefined
authantioation activity

@ Support

Figure: Threat details of Resource
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11.5 Recommendations on Subscription Level

e Here, user can see the Recommendation on Subscription Level as shown in Figure below
Recommendation:

Figure: Recommendation on subscription level

— Azure 22

@ Dashboard

&4 Main Dashboard

% Compliance

l# Usage Analytics Properties Total
Policy Name Type ¢ Low s Count ¢ Severity ¢

$ Costing Analytics

U Security Analytics 1 Amaximum of 3 owners should be designated for subscriptions Subscription 0 45 0 45

& GDPR Dashboard

U Devops Analytics ) Auto provisioning of the Log Analytics agent should be enabled on Subscription 0 0 67 67 - -
subscriptions e

D History Dashboard

& Azure Policy Compliance 3 Deprecated accounts should be removed from subscriptions Subscription 0 0 2 2

@© Dependency

i Monitor Change Analysis 4 Deprecated accounts should be removed from your Azure resources Subscription 0 0 1 1 i al

e User can also see Recommendation & Details of each High, low, medium by clicking on its
count, as shown in figure below:

a2 Security Recommendation -

Show enfries Search

b S ity

Deprecated accounts with
10566820-0526-4852- Visual Studio Enterprise — 1d5560e0-c626-4853 owner permissions should oy
Subscription IdentityAndAccess High Not Available lot Available
©2d1-d3c307825024 Oracie2PG s 2201-03cac7525634 2 . be removed from 2

subscriptions

Degprecated accounts with

22887232-3021-40c0- Visual Studio 228872a3-2021-48c6- Gwner permissions should Not Available
Subscript IdentityAndAs High Not Availabl Juae,

b3a1-1c0c0852857 ApoDepandencyDa N 5321-10dcb852857e e Ionoess 0 b remaoved from e

subscriptions

Deprecated accounts with
5b08751-7602-4bed- Visus! Stucio Enterprise — 50508751-7802-4beC- . Gwner permissions should Nok Avsilable
Sub dentityAndA High Not Availas
83f3-028/03563705 MPN_Dynamic CRM 265 AoEiton 3372-028703553705 ity Cosooses 9 be remaved from sl

subscriptions

Deprecated accounts with
8012bd21-7a82-4135- 8b12bd21-7283-4135- owner permissions should N
! AT S I High Availabl Net Availatle
Sl Visual Studio MTC Lab Ubscription ettt dentityAndAccess Hig) il Not Available

subscriptions

Deprecated accounts with
b82b3M0a-bB42-deef-aad0- | Visual Studio Enterprise — 582630a-b842-4eef-a3c0- Gwner permissions should Not Avaitabh
Subscripti IdentityAndAce High Not Availzbl wane:
d0cb4347b 134 UnifyCloud Site e dch484Tb1a4 e Cres o be remaved from o

subscriptions

Deprecated accounts with

0fdens-Sbco-46ho-bodd- | Visus! Studio En-Landing 0%Bda5-8bc0-4560-0040- Gwner permissions should Nk Asitatia
Subscript IdenttyAncA High Not Availas

fofiac7e0R3 Zone Kosdnpon fofiac7a0ica enBtyAndAccess = be remaved from T

subscriptions

Deprecated accounts with
ec0a3304-7650-40e3- Visus! Stugio Enterprise — 20023304-7660-4020- owner permissions should
s I High 1abk Not Available
boc7-734300d06 11 vDI22 Rbscrption boc7-734300d0B1H dentiyindAoosss Hef be removed from ot femtatie

Figure: Details of Recommendation on subscription level
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11.6 Recommendations on Resource level

Here, user can see the Recommendation on Resource Level as shown in Figure below:

Figure: Recommendation on Resource level

— CloudSupervisor A o Last Update
— Azure ) S 2210512022

@ Dashboard

£ Recommendation [Re
L4 Main Dashboard

& Compliance Show\ 10 v\entnes
¢ Usage Analytics

$  Costing Analytics Policy Name Properties Type ¢
U Security Analytics
FTPS should be required in function 4
& GDPR Dashboard 1 FunctionApp 4 0 0 4 R —
apps
U Devops Analytics
) Function App should only be "
D Hi 2 FunctionAy 0 3 0 3
‘D History Dashboard accessible over HTTPS unctionApp
& Azure Policy Compliance
© Dependency Function apps should have Client
3 Certificates (Incoming client FunctionApp 0 4 0 4

# Monitor Change Analysis certificates) enabled

The user can follow the similar steps for the other Security analytics services applicable as per the subscriptions.

Security Recommendation — This represents the analytics of security for High, Medium or low impact
analysis for any subscription or service.

User can also see Recommendation & Details of each High, low, medium by clicking on its count, as
shown in figure below:

22 Security Recommendation -'
Show entries Search I |
Subscription Resource Recommendation

Subscription id ~ Name & Resource Type ¢ Resource Name @ category & Severity ¢ Policy Name ¢ s Help URL ¢
104dae78-688d- Visual Studio . data2 FTPS should be .
48d0-81d6- CloudPilot FunctionApp 8;‘;‘*15332’;7‘3: AppServices High required in Not Available Not Available
b660baalfc21 Ganesh function apps
91d9dad1-437b- \E"St“a' Sudio FTPS should be .
4480-8bae- el FunctionApp webhoohfun AppServices High required in Not Available Not Available
MPN_CloudSupe 5
6742ad97caa7 o function apps
rvisor
d0fédeb5-8bcc- Visual Studio FTPS should be :
466¢-bc49- En-Landing FunctionApp tfscriptapp AppServices High required in Not Available Not Available
f9ffac790fc3 Zone function apps
Showing 1 to 3 of 3 entries Previous ‘ 1 J Next

Figure: Details of Recommendation on Resource level
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11.7 Advisor:

e Advisor gets your security recommendations from Azure Security Centre. Security Centre will help
you monitor the security status of all your resources in a single place. It will also alert you when
you're being attacked.

£22 Advisor Security Recommendation

Advisor gets your security recommendations from Azure Security Center. Security Center will help you monitor the security status of all your resources in a single place. It
will also alert you when you're being attacked.

Showemnes Search: I:l

Desery Fecummendations
High A maximum of 3 owners should be designated for subscriptions 44
High Adaptive application controls for defining safe applications should be enabled on your machines 7
High Adaptive network hardening recommendations should be applied on interet facing virtual machines 6
High All network ports should be restricted on network security groups associated to your virtual machine 35
High Automation account variables should be encrypted 221
High Deprecated accounts should be removed from subscriptions 2
High Deprecated accounts should be removed from your AZure resources 1
High Deprecated accounts with owner permissions should be removed from subscriptions T
High Deprecated accounts with owner permissions should be removed from your AZure resources 1 I

Figure: Advisor Security Recommendation

e On clicking Recommendation count, user will get Advisor Recommendation Details as shown in figure
below:

28 Advisor Recommendation detail(s)

Recommendations
Export
=

A maximum of 3 owners should be designated for subscriptions High
N e T N N
104daeT76-688d-48d0-81d6-b660baalfc21 Visual Studio CloudPilot Ganesh Help Ur WView
2 1d5569ed-c62b-4653-92d1-d3cac7825b34 Visual Studio Enterprise — Oracle2PG 1 Help Ur WView
3 228872a3-3021-49¢9-b3a1-1cdcb852857e Visual Studic AppDependencyDB 1 Help Ur View
4 24fcd639-8e3c-469d-albb-5bbd4al10cc32 Visual Studio Enterprise — CRStorage 1 Help Ud View
5 294f981a-5e9b-4d8d-b335-d1caealb0d94 Visual Studio Enterprise — VDIS 1 Help Url View
6 2b4bB08d-64cd-44ed-913f-86b3445d70ca Visual Studio Enterprise — CloudReconStaging2 1 Help Ur View
7 31eedb60-49af-4b01-8598-b0d0f0830133 Visual Studio Enterprise — MPN 1 Help Ur View
3 44bf3818-201c-47b8-a496-f2b4b7d41eab Visual Studio Enterprise — CloudAtlas 1 Help Ur View
9 4d085e3f-Te09-48c3-abab-e13735f2f4a3 Visual Studio CloudPilot Db 1 Help Ur View
10 A4dbc3iode-2956-4¢71-8dc1-T82c96d401c1 Visual Studio Enterprise — MPN_VDI-4 1 Help Ur View

Figure: Advisor recommendation details

e On clicking “View” link in above figure user will get model pop of Subscription security data which
shows Risk and Impacted value on that selected Subscription as shown in figure below:
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22 Subscription Security Data

“ i — _

Security High 104dae78-688d-48d0-81d6-b660baalfc21 Amaximum of 3 owners should be designated for subscriptions

Figure: Subscription security data

12. GDPR Dashboard

e GDPR: General Data Protection Regulation compliance which considers data protection as a fundamental
human right of an individual, which includes “right to the protection” of their personal data. Anyone based
on EU, or anyone handling or targeting the personal data of an EU based individual must have processes,
technology, and automation to effectively protect data.

e GDPR Dashboard displays the status of services in an Azure subscription that supports GDPR. The donut chart
signifies the resource groups are compliant or non-compliant as per Azure subscription as shown in Figure -
1.0: GDPR Baseline.

e In “GDPR Resource Wise Compliance Status” section, User can get all the information of GDPR on
subscription and resource group

— @ CloudSupervisor €
= Azure

22 GDPR Dashboard >

&2 Main Dashboard

Resource Groups Detail
& Compliance

i — &
$ Costing Analytics

0 Security Analytics

e GDPR Requirement Categories By Services

O Devops Analytics Notice Data Govemance Privacy By Design Breach Respanse Data Transfer
Data Subject Rights Data Secur
e

& Azure Policy Compliance

® Dependency

) Moo Chiarig Akt GDPR Resource Group Wise Compliance/NonCompliance Status Top 5 GDPR Resource groups Wise Compliance/NonCompliance Resource
9

© Cost & Utilization 2

@ Security & Compliance
@ Cloud Service Management

# Application Migration

IR Mapping Reports

(o
Zepnin

Count

fupuapuadap
Bunouolopiod

ResourceGroup

® Compliance @ Non Compliance W Total Compliance W Totai Non Compliance

Powered by The Unifycioud P L

Figure 1.0: GDPR Baseline.
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e  Onthe GDPR Dashboard https://cloudsupervisor.cloudatlasinc.com/GDPR , click on Resource Groups under the
“Resource Groups Detail” tile to get the detailed information about resource groups, resource type, resource
name & compliance status,

22 GDPR Dashboard 7]

Resource Groups Detail

Figure: Resource Groups Detail

GDPR Resource Wise Compliance Status Page
https://cloudsupervisor.cloudatlasinc.com/GDPR/GDPRService?type=%20m2+0fvfvYWGt+wK18616sA==

appears, as shown in Figure.

= (@i =8 Y a
@ Dashboard GDPR Resource Wise Compliance Status

GDPR
& Cloud Service Service Service Resource Requirement Compliance
Management SubscriptionName Resource Group | Type Name Setting Categories GDPR Requirement | Recommended Url Status

@ Application Migration NetworkSecurity
Network Groups_Value_P Provide mechanism

Microsoft Partner Data Subject for validating identity Not Available .
- i
I Mapping Reports 1 Network_VDI 34 wvd-34 Security WVD-34-nsg roperties_Default Rights ol the roquestin) Compliance
Groups SecurityRule_Pro aata ciblost
£ Settings perties3_access s
Hetwoacsacuy Provide mechanism
Groups_Value_P
Microsoft Partner Network roperties_Default tagesiorehe —
¥ | ot Available i
2 Network_VDI 34 wvd-34 Security WVD-34-nsg SecurityRule_Pro Data Security availability and Compliance
Groups access to personal
perties3_directio
data.
n
NetworkSecurity
Provide mechanism
Network Groups_Value_P . 2 e
g | McwsorEanner wo-34 Secury | WVD-34nsg | roperties Securt = Do Subiect | forvalidating identty | ot Available Compiiance
Network_VDI 34 Rights of the requesting
Groups yRule_Properties 5
data subject.
2_access
NetworkSecurity Provide mechanism
i B Network Groups_Value_P to restore the
4 o wid-34 Security | WVD-34-nsg  roperties_Securit = DataSecurity | avaiiabilty and Not Available Compiiance
= Groups yRule_Properties access to personal
@ support 2 direction data %
Powered by The Unifycioud PutLtd | §

Figure: GDPR Resource Wise Compliance Status Page

e Click on “Export” button to export all the shown details in an excel file.

NOTE: For Compliance and non-compliance resource groups, follow the similar steps performed in Resource Groups grid

e On the GDPR Dashboard https://cloudsupervisor.cloudatlasinc.com/GDPR , click on Data Security under the
“GDPR Requirement Categories By Services” tile to get the detailed information about subscription name,
resource groups, resource type, resource name, resource setting & compliance status etc,

GDPR Reguirement Categories By Services

Notice E Data Govemnance Privacy By Design Breach Response Data Transfer
gﬁ:ﬁh&ned 262 3 350 0

Figure: GDPR Requirement Categories By Services
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GDPR Resource Wise Compliance Status Page
https://cloudsupervisor.cloudatlasinc.com/GDPR/GDPRService?type=azLMjJVh6FgYOrrld0gS9g==

appears, as shown in Figure:

— @ C"’"dsup""/’i“" - All Subscription
= AZuiré

@ Dashboard GDPR Resource Wise Compliance Status

& Security & Compliance
GDPR

& Cloud Service Resource Service Resource Requirement | GDPR Compliance

Management SubscriptionName Group Type Service Name Setting Categories Requirement Recommended Url Status

@ Application Migration NetworkSecu Provide

fityGroups_V

mechanism to
I Mapping Reports Network alue_Properti
1 WacrsoR PAiney wvd-34 Security = WVD-34-nsg es_DefautSe | DataSecuity = coorehe Not Available Compliance
£ Settings Network_VDI 34 Groups curityRule_Pr availability and
9 e access to
operiess ar ersonal data.
ection o
NetworkSecu Provide
Microsoft Partner Ncboel: ;ﬁ:r;‘:ZSEXi :'e‘::c:;n«'s: 3
wvd-: -34-1 ! Not Available
2 Network_VDI 34 wvd-34 Security WVD-34-nsg es_SecurityR Data Security availability and Compliance
Groups
ule_Propertie access to
s2_direction personal data.
V;t’:alxachl'r; Provide
b mechanism to
Microsoft Partner Virtual £ Strsgery seudonymize
3 wvd-34 WVD-34 ofile_OsDisk_ = Data Security = " v Not Available Compliance
Network_VDI 34 Machines encrypt, or
EncryptionSe
othenwise secure
ttings_enable
d personal data.

Figure: GDPR Resource Wise Compliance Status Page

e  Click on “Export” button to export all the shown details in an excel file.

NOTE: For notice, data subject rights, data governance, breach response & data transfer, follow the similar steps performed in data security
grid

GDPR Resource Group Wise Compliance/NonCompliance Status Top 5 GDPR Resource groups Wise Compliance/NonCompliance Resource
o]
8
7
6 |
IS |
27
o4
31
21
H .
ol [ |
g ® 2 g g
: s g 3
a
a 3 a
H a 2
ResourceGroup
W Compliance ® Non Compliance W Total Compliance ® Total Non Compliance

e In “GDPR Resource Group Wise Compliance/NonCompliance Status” section, User see the donut chart which
shows percentage-based data of compliance & non-compliance resources.

e In“Top 5 GDPR Resource groups Wise Compliance/NonCompliance Resource” section, user can see the bar
chart which shows top 5 GDDPR resource group wise Compliance/NonCompliance Resources.

On the GDPR Dashboard https://cloudsupervisor.cloudatlasinc.com/GDPR , In ‘GDPR Resource Group Wise Compliance
Status’ grid you get the detailed information about subscription id, GDPR Journey stage, GDPR Compliance % & GDPR
Ready.
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isor® o 0
p— Azure 220512022

@ Dashboard

GDPR Resource Group Wise Compliance Status

1+ Usage Analytics
GDPR Joumey | GDPR Requirement GDPR
$ Costing Analytics s
Subscriptionid Subs¢ Name ResourceGroup Stage Categories Resources | GDPR Compliance % Ready

U Security Analytics

&4 Main Dashboard

Show

& Compliance

Consent Data
& GDPR Dashboard | 0000683-4022-4154- | Microsoft Partner Network VDI |, wenageproioct; | Sots fi suee: | 2 _— Yes
2 ae78-67539054896f 34
U Devops Analytics Rights
‘D History Dashboard Consent,Data
y : 0dc3653e-befb-44c7- Visual Studio Enterprise : Yes
& Azure Policy Compliance 2 960e-ed3437681c68 Subscription — MPN_VDI32 Lo Meanage Froiect ilegcr:g'ym‘a et || 2 L
© Dependency
A Monitor Change Analysis 104dae78-6880-4800- -
El 4106 boatoasticsi Visual Studio CloudPilot Ganesh  dependenctrg ManageProtect  Data Security 1 [So0% ]
€ Cost & Utilization \oddanre 560 4800 Consent Data .
L 4 Soiuiogd Visual Studio CloudPilot Ganesh  linuxredhatvm-r Manage,Protect Security Data Subject 2 es
& Security & Compliance 81d6-b660baa0fc21 = . ngmsw ' =
& Cloud Service
104dae78-6880-4840- ; No
Management 5 2106-b56003a01C21 Visual Studio CloudPilot Ganesh portfolionewrg Manage Data Security 1 [ 100% ]
@ Application Migration 104dae78-6884-48d0-
5 - Visual Studio CloudPilot Ganesh  uc-rg-gepcloudpilot Manage,Protect  Data Security 1 No
81d6-b660baalic21
I Mapping Reports
| 100% |

Consent,Data
k4 7 ;ggf.e:;;sg;;ﬁ? g::;g;ugm Enistprisa ucoraclerg Manage Protect Security,Data Subject 2 Yes
@ Support Rights

Figure: GDPR Resource Wise Compliance Status

e  Click on “Export” button to export all the shown details in an excel file.

13. History Dashboard

e The details of changes in Azure resources can be generated as per the Resource Type,
Location, Settings under Resource Type, and Over Time Change.

oF =
o Dashbosid 82 History Dashboard )
= Main Dashboard
W Compliance MDD YYY MM/DDIYYYY View Report
|2 Usage Analytics
$ Costing Analytics 5 History Detail(s) for last 7 days
O Security Analytics
& GDPR Dashboard
© Devops Analytics &‘ ® ﬁ o
D History Dashboard
W Azure Policy Compliance
S 157 20 30 975
# Monitor Change Analysis
WRITE | IPDATE | DELETE | i OTHER TOTAL
Cost & Utilization i i i
Security & Compliance
- @ Changes By Resource Type © £ Changes By Resource Group Wise
Cloud Service Management
Application Migration Resourct E Resource . =
ne e o s Write Delate Other Update Total
Mapping Reports
r—— folafasion | g 0 0 0 8 cloud-
ments shell-
@ Support torage- 0 o 6 0 6
idia disks 12 6 0 0 18 S
centralindi
images 2 0 0 0 2 o)
cloud-
virtualMac
6 4 -
hines 8 127 0 141 shell 0 0 a 0 a
storage-
extensions 9 0 0 0 9 eastus
virtualMac eloadpiot=| oy 0 a 0 a
hineScaleS 4 2 4 0 10 - £8 .
55 Changes Over Time
400
350
300
250
f
3 200 = Delete
8 = Wiite
150 = Update
= Other
100
o -
o . . . . y —_— Y
&5 o e 20
Date
N
Powered by The Unifyeloud Pyt Ltd

Figure: History Dashboard
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o These details can be filtered out between the dates with the help of filters as shown in Figure below:

28 History Dashboard

LB MIM/DDIYYYY View Report

e On “History Details for last 7 days” User can see the number of changes has made in resources within
last seven days.

22 History Detail(s) for last 7 days
Y )
& @ X ~ +

30 768 975

| DELETE | | OTHERS |

e Click on WRITE Count under “History Details for last 7 days” to see the detailed information about all
changes.

On Write Action Details Page

https://cloudsupervisor.cloudatlasinc.com/HistoryDetails/HistoryDetailPage?Type=wMbMTDLCx
KyST8{%2FdayK4g%3D%3D

appears, as shown in Figure:

— CloudSupervisor ® S = -
— Azure s Service Name.

@ Dashboard 22 Write Action Details
2 Main Dashboard
& Compliance S.No. SubscriptionlD SubscriptionNam ResourceGroupN OperationName Operation Updated Date Event Data Id Status Value
1o Usage Analytics e s
$ Costing Analytics - b2c26b0c-6584-46e1-  Visual Studio defaultresourcegroup- ""‘S‘gsfs“/v"l:r‘zg’:;a/:: Wi 511712022 11:47:02 Sggf:j; ?342' Stiad
O Security Analytics 893a-9093406afa5e Supervisor eus nkedServiceswrite AM 44d3bddbefsT
& GDPR Dashboard
microsoft.
© Devops Analytics b2c26b0c-6584-46e1- | Visual Studio ; ’ 5712022 11:17:03 | tedfg1fa-0b5t-4c15-
2 893a-0093406afase | Supervisor eus neighishricpacesl | \Wite AM oarogtesaziacag | SUcceeded
"D History Dashboard nkedServiceshwrite
& Azure Policy Compliance microsoft.operationali
d7a78ac1-c8b0-4ab5- | Microsoft Azure defaullresourcegroup- ) feb8c2ea-2520-4932-
3 nsightsiworkspaces/i | Wiite 51712022 8:11:25 P Started
© Dependency a04c707M5246022 | Sponsorship eus e || : b1b1-367067c350c4
nkedServiceshwrite
i Monitor Change Analysis
microsoft.
d7a78ac1-c8b0-4ab5- = Microsoft Azure 7 " 15fa3a6d-0b0d-4d05-
@ Cost & Utilization 4 kil i - nsightsiworkspaces/i | Wite STRO2E26PM | oo rtas | Succeeded
nkedServicesiwite
8 Seaurity & ConpEIE microsoft 98920048-4302
i  430-
e 5 “727?72?"‘;82‘;:;2"5 ’:‘”ﬁm :Iz“'e o nsightshworkspaces/i  Write 5/17/20228:11:26 PM | 4656-b317- Started
" X aedc o el = nkedServiceshite 005ad812¢430
anagement
microsoft. operationali
@ Application Migration d7a78ac1-c8b0-4ab5- | Microsoft Azure defaullresourcegroup- . ) 744c1166-1205-4004-
8 ae4c707M5a46022 | Sponsorship weu :if:;se’\r’fﬁm‘:‘e:/" ke STR0228112TPM | ogre corgbstgenze | SUcceeded
I Mapping Reports
d7a78ac1-c8b0-4abS- | Microsoft Azure mecrosot 7ebi6d07-5240-466%-
Wi 7
7 S e | e i nsightstworkspacesfii | Wite snrozgr27em | PETTOSEON | stared
nkedServiceshwite -
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Figure: Write Action Details
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e  Click on “Export” button to export all the shown details in an excel file.

NOTE: For update, delete, others & total, follow the similar steps performed in “write”

e Changes by Resource Type & Changes By resource Group Wise, tables show the changes made within
resources and resource groups. Both, changes made within resource and changes made within
resource groups, are listed in two individual Grid below.

@ Changes By Resource Type £ Changes By Resource Group Wise
Resource Resource
mm Update -“
roleAssign Coud.
ments )
disks 12 [ 0 0 18 storage- 0 0 5 0 5
centralindi
images 2 0 0 0 2 @
cloud-
virtualMac
hines 3 [ 127 i] 11 shell- 0 0 4 0 4
storage-
extensions 9 0 0 0 9 eastus
virtualMac cloudpilot- 0 T : 0 .
hineScale 4 2 4 0 10 ca

e In, “Changes over Time” bar chart, user can see the total changes which have been made in
resources during a specific period of time. Write, delete, update & other changes are shown here.

£22 Changes Over Time

400 -
350
300
250 4
I=
2 2004 B Delete
0] u Write
150 4 B Update
B Other
100
50
i r . !
g Gz S/??

Date

Figure: Changes Over time
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14. Azure Policy Compliance

& Msin Dashboard
& Compiiznce S
le2 Usage Analytics

$ Costing Anaiytics Total poficies
© Securty Angiytics
& GDPR Dashboard
U Devops Anslytics

Compliance Policies

[R—— n
Not-Registred Policies “
[E—— “

Policy List

D History Dashboard
& Azure Policy Compiance
@ Depandency

A Monitor Change Analysis

@ Cost & Utilization

@ Coud Servi gement

 Application Migration

1B Mapping Reports

© Settings

No. OF (:ampim
Subscripionid and Name Policy Description Effect Type Resources

[Prevew] Vuinerabity Assessment
should be ensbied on Virual
Macnines

31220860-493%-4601-8505-
b0d0f0830133 Visual Studio Enterprise
ey

[Preview] Vuinersbilty Assessment
should be enstied en Virual
Machines

UnifyCloud”

683 [}
Non compiiant Resource

82 Compliance/NonCompliance Azure policies

Search:

sudtifnotexsts

Moritors ineratities detected by Azure Security Canter Vuinesability Assessment on Vinusl Machines

Moritors vuineratities detected by Azure Security Center Vuinesabiliy Assessment on Vinusl Machines avstiinotexsts | 1

Figure: Azure Policy Dashboard

e Azure Policy helps you manage and prevent IT issues with policy definitions that enforce
rules and effects for your resources

e On this dashboard user can get its all the azure policy information’s like Policy on
Subscription Level, Non-compliant Resource, and Compliant Resource, Conflict Resources,
Total policies, Compliance policies, Non-Compliance policies shown in Figure 3.0: Azure

Policy Dashboard.

e If User wants to keep Policy list for their internal records, user can always export it to a XLS

file.

e Azure resource is determined to be non-compliant to a policy rule, it's helpful to
understand which portion of the rule the resource isn't compliant with.

Azure Policy Detail

2292

Total policies

1. Azure Policy Detail:

Data Processed Date - 23/05/2022

683 0

Non compliant Resource Blug Print

e In above block, we show Total Azure defined Total policies and Non-Compliant

Resource, BluePrint.

e Also, we show Total Azure defined (Compliant+ Non-Compliant) policies as shown in
figure: Total Policy List below:
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— @ = All Subscription Senvice Name pupwa :2 & Q

@ Dashboard

€ Cost & Utilization

UnifyCloud”

a2 Total Policy List

&
& Security & Complianca
& Cloud Service Management

I Mapping Reports

[Preview] Vulnerability

PO Compliance
pplication Migration policysubscriptionid policyName Effect Type Policy Description e

i 5016417 -f7e7-4cdb- Assessment should be . N Monitors vulnerabilities detected by Azure Security Center Vulnerabilit -
! 868c-4190fdad3acs enabled on Virtual audiinotesiss o Vil Machines v ’ noncompliznt
Machines
[Preview] Vulnerability
2 501541f7-fTe7-4cdb- Assessment should be auditiinotexists Manitors vulnerabilities detected by Azure Security Center Vulnerability noncompliant
868c-4190fdad3acs enabled on Virtual Assessment on Virtual Machines
Machines.

[Preview] Vulnerabilty

5 501541f7-ffe7-4cdb- Assessment should be ditifnotexist Monitors vulnerabilities detected by Azure Security Center Vulnerability Jiant
868c-4190fdad3ac9 enabled on Virtual auditinotexists Assessment on Virtual Machines noncompliant
Machines.

[Preview] Vulnerability

4 5016417 -f7e7-4cdb- Assessment should be auditifnotexists Monitors vulnerabilities detected by Azure Security Center Vulnerability noncompliant
868c-4190fdad3ac9 enabled on Virtual Assessment on Virtual Machines P
Machines

Figure: Total Policy List

MNon-compliance Policies 721

Compliance i 1569

Conflict Policies

_I
Exempt Policies 2
_Z

Mot-Registered Policies

MNot-Started Policies 0

Figure: Policy Category

2. Policy Category:

Azure policy are defined in following categories:

Non- compliance Policies: when resource doesn’t meet the criteria of “Reason for
Non-compliance”.

Compliance policies: when resource does meet the criteria of “Reason for Non-
compliance”.

Conflict policies: Two or more policy definitions exist with conflicting rules. For
example, two definitions append the same tag with different values.

Exempt policies: The resource is in scope of an assignment but has a defined
exemption.

Not registered policies: The Azure Policy Resource Provider hasn't been registered or
the account logged in doesn't have permission to read compliance data.

Not started policies: The evaluation cycle hasn't started for the policy or resource.
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28 Non-compliance Policies List

Show [10_v] entries Search: |

Compliance
SubscriptioniD Effect Type state

00c00683-d022-4154-ae78- < o : 3 523 : S
1 7539054896f [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant

0dc3653e-befb-44c7-960e- s oo 5 & s : 2
2 ed343768168 [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant

3 gggg;zzggfd-wdo-swe. [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant

1d5569ed-c62b-4853-92d1- ; - ; . . : ;
4 d3cac7825b34 [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant

1faae611-8530-436e-aafd-

5 0930608d230b [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant
228872a3-3021-49¢9-b3al- . . ) . - : "

6 1edcbB52857e [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant

7 dp020400- 0729400038 [Preview] Vulnerability Assessment should be enabled on Virtual Machines auditifnotexists noncompliant

6cdc19861c6

Figure: Non Compliance Policies

e On clicking Non-Compliance Policy button in Figure: Policy Category, user will get grid shown as
above, which showing policy details. Policy subscription id with compliance status.

e On clicking Compliance Policy button in Figure: Policy Category, user will get grid shown as below,
which showing policy details. Policy subscription id with compliance status.

22 Compliance Policies List

Show[10 v |entries Search: I
Compliance
policysubscriptionid policyName Effect Type Policy Description state

[Preview] Vulnerability

1 5015417-fTe7-4cd6- Assessment should be auditifotexists Monitors vulnerabilities detected by Azure Security Center Vulnerability comiipliiL
868c-4190fdad3ac9 enabled on Virtual Assessment on Virtual Machines
Machines
[Preview] Vulnerability
2 501541f7-fTe7-4cd6- Assessment should be auditifnotexists Monitors vulnerabilities detected by Azure Security Center Vulnerability Sl
866c-4190fdad3ac9 enabled on Virtual Assessment on Virtual Machines
Machines
iBroviowi b Eorwariing Enal:)ling IP forwarding on a virtual ma'chir?es NIC allows t.he machine to .
3 bd352bd5-2853-4985- A o —" aiiiiGEEIs receive traffic addressed to other destinations. IP forwarding is rarely required o
bf0d-73806b4a5744 2 (e.g.. when using the VM as a network virtual appliance), and therefore, this
should be disabled ; ;
should be reviewed by the network security team
[Preview]: IP Forwarding Enabling IP forwarding on a virtual machines NIC allows the machine to
bd352bd5-2853-4985- } i o . receive traffic addressed to other destinations. IP forwarding is rarely required ’
4 on your virtual machine auditifnotexists compliant

bf0d-73806b4a5744 (e.g., when using the VM as a network virtual appliance), and therefore, this

hould be disabl
s b ieatlex) should be reviewed by the network security team.

Figure: Compliance Policies
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28 Compliance/NonCompliance Azure policies

= Non-CompliancePolicies ® CompliancePolicies m Confli
B ExempiPolicies B Not-Registered Policies Not-Started
ExemptPolicies :
0.09 % |

__Non-C

smpliancePolicies
6546 %

3. Compliance/Non-Compliance Azure policies:
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2% Non Compliant Resource

m Non-ComplianceResources m ComplianceResources

plianceResources _ R,
21.31% N
N
h
%
i)
'\i
}
/,l‘
2 y
.;-/, MNon-ComplianceRe
<& 78.69 %
5 »

e In above donut chart, we show compliance /Non- compliance Policies in Percentage.

4. Compliance/Non-Compliance Resource:

® Non-Compliant Resource and Compliant Resource in Percentage.

°

Search: I I

Policy List

Show |10 | entries

Subscriptionid and No. Of
L ET Policy Name Policy Description Effect Type Resources Compliance state

00c00683-d022-4154- {/purli‘;'f;;]“i
ae78-e7539054896f ty Monitors vulnerabilities detected by Azure Security G = -
1 2 Assessment should = N 7 auditifnotexists 1
Microsoft Partner Center Vulnerability Assessment on Virtual Machines
Network VDI 34 be enabled on
eware Virtual Machines
0dc3653e-befb-44c7- [Preview]
9609~ed34?7681c68 Valnerability Monitors vulnerabilities detected by Azure Security o = -
2 Visual Studio Assessment should e 2 s auditifnotexists 1
2 ¢z Center Vulnerability Assessment on Virtual Machines
Enterprise Subscription be enabled on
— MPN_VDI32 Virtual Machines
104dae78-688d-48d0- {f’ rle"'e"l')].r
81d6-b660baalfc21 (dncrabliity Monitors vulnerabilities detected by Azure Security o < "
3 z Assessment should % < = auditifnotexists 1 noncompliant
Visual Studio Center Vulnerability Assessment on Virtual Machines
CloudPilot Ganesh Derenaniedion
Virtual Machines
1d5569ed-c62b-4853- [Preview]
92d1-d3l:ac.7825b34 Vieierabllity Monitors vulnerabilities detected by Azure Security e . -
4 Visual Studio Assessment should =3 : < auditifnotexists 1
¥ Center Vulnerability Assessment on Virtual Machines
Enterprise — be enabled on

Figure: Policy List

5. Policy list:

e Here we show, Policy Name, Policy description and no. of Resources Comes under
that particular Policy in details and we also mention their Compliance state.

e In Effect Type field, these effects are currently supported in a policy definition:

» Append: Append is used to add additional fields to the requested resource
during creation or update. A common example is specifying allowed IPs for a

storage resource.
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» Audit: Audit is used to create a warning event in the activity log when
evaluating a non-compliant resource, but it doesn't stop the request.

» AuditlfNotExists: AuditlfNotExists enables auditing of resources related to the
resource that matches the if condition, but don't have the properties specified
in the details of the then condition.

» Deny: Deny is used to prevent a resource request that doesn't match defined
standards through a policy definition and fails the request.

> DeploylfNotExists: Similar to AuditlfNotExists, a DeploylfNotExists policy
definition executes a template deployment when the condition is met

» Disabled: This effect is useful for testing situations or for when the policy
definition has parameterized the effect.

» Modify: Modify is used to add, update, or remove properties or tags on a
resource during creation or update.

58 Policy Resource Details

Show [10_v|entries ssarch: |
e WVD-34 virtualMachines wvd-34 eastus MonCompliant

ae78-e7539054896f

Showing 1 to 1 of 1 entries Previous Mext

Figure: Policy Resource Details

e On Clicking No. of Resource Link in figure: Policy List, user will get above grid as shown in
above figure: Policy Resource details, which showing Resource Details like Resource group,
Resource Name , Location, Is compliance , Resource Type and their subscription id.

6. BluePrint
BluePrint On Subscription Level

Show[10 | entries Search: |
No. Of
SubscriptionlD BluePrint Name Compliance Name Policy Description Policies
605729a6-e1d5-474e-bad4- IS0 27001: Shared Deploys and configures Azure infrastructure and policies
5523%e4b0bf2 My ThirdBlueprintss Services mapped to specific SO controls
2 605729a6-21d5-474e-badd- MySecondBlueprintdd IS0 27001 Assigns policies to address specific ISO 27001:2013 controls 12

55239e4b0bf2

L4

Showing 1 to 2 of 2 enfries Previous Next

Figure: BluePrint on Subscription level

e Above Figure: BluePrint on Subscription level shows No. of Policies on the blueprint.
e An Azure Blueprint is a package for creating specific sets of standards and requirements that
govern the implementation of Azure services, security, and design.

e Toread or view a blueprint in Azure portal, your account must have read access to the scope
where the blueprint definition is located.
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Compliance Name

UnifyCloud”

Below Figure: Assigned Policy List, shows Policies which are assigned to that particular
Compliance standard.

I1SO 27001: Shared Services

Assigned Policy List

Show entries

BluePrints Name

My ThirdBlueprint9s

Export

Search: |

“ Assigned Policy

1

2

3

Optional: List of VM images that have supported Linux OS to add to scope (Policy: [Preview]: Deploy Log Analytics Agent for Linux VMs)

Optional: List of VM images that have supported Windows OS to add to scope {Policy: [Preview]: Deploy Log Analytics Agent for Windows VMs)

Optional: List of VM images that have supported Windows OS to add to scope (Policy: [Preview]: Deploy Log Analytics Agent for Windows VM Scale Sets (VMSS))

Optional: List of VM images that have supporied Linux OS to add to scope (Policy: [Preview]: Deploy Log Analytics Agent for Linux VM Scale Sets (VMSS))

Resource types to audit diagnostic logs (Policy: Blueprint inftiative for 1ISO 27001)

Allowed locations (Pelicy: Blueprint initiative for ISO 27001)

Allowed storage SKUs (Policy: Blueprint initiative for IS0 27001)

Allowed virtual machine SKUs (Policy: Blueprint initiative for ISO 27001)

Organization name (e.g. Contose). must be unigue

15. Dependency

Figure: Assigned Policy List

Dependency Dashboard Provides visibility into resource dependency like Virtual machine,

and virtual network etc. as shown in Figure 4.0 & 4.1: Dependency Dashboard.

@ Virtual Network Dependency

VNet Dependency

WvD-34

M Dependency

| Resource Name |
WVD-34 00c00683-d022-4154-3e78-e75390543961
Defaun
wvd-3472
=
WWWD-34-nsg
o

Figure 4.0: Dependency Dashboard.
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& Virtual Network Dependency

VNet Dependency VM Dependency
WWVDVnet-34 wWvD-34 00c00683-d022-4154-3e78-e7539054396f

Network Interfaces (1) wvd-3472

Oms

o}
0
W
&
W

WWDWne:-34

Figure 4.1: Dependency Dashboard.

16. Monitor Changes Analysis

e Monitor Change Analysis Dashboard helps user to get the information about changes, the
changes which have done on subscription level, Resource level and services level.

o In figure: changes by resource and service type, user can monitor changes that have done
on resource and Resource type level in column chart and stack bar chart respectively.

28 Monitor Change Analysis

£22 Top 10 Resource by Change Type £ Top 10 Changes By Service Type
4000 - 16000
3500 4 @ 14000
g) 12000
% 3000 4 @ 10000
) c
C 2500 O 8000
g 2000 ]
o o 4000
O 1500 4 N Insert Z 2000 Insert
o B updates 0 B Update
Z 1000 4 M Remove  Delete
500 & ; 90 &
q\ o @“ a“b" J’Gd ?@Q\b @“‘ip@‘“p -
0- w® 5@‘4\ LS 55,0\'O o i o
% ta o £
@Q..-Fw - &Q.- o “\&6 - H‘q;%-”'&'»tﬁ}'; &h_.-g@_.- e 00@ RSl S v Y
o P
F T T gt O F @ o o
Service Name Service Type

Figure: Changes by resource and Service Type
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e In figure: Change trend, user can use given filter on upper right corner to see last 7- or 14-days
changes.

22 Change Trend --Select Recent Days-- v

700

600 570

542
505 514 500 492 e
500 448
427
390
400
300 -
229
199
11 5

200 /
o 112
100 - O_/é 1

0

No.of Changes

o 2 5 ) Q‘T’l’ AB Al & AD AD ‘1‘\& CY\'B o AL e AN o A0 ‘TQ o® 5 Q’\ 6«06 "‘Q‘_) ok oy o o5 oL

AD
KNSR 9 P PEA RS\ IR\ s 00
Q')_'L 017. QL’L Q;,’I. 0'?—2 ,L(\qf). 107_1 (\’ﬂ 07]. oo ,L(\q_l Q'y. gfﬂ er’l 01’?. Qﬂ Qrﬂ. Qq,l Qfﬂ Qﬂ Q)_'L
Change Detection Date

Figure: Change Trend

e If User wants to keep changes list for their internal records, user can always export it to a XLS
file.

e On Change Analysis Details section first we monitor the changes on subscription level, as
shown in Figure 5.0 Monitor Change Analysis.

22 Change Analysis Details
m Subscriptionld Subscription Name No. of Changes

d7a78ac1-cBb0-4ab5-aedc-707fi5ad6022 Microsoft Azure Sponsorship 5672
2 00c00683-d022-4154-ae78-e7535054896f Microscft Partner Network_VDI 34 75 B
3 f80d4bc3-8dal-45c8-b05a-d425c851285a Microscft Partner Network_VDI35 50 E
4 59a27a27-bcb9-dcef-ad28-20552b28f497 Pay-As-You-Go 144 E
5 97311064-722a-41e7-b769-45ad4a112825¢c Visual Studio AppDependency Data 1120 B
6 228872a3-3021-49c9-b3a1-1cdch852857e Visual Studic AppDependencyDB 374 E
7 c3fchb234-6362-4a63-80d7-21a7faf9fe46 Visual Studio CloudPilot Australia 475 B
8 4d085e3f-7e09-48c3-abab-e1373512f4a3 Visual Studio CloudPilot Db 205 B

Figure 5.0 Monitor Change Analysis
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After clicking on “View”, user can get all the details of changes like date on which changes

have done and type of changes, as shown in Figure 5.1 Monitor Change Analysis.

22 Change Analysis Details

@ Export

m Subscriptionid Subscription Name No. of Changes

d7a78act-c8bl-4ab5-aedc- 7075246022

2 00c00533-d022-4154-ae78-275390548961

Category Resource Service Service Change Change Property Changes
Group Type Name Time (UTC) Type Name beforeValue

1 Compute wvd-34
2 Compute wvd-34
3 Compute wvd-34
4 Compute wvd-34

Microsoft Azure Sponsorship

Microsoft Partner Network_VDI 34

Virtual Machi WVD-34 20220114 Updat
irtual Machines - 19:00:07 pdate
: 2022-01-14
Virtual Machines | WVD-34 o tn0r Update
2022-01-14
Virtual Machines | WVD-34 Update
19-00:07
Virtual Machi WVD-34 20220113 Updat
irntual Machines - 14:56:51 pdate

17. Cost & Utilization

17.1 Virtual Machine utilization

Figure 5.1 Monitor Change Analysis

extended.instan
ceView.compute
rhame

extended.instan
ceView osName

extended.instan
ceView.osVersio
n

extended.instan
ceView.compute
riame

5672
78 =]
hanges
afterValue
-
N/A WVD-34
Windows 10
NIA Enterprise for
Virtual Desktops
Windows:Windo
ws 10 Enterprise
N/A for Virtual
Deskiops-
10.0.19041.1415
WVD-34 N/A

This dashboard displays the consumption of virtual machines by various services, including average, minimum, and

maximum utilisation. It also delivers useful recommendations based on per-hour utilization assessments.

@ Dashboard

t & Utilization

Virtual Machine Utilization

£ 50L Azure Utilization

Ll Other Services Utilization

@ Cost Forecast

& Performance Data

& RI & Hybrid Recommendation
B Azure Stack Invoice

@ Orphan Resources

Ll Variation Analysis

& App Service Plan Utilization

gendation
@ support

LY

Cpu
Subscription | Resource Group Utilization(%)
Microsoft
Azure
Sponsorship
(d7a78aci-
©Bb0-4ab5-
aede-
707f5a46022)

hongkongeas!_asia  cloudreconea eastasia 530

Microsoft
Azure
Sponsorship
(d7a78act-
c8b0-4ab5-
asdc-
707{5a46022)

cloudreconglobal cloudreconuae eastasia 360 22.09

Microsoft

Azure

Sponsorship

(d7a78ac1- cl

eastis 000 n

Shawing 1

fo 10 of 67 entries

Fig - Virtual Machine Utilization

Last Update
02/15/2023

Momory
utilization(’)

Previous 1

2 &

Standard
(B2ms (2
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GB))

Standard
(E25_v3
@
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GB))

Standard
(D25 v3
”

2 3 4

isrmuc@unifycloud.com Q

Recommended P|
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189.07
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5 6 7 Next
Powered by The Unifycloud Pvi Lid
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—_— CloudSupervisor® = o S N Last Update o
— All Subscriptio Service Name
@ P 0211912023 z ‘ isrmuc@unifycioud.com Q

Azure

DTU's
Utilization
(%)

Cost Recommendation
Saving($) | (If Any)

Utiitzation
Trend

Recommended
SQL Tier

Recommended
Tier Price($)

Storage
(68)

@ Dashboard

Region SQL Tier

@€ Cost & Utilization

(s2(50

souhcontalus | 0011040 | 250 DTUs20 7361 oS0 447 5889 v oownsio | | [
Virtual Machine Utilization GB )
) Storage)
£ 5QL Azure Utiization il
41 Other Services Utilization Paso
(Basic(5
@ Cost Forecast southcentralus 2 DTUs2 490 000 0.00 NoChange m
GB
& Performance Data Storage))
® RI & Hybrid Recommendation s
) (Basic(5
Azure Stack |
BlAaxe ek ke southcentralus 2 DTUs2 490 0.00 000 NoChange m
© Orphan Resources )
Storage))
Ll Variation Analysis
Basic
£ App Service Plan Utilization -
-, pendation Showing 1 to 10 of 71 entries Pevious |1 | 2 3 4 5 8 Next
Support
o = Powered by The Unifycloud PYLLIG

Fig - Virtual Machine Utilization

Click on the view icon in the required subscription grid that would provide you the utilization trend of every single day.

Azure Virtual Machine Per Hour Utilization of a Day
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CPU Utilization_avg Memory Utilization_avg % CPU Utilization_max -+ Memory Utilization_max <% CPU Utilization_min - Memory Utilization_min

Fig - Virtual Machine Utilization - View

This dashboard provides the exact per hour utilization of Azure virtual machines.

=2 Azure Virtual Machine Per Hour Utilization of a Day
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@ Support

Fig - Virtual Machine Utilization - View

17.1.1 Utilisation trend on Per Hour usage of last 30 Days

This dashboard displays the CPU and memory consumption of several services over the last 30 days, with a
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per hour refresh rate. It provides precise statistics on the CPU utilisation average, minimum and maximum of
various subscriptions. It also provides detailed information on the Memory utilisation max and min values, as

Last Updals 0
011812023 2 &

isrmuc@unifycloud.com Q

CoEsmits) 82 Utilization trend on Per Hour usage of last 30 Days & All Service Name v

99.02 =
100
. — g 93.07 X A 9302 4
[3) virtual Machine Utilization o A Y 9283 ~312 92k
2 QL Azure Utiization 80 \
@ Cost Forecast g " \
5 0 \
18 Performance Data E so \ 456 0 @55 a2
= 38.79 39.78 39.45 39.36 3818, 38.24  39.91 39.78 £ -
@ RI & Hybrid Recommendation A0 B—m3165 N Erd |
3 oo 2607\ 387% 26.00 26.02
jlfioRestackIvoice 20 1588 1697  17.76 1647 1sas | 1578 1758 1785 1977 e 1BST oo
983-0.75 10:835 %3077 P {',} 9.87 §/83'.57-991 . 1041 5 0o 63 1166 5%0.9.23 9.1210.48950 557 944

L Variation Analysis

& Orphan Resources 0 Mm{

» 0 & o - & ~ . ®
. o A\ v N R NUEN R AR S i SR
E2 App Service Plan Utilization \ D ~
Date(Month/date)
& Compliance CPU Utilization_avg -+ Memory Utilization_avg CPU Utilization_max & Memary Utilization_max
=% CPU Utilization_min -+ Memory Utilization_min
@ Cloud Service Management n

Fig - Utilisation trend on Per Hour usage of last 30 Days

17.1.1.1 CPU Utilization Avg

When you click on the CPU Utilization Avg, you will be directed to the CPU Utilization trend of several services on the
specified dates.

— CloudSupervisor ® AR Gibiadetin aax g Last Update 0
— @ Azure sl it 01119/2023 2k

@ Dashboard

@ Cost & Utilization

Virtual Machine Utilization

isrmuc@unifycloud.com m

All Service Name

£ sQL Azure Utilization
@ Cost Forecast

| Performance Data

® RI & Hybrid Recommendation

[@ Azure Stack Invoice 20 "isi8 1697 1776 _ 1647 1545 1576 1754 1285 1977 168 1851
s 10.8: == Al RS

2 . >l 1554
& s A e 923 9.2 e
& Orphan Resources 0 AL $23:9.15
Lt Variation Analysis < 8 P 7
v i ¢ R S IR
3 O NAUENUEN N

== App Service Plan Utilization
Date(Month/date)

& Security & Compliance #- CPU Utilization_avg -+ Memory Utilization_avg #- CPU Utilization_max # Memory Utilization_max
e~ Memory Utilization_min

& Cloud Service Management n
- Powored by The Unifycioud PV TTd

Fig - CPU Utilisation Avg

17.1.1.2 CPU Utilization Max

When you click the button, you will be redirected to a graph displaying the maximum CPU consumption of various services
on the respective days.

130



UnifyCloud”

CloudSupervisor ®
—_— Azure

Last Update o 0
01/19/2023 n’n ‘ istmuc@unifycioud.com @

@ Dastiboard 22 Utilization trend on Per Hour usage of last 30 Days & Al Service Name

@ Cost & Utilization 16
100

[@ virtual Machine Utilization

& SQL Azure Utilization 80

@ Cost Forecast

|&a Performance Data

44.56 44.55
,, 3824, 3991 3978 __a—u i22 Pt g

® Ri & Hybrid Recommendation g ~—n = = N —"—_ p— \ 4

36 “25.70 287 26.00
B Azure Stack Invoice ; B
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Il Variation Analysis N » o LT S, N > VO

2 e ~ ™ > S > ) \ N N N N N
£ App Service Plan Utilization
Date(Month/date)

@ Security & Compliance - CPU Utilization_avg -+ Memory Utilization_avg = CPU Utilization_max -+ Memory Utilization_max

. =+ CPU Utilization_min -8~ Memory Utilization_min

@ Cloud Senvice Management n
Powered by The Unifycio YT

Fig - CPU Utilisation Max

17.1.1..3 CPU Utilization Min

Click on the icon, it will provide the minimum CPU utilization of various services.

CloudSupervisor ®
Azure

a 0
L;:}:;Zd‘;; z ‘ isrmuc@unifycloud.com 0

@ Dashboard 82 Utilization trend on Per Hour usage of last 30 Days & All Service Name

@ Cost & Utilization 1o —
100 =

Virtual Machine Utilization

€ QL Azure Utilization 80
@ Cost Forecast

|8 Performance Data

@ RI & Hybrid Recommendation

[ Azure Stack Invoice

@ Orphan Resources iy 876 883 8,67 99! 809483 , 1186 _ 920 1048950 561 9.44

Ll Variation Analysis

=5 App Service Plan Utilization

Date(Month /date)

& Security & Compliance #- CPU Utilization_avg ~+ Memory Utilization_avg % CPU Utilization_max - Memory Utilization_max
=¥ CPU Utilization_min -8~ Memory Utilization_min

& Cloud Service Management n
Powared by The Unifycioud PTG

Fig - CPU Utilisation Min

17.1.1.4 Memory Utilization Avg

Clicking the Memory Utilization Avg icon will display an accurate graph of the average memory utilised by each service. It
also includes the percentage of utilisation and the date.
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— @ CloudSupervisor®
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Fig - Memory Utilization Avg

17.1.1.5 Memory Utilization Max

When the icon is clicked, a graph displaying the maximum memory use for each service is displayed.

— CloudSupervisor ® N Last Update ® ‘0
— Azure 0119/2023 ad
@ Dashboard
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& Cloud Service Management n
- Powered by The Unifycioud Pvi L1d

Fig - Memory Utilization Max

17.1.1.6 Memory Utlization Min

Click on the Memory utilization_min icon, It will redirect you to the details of minimal memory utilization of various services.
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— CloudSupervisor ® m Last Update i 2 ‘ )
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@ Dashboard 82 Utilization trend on Per Hour usage of last 30 Days All Service Name 5

@ Cost & Utilization 110

100
Virtual Machine Utilization

£ 5Ql Azure Utilization
@ Cost Forecast

& Performance Data

Utilization(%)

® RI & Hybrid Recommendation

[ Azure Stack Invoice

& Orphan Resources [ > < Ng_4.55 4.53 635 S-HK\

(s Variation Analysis

AR I AR I I R OISR JIPAC AP R

2= App Senvice Plan Utilization

Date(Month/date;

& Security & Compliance #- CPU Utilization_avg -+ Memory Utilization_avg CPU Utilization_max -+ Memory Utilization_max
=% CPU Utllization_min -8 Memory Utilization_min

& Cloud Service Management n
v Powored by The Unifycioud PVLLID

Fig - Memory Utilization Min

17.2 SQL Azure Utilization

Step: -1 On the sQL Utilization Details Dashboard
https://cloudsupervisor.cloudatlasinc.com/CostAndUtilization/SQLUtilizationDetails, in the left panel, click on
the SQL Azure Utilization link as shown in Figure Cost and Utilization link.

SQL Utilization Dashboard, Shows Recommendation based on last 30 days usage.

SQL Azure Utilization page
https://cloudsupervisor.cloudatlasinc.com/CostAndUtilization/SQLUtilizationDetails appears,
as shown in Figure: SQL Azure Utilization.

The user can sort out the fields as shown in Figure: SQL Azure Utilization, for the following
fields:

+ Subscription Name

- Resource Group

- DB Name

- Region

+ SQL Tier

« Price

« DTU’s Utilization

+ Used Storage

« Recommended SQL Tier
+ Recommended Tier Price
« Resizing Cost

« Recommendation (if any)
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& Security & Compliance

& Cloud Service Management
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5

Step: -3

@ support
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Figure: Azure SQL UTLIZATION

23 SQL Azure Utilization (Recommendations are based on the usage observation of last 30 days)

S.No | Subscription DB Name Region DTU's Storage | SQL Tier Price | Recommended | Recommended | Cost Recommendation Utilization i
Utilization | (GB) ($) SQL Tier Tier Price($) Saving($) | (fAny) Trend
(%)
Visual Studio Enterprise - Basic
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Powered by The Unifycloud PvLLtd

Step:-2 Click on “View” button to show Last 30 days Usage trends

Recommended Recommended Caost

SO Tier Tier Price(§) Saving(F)

Standard({S1(20 CE 4520

DTuUs)) ’ -
0.00 MoChange m
0.00 MoChange m

By clicking on “View” button you will see the results as shown in below figure

B2 Azure SQL Per Day Utilization (last 30 days)

Per Day Utilization

SQL Utilization in %

Days

® DTUUtization
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17.3 Cost Forecast

Subscription Wise Previous and Current month Actual Cost, by which you can compare your previous cost with
current cost. This dashboard is used to provide the forecast cost data based on previous cost.
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& Cost & Utilization

@ Virtual Machine Utilization
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Figure: Cost Forecast
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Here you can get the detailed information about previous cost, current cost and forecast cost as shown in

figure below:

Figure: Subscription Wise Previous and Current cost

22 Subsaripticn Wise Previous and Current month Actual Cost
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6 46b1-abfa- 86.28 (8/1572022) 2%
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17.4 Performance data

In this Performance Data Dashboard

Forecast Cost($) =

45.87 (8/16/2022) -
(5/3142022)

0.00 (1/971900) -
(Gr4r2022)

3811 (5/16/2022) -
(67/2022)

0.00 (1/1/1900) -
(6/22022)

51.93 (5/16/2022) -
(6122022)

81.85 (5/16/2022) -
(6/1442022)

Predicted Utilized
LT Budget($) ¢

Save Budget ¢

0% Set Your Budgst Save

Save

=
R

Set Your Budget

0% Set Your Budget Save

0% 132.00

Save

35 % 150.00 Save

55 % 150.00 Save

https://cloudsupervisor.cloudatlasinc.com/ServicePerformance/PerformanceData , Here we show the

utilization of all Virtual Machine on Particular Subscription. To Get Memory data firstly you must enable boot

diagnostic to monitor memory.
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Figure: Performance Data

@ Dashboa 22 Performance Data of Virtual Machines )

€ Cost & Utilization

[@ Virtual Machine Utilization

£ 5QL Azure Utilization

@ Cost Forecast SubscriptionlD Resource Grou Average CPU (%)
18 Performance Data 97ee70e6-0e23-47d3-865a-243f60e211a5 ausdeploymentrg CybersecurityVMAUS 057 N/A (Enable diagnostic settings to monitor memory)
 RI & Hybrid Recommendation
7d846fba-3154-47ec-9c63-30e536711dd4 loud-shell-storag i Data gathering in process 26.18
B Azure Stack Invoice
& Orphan Resources ¢da2ff99-2343-4471-b7a6- crausnew 396 N/A (Enable diagnostic settings to monitor memory)
Lol Variation Analysis d7a78ac1-c8b0-4ab5-aedc-707ff5a46022 cloudreconeu cloudreconeu3 n N/A (Enable diagnostic settings to monitor memory)
S SpgSenice HlanUtizalion d7a78ac1-c8b0-4ab5-aedc-707f5a46022 cloudreconglobal cloudreconuae 369 N/A (Enable diagnostic settings to monitor memory)
& Security & Compliance d7a78ac1-c8b0-4ab5-aedc-707f5a46022 cloudreconglobal cloudreconus 6.87 N/A (Enable diagnostic settings to monitor memory)
& Cloud Service 2b4b808d-64cd-44ed-913f- Oca crstaging 19.42 N/A (Enable diagnostic settings to monitor memory)
Management
228872a3-3021-49c9-b3a1-1cdcb852857e cpdependencydbrg DependencyDB-Srv 154 8.68
@ Application Migration
8075a55d-39af-4dcf-afe6-96dffid78c21 creanada reconcanada mm 1499
5db08751-7603-4be9-8313-ce8f93553705 dynamiccrm365rg DCRMVM 139 N/A (Enable diagnostic settings to monitor memory)
d7a78ac1-c8b0-4ab5-aedc-707f5a46022 hongkongeast_asia cloudreconea 412 N/A (Enable diagnostic settings to monitor memory)
718da436-7f78-4bb6-acc8-6f06a6620161 0365newapp 0365AppIMachine 18.12 N/A (Enable diagnostic settings to monitor memory)
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17.5 Saving Plan Recommendations

This dashboard provides in depth information of the cost consumption PAG, Savings plan, the tenure, savings amount
and the committed amount of each and every subscription.

— CloudSupervisor ® . P Last Updats 0
= (A | s B A e reewsx )

@ Dashboard

Lasi7Days 357.98 USD 280.69 USD 77.28 USD 1.21UsD

@ Cost& Ut 56. PIY  Last30Days 164545USD 128287 USD 362.59 USD 1.21USD .
B Virtual Machine Utilization
57 Lasto0Days ~ 3687.45USD 298286 USD 694.57 USD 121UsD
S sQL Azure Utilization Hospitals DEV
. 58 Last7Days 36798USD 21988 USD 138.09 USD 0.88 USD
Ll Other Services Utilization
@ Cost Forecast 5 P3Y  Lasti0Days  164545USD  1001.07 USD 644.38 USD 0.88USD
Perf D
L) 60. Last60Days  3687.45USD  2406.91USD 128054 USD 0.88USD
® Rl & Hybrid Recommendation
. , 61, Last7Days 3§768USD 28060 USD 7728 USD 1.21USD
wb Saving Plan Recommendation
PIY  Lasti0Days  164545USD 128287 USD 362,59 USD 1.21USD
& Security & Compliance
Lasté0Days  3687.45USD 296286 USD 694.57 USD 1.21USD
I Mapping Reports Atlas-SAP-production
Last7Days 35708USD 21988 USD 138.00 USD 0.88USD
@ Support P3Y  Lasi30Days  164545USD  1001.07 USD 644.38 USD 0.88 USD -
Powered by The Unifycioud TETId

Fig — Saving Plan Recommendations

N ; LastUpdals g

@ virtual Machine Utilization

1. Lasi7Days 357.98 USD 280.69 USD 77.28USD 121USD
£ 35qL Azure Utilization

2 PIY  Lasti0Days  164545USD  1282.87 USD 362.50 USD 121USD
Ll Other Services Utilization
@ Cost Forecast 3. Last60Days 368745 USD 2992.86 USD 694.57 USD 1.21USD

Hemas Data Repository

(DR TN 4. Last7Days 357.96 USD 219.88 USD 138,09 USD 0.88 USD
® RI & Hybrid Recommendation

5 P3Y  Lastl0Days  164545USD  1001.07USD 644.38 USD 0.88 USD
ob Saving Plan Recommendation

8. Last60Days ~ 3687.45USD  2406.91USD 1280.54 USD 0.88 USD
& Security mpliance

7. Last7Days 357.98 USD 280.69 USD 77.28USD 121UsD
I Mapping Reports

8 PIY  Lasti0Days  164545USD  1282.87 USD 362.59 USD 121USD
& Semine

9 LastB0Days 3687 45 USD 2992 88 USD 894 57 USD 121U8D

@ Support

cAD REV ® AR

Powered by The Unifycloud Pvi.Ltd

Fig - Saving Plan Recommendations
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Click on the eye icon, it will redirect you towards the recommendation list based on your usage of last 7 days.

This Recommendation is based on Last7Days of your usage

Subscription 1d 0179cdec-821e-4786-a22e-adeladdi07a6
Subscription Name B Hemas Data Repository
Term B P1Y
Pay As You Go Cost 537.2018 USD
Saving Plan Cost B 417.36 USD
Saving Amount B 119.842 USD
Commitment Amount 217 UsD
Overage Cost I} B 102.71 USD
Wastage Cost (i) : 6.972 USD
Benifit Cost (& : 314.65 USD

Recommendation : Consider adding a savings plan for compute for an hourly commitment of 2.17 USD with
term of 1 year

@ support

Usage

Fig — Saving Plan Recommendations

This dashboard provides relevant suggestions based on your subscription. It provides the cost information for the
savings plan, pay As You Go, overage, wastage, and benefit.
It also provides recommendation considering hourly commitment of 2.17 USD within a tenure of one year.

Recommendation : Consider adding a savings plan for compute for an hourly commitment of 2.17 USD with
term of 1 year

Usage

0
0 25 50 75 125

00

Hour

@ Overage Cost @ Wastage Cost @ Benifit Cost without Wastage

@ support

Fig — Saving Plan Recommendations
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17.6 Rl & hybrid Recommendation

In this RI & Hybrid Recommendation Dashboard
https://cloudsupervisor.cloudatlasinc.com/RIRecommendation/RIReports , Here we show how Reserved
Instance Cost of 1 & 3 year of SQL and Virtual Machine and to reduce the cost of azure Services

Figure: Rl & Hybrid Recommendation

[Rnsmr——— ]

= Gt

& Dashboand 2 RI & Hybrid Analysis
& Cost & Utilization
& Security & Compl RI Saving Report - [Monthiy]
a S VI—
Total SQL Databases 65 Sized SQL Databases 65 Ignored SGL Databases o
- $8950.57 .
[ o}
T T T Total VM Instances Sized VM Instances 81 Ignored Vi Instances 1
o
1-vear R.1 Potential
$12364 RI 1 Year Cost $8009.64 et $4354.46 0 q
PayAsYouGao Cost For Non Applied o a-vear R.I Potential RI Applied RI Applied
R.1 Resources RI 3 Year Cost $66265.13 saving $6738.87 Services Costs
Rl vs Pay As You Go vs Hybrid Benefit(Virtual Machine] 85 RI Core Required Summary{Virtual Machine]

120k
Azure RI VM Group | Re
10,0k
Standard_D2s_v3
Support 80K

& sok Standard_Eds_v3
S

40K Standard_D2s_v3 =

2.0k

Standard_B2r
0 .
. >
N Qo ™t 22 ™ o Standard_DS1_v2

Billing Month

— PayAsYouGo With License Cost — 1 YR Compute Cost With License Go:
— PayAsYouGo Hybrid Cost 1 YR Compute Cost — 3 YR Compute Co:

Standard_DS2_v2

3 YR Compute Cost With Li
mption Cost in USO

Con

Standard_E2s_v3

L3 Ig
;
JUHHHHHE
H
,
,
sooooof;
;
g i
:
e
2

Virtual Machine Summ.

v with RI Cost

Pay As You

Go with 1-¥ RI with 3% RI with
os L b Hybrid Hybria
Service Name Location = Type = Cosus) = Cosus) + Costs) =

1 AccordoPOC Standard_B2s eastus Windows  Enable 36 21

2 ais-vm Standard_D2s_v3  eastus2 Windows  Enable 137.24 70.08 109 41.84 94.05 26.89

3 amdc Standard_D2_v3 sastus Windows ~ Enable 137.24 70.08 108.91 4175 94.05 26.89

a amvcenter Standard_B2s eastus Windows  Enable 3821 30.37 2359 1775 17.29 1145

5 coudpiotak: Standard_DS2_vZ | eastus Windows = Enable | 18396 106 58 11224 a5.08 96.66 295

6 CloudPilotTrai Standard_D2s_v3  eastus Windows  Enable 137.24 70.08 108.91 41.76 94.05 26.89

7 cloudrecon2 Standard_D2_v2 eastus Windows ~ Enable 183.96 106.58 112.24 45.08 96.66 205

8 cloudreconea Standard_B2ms Windows ~ Enable 9125 a85.41 6234 56.5 422 36.36

S Standard_Bams westeurope Windows | Enable o o o o a o

10 cloudraconaul Standard_Eds_v3  westeurops Windows  Enable o o [} o o 0
Showing 1 1o 10 of 82 entries. Previous | 1 ‘ 2 3 e 5 o L] Next

Rl vs Pay As You Go vs Hybrid BenefitlAzure SQL Database] RI Core Required SummarylAzure SQL Databass]

Data Mot Avallable

2.5K
2.0k
. 15K - - o B
5
9 ok
500
N2 20N e - O .
P P iy Py iy P
Billing Month
— PayAsYouGoHybrid Cost — 1 YRRI Cost — 3 YRRI Cost — PayAsYouGo With License Cost
CneYear RI With License Gost — Three¥ear RI With License Gost — Gonsumplion Gost in UST

Azure SQL Database Summary with Rl Cost

Pay As You 1 Year RI 1 Year RI 3 Year RI
Go Costwith | Costwitn Cost with Cost with
Prica Hybrid Cost Liconse Cost Hybrid
s.No s | service Name - Location ¢ Tier & (L (o Costs) = ) = Cosus) ($) =
1 Atlas eastus Basic Disabled = 4.90 o [ [} a o
2 awsshared eastus Basic Disabled = 4.90 o o [ ] o
3 AzureCe stus2 Ba bled 490 o o [} o 0
4 AzureP eastus Standard o o o [} a o
5 CloudAtlas southcentralus  Basic Disabled = 4.90 [ o [} o o
[ CloudOriginDb southcentralus  Standard  Disabled  73.61 o o [} a o
7 CloudOriginDb sastus Basic Disabled ~ 4.90 o [ 0 o o
8 CloudOriginDb eastus Basic Disabled 490 o o 0 o o
£l CloudQriginDB eastus Standard | Disabled = 14.72 [ o 0 o o
10 CloudQriginDb southcentralus  Basic Disabled ~ 4.90 [ o 0 o o
Showing 1 to 10 of 65 entries. Previous ‘ 1 ‘ E 3 a 5 G 7 Next
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In this dashboard we can see various types of cost and also, we can optimize the cost based on various
parameters and recommendations

In first section “RI Saving Report “, as shown in Figure: Saving Report, Provides visibility into
your reservations details of Total Subscription Current Cost, Total SQL Databases, Total VM Instances, Sized
SQL Databases and Sized VM Instances etc.

Here “Sized” means total Rl enabled resources.

User can get information directly about their, “RI 1 Year Cost”, “RI 3 Year Cost “, “1-Year R.| Potential Saving
“, “3-Year R.| Potential Saving” and RI Applied Services.

22 Rl & Hybrid Analysis

222 RI Saving Report - [Monthly]

Total SQL Databases 65 Sized SQL Databases 65 Ignored SQL Databases 0
$8950.57
Total Subscription Current Cost Total VM Instances 82 Sized VM Instances 81 Ignored VM Instances 1
1-Year R.| Potential
$12364 RI 1 Year Cost $8009.54 Sy $4354.46 0 0
PayAsYouGo Cost For Non Applied 3-Year R.I Potential i i
y A RI 3 Year Cost $6625.13 earirolenial - ¢5738.87 Rl Appled Rl Appled
R.I Resources Saving Services Costs

Figure: Saving Report

In the second section “Rl vs Pay As You Go vs Hybrid Benefit [Virtual Machine]” section we get the Billing Months
detail Last Six Months] by chart of Virtual machines, as shown in Figure: Rl vs Pay As You Go vs Hybrid
Benefit.

222 Rl vs Pay As You Go vs Hybrid Benefit[Virtual Machine]

12.0K -
o )
10.0K -
8.0K - o} ')
§ 6.0K o ‘o)
4.0K e O
—C)
2.0K O
0 . . .
AL N 02 o b 09
o2 o o L Qo2 Q02
Billing Month

== PayAsYouGo With License Cost ==~ 1 YR Compute Cost With License Cost
3 YR Compute Cost With License Cost == PayAsYouGo Hybrid Cost 1 YR Compute Cost
== 3 YR Compute Cost =~ Consumption Costin USD

Figure: Rl vs Pay As You Go vs Hybrid Benefit.
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And in the third one” “RI Core Required Summary [Virtual Machine]”, in this section user can get the details
of list of Rl enabled machine, required cores. as shown in Figure: Rl Cores Required

222 Rl Core Required Summary[Virtual Machine]

Azure Rl VM Group

Standard_D2s _v3

Standard Eds w3

Standard_D2s w3

Standard B2ms

Standard_D51_w2

Standard_D52_ w2

Standard EZ2s w3

Region

i
:

EEI

oo

Required RI

Core

Figure: Rl Cores Required

EEEEEEEN

And in the last one of Virtual machine section “Virtual Machine Summary with RI Cost” here user can get the
full list of detail information of virtual machines and its costing like pay as you go, 1 year Rl and 3-year Rl etc

as shown in Figure: Summary List.

£22 Virtual Machine Summary

with Rl Cost

B License & Hybrid are not available for Limuz OF , Itz Tust Pay as vou goand 1 & 3 Vear BT costs in Licencs columa

Show entries

Service Name «

1 AccordoPOC

2 ais-vm

3 amdc

4 amvcenter

5 cloudpilotak-
vm_455

6 CloudPilotTraining

7 cloudrecon2

8 cloudreconsa

Price Tier #
Standard_B2s
Standard_D2s_v3
Standard_D2_v3

Standard_B2s

Standard_DS2_v2

Standard_D2s_v3
Standard_D2_v2

Standard_B2Zms

Location ¢

eastus

eastus?

eastus

eastus

eastus

eastus

eastus

eastasia

05
Type ¢

Windows = Enable

Windows ~ Enable

\Windows = Enable

Windows = Enable

\Windows  Enable

\Windows = Enable

\Windows  Enable

Windows ~ Enable

Figure: Summary List.

Pay As You
Go with

License
Cost($) +

36.21

13724

137.24

36.21

183.96

137.24

183.96

91.25

Pay As You
Go with
Hybrid
Cost{$) +
30.37
70.08
70.08

30.37

106.58

70.08

106.58

85.41

1-Y Rl with
License
Cost($) ¢
23.59

109
108.91

2359

12.24

108.91

12.24

62.34

Search:

17.75

41.84

4175

17.75

4508

4175

4508

56.5

o v

3-Y Rl with
License
Cost($) ¢

17.29

94.05

94.05

17.29

96.66

94.05

96.66

422

3-Y Rl with
Hybrid
Cost($) ¢
11.45
26.89
26.89

11.45
295

26.89
295

36.36
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IN both the section in virtual machine as well as SQL databases, [Virtual Machine Summary with RI Cost
AND Azure SQL Database Summary with Rl Cost] there is button on left top corner of every section name
“View More” clicking on it, user can get the detail page as shown in Figure: Detail List Page.

222 Vm's Rl Core Required Summary

B License & Hybnd are not available for Linux OS , It Tus 3 Year B.1 costs In Licence column

Show 10~ entries Search ]
Pay As Pay As
You Go You Go 1YRI 1Y RI 3YRI 3YRI
with with with with with with
License Hybrid License Hybrid License Hybrid
Service Name Subscriptionld Tenantid Price Tier Cost($) Cost($) Cost{$) Cost($) Cost($) Cost($)
104dae7s- d70cb4db-
1 linuxredhatvm eastus O SRRk Standard_D2s_v3 2 7008 0 4175 0 26.89 0
S1d6- aaf3-
b660baalfc21 f1e7ac277686
104dae78- d70cb4db-
2 linuxredhatvm eastus :.?::43:107 59?;"1549’ Standard_D2s_v3 2 70.08 70.08 4175 4175 26.89 26.89
. aaf3-

b&60baalfc21 f1e7ac277686

bigf4eed-16e6- ;';“jf’jdjg,
3 LinuxTestVM eastus 4412-9a68- aacB a Standard_B2ms 2 60.74 0 3558 o 22.86 1]
T8T2a534d05a | g o7aca77686
SelfhostAgent- Sff70eb6-b523- gggzt];ad:;—
4 v 9 southeastasia 4770-bcc2- aaf3- Standard_D2s_v3 2 8125 o 5292 o 3361 o
5199fb68a702 f1aTac?TTRAA -

Figure: Detail List Page.

And as same as Virtual machine section user can get the details of SQL Databases: as shown in Figure: SQL
RI Details

& Rl vs Pay As You Go vs Hybrid Benefit[Azure SQL Database] g8 Rl Core Required Summary{Azure SQL Database]
Data Mol Available
25K
2.0K /:"\
~—
o~ 15K ’ ~g— o
] o—o—————F
<1
© 1.0K
500
o - . ~ ~ ~
2 s Py .
iy -_.’(‘.;,"0 P
Billing Month
= PayAsYouGoHybrid Cost == 1YRRI Cost 3 YRRI Cost == PayAsYouGo With License Cost
OneYear RI With License Cost == ThreeYear RI Wilh License Cost Consumption Cest in USD
£2 Azure SQL Database Summary with RI Cost view More
Show[10 v entries search: | |
Pay As You 3 Year RI
Pay As You Go Cost 1 Year R1 1 Year RI 3 Year RI Cost With
Go Cost With Cost with Cost With Cost with Hybrid
R with License Hybrd License Hybrid e Cost(s)
Location & State & Cost (3) ¢ Cost($) ¢ Cost ($) & Costi$) ¢ Cost ($) & 5 e
1 Atlas easius Basic Disabled 490 0 0 0 0 0
2 awsschared eastus Basic Disabled 4.90 0 0 0 0 0
3 AzureCalcTestMNew eastus2 Basic Disabled 4.90 0 0 0 0 0
4 AzurePriceMaster eastus Standard 0 0 0 0 0 0

Figure: SQL RI Details
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In SQL database, first section we get which is “Rl vs Pay as You Go vs Hybrid Benefit [Azure SQL Database]”
User can get the information of SQL databases “reservations” and “pay as you go” costing in chart view, this
chart contains the last six months of usage information’s as shown in Figure: SQL PSUG Vs RI.

222 Rl vs Pay As You Go vs Hybrid Benefit[Azure SQL Database]

25K -

2.0K -
L 15K B e ———
8 O— O %
O qok- “‘\T

500 -

D ™ . -— - ) . 'a" : ™ ; ™\ .
AL o\ ol Pt Qb fvje)
107:\ 107:?’ 10’7:2’ 1(3'7—" 10'?:?’ 10'2-’2’

Billing Month

= PayAsYouGoHybrid Cost == 1 YRRI Cost 3 YRRI Cost == PayAsYouGo With License Cost
OneYear Rl With License Cost = ThreeYear Rl With License Cost =~ Consumption Costin USD

Figure: SQL PSUG Vs RI.

And in the third one” “RI Core Required Summary [Azure SQL Database]”, in this section user can get the
details of list of Rl enabled SQL Databases, required cores. as shown in Figure: Rl Cores Required SQL

22 Rl Core Required Summary[Azure 501 Database]

Azure SQL Sku Tier Required Rl Core

Data not available

Figure: Rl Cores Required SQL

And in the last one of SQL Databases section “Azure SQL Database Summary with Rl Cost” here user can get
the full list of detail information of SQL Databases and its costing like pay as you go, 1 year Rl and 3-year RI
etc. as shown in Figure: Summary List SQL.

142



UnifyCloud”

i85 Azure SQL Database Summary with RI Cost
Shm'.femnes Search: |
Pay As You Pay As You 1 Year Rl 1 Year Rl 3 Year Rl 3 Year Rl
Go Cost with Go Cost Cost with Cost With Cost with Cost With
License Cost With Hybrid License Hybrid License Hybrid
Service Name « i %)+ Cost ($) ¢ Cost ($) ¢ Cost{$) ¢ Cost ($) ¢ Cost{$) ($) &
1 Atlas eastus Basic Disabled = 4.90 0 0 0 0 0
2 awsshared eastus Basic Disabled = 4.90 0 0 0 0 0
3 AzureCalcTestNew eastus2 Basic Disabled = 4.90 0 0 0 0 0
4 AzurePriceMaster eastus Standard 0 0 0 0 0 0
5 CloudAtlas southcentralus ~ Basic Disabled = 4.90 0 0 0 0 0
6 CloudOriginDb southcentralus = Standard ~ Disabled = 73.61 0 0 0 0 0
7 CloudOriginDb eastus Basic Disabled =~ 4.90 0 0 0 0 0
8 CloudCriginDb eastus Basic Disabled ~ 4.90 0 0 0 0 0

Figure: Summary List SQL

IN both the section in virtual machine as well as SQL databases, [Virtual Machine Summary with RI Cost
AND Azure SQL Database Summary with RI Cost] there is button on left top corner of every section name
“View More” clicking on it, user can get the detail page as shown in Figure: Detail List Page.

822 SQL's RI Core Required Summary
snow [10_ v entries Search: |
Pay As
You Go 1 Year RI 3 Year Rl
With With with
Required Lisenced Lisenced License
Service Name ResourceGroup RI Core Cost (%) Cost ($) Cost($)
14188e13-
369f-46b1-
1 CloudOriginDb southcentralus ~ Standard aBfa- rgcloudorigindb 50 0 0 0 T73.61 0 0
Tc3fad0afa03
14183e13-
2 CloudQriginDbBackup southcentralus ~ Basic :g?:mm_ rgcloudorigindb 5 0 ] 0 4.90 0 0
Tc3fa8af303
14188e13-
CloudOriginDb_2018- . 869f-46b1- .
3 0809708427 southcentralus ~ Basic aBfa- rgcloudorigindb 5 0 0 0 4.90 0 0
Tc3fa80af303
14188e13-
CloudOriginDb_2019- . 369f-46b1- .
4 01-15T09-072 southcentralus ~ Basic aBfa rgcloudorigindb 5 0 0 0 450 0 0
Tc3fad0afa03

Figure: Detail List Page

If User wants to keep” SQL's Rl Core Required Summary” list and” VM's Rl Core Required Summary” List for
their internal records, user can always export it to a XLS file. By clicking on the right top corner button name
“Export”.
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18 Security & Compliance

18.1 Monitor Alerts

In this Monitor Alerts Dashboard, here we show the security alerts related data on the dashboard
https://cloudsupervisor.cloudatlasinc.com/MonitorAlerts

Figure: Monitor Alerts

— @ c'““"""“ﬁ”’ - All Subscription
— Azure

@ Dashboard 22 Monitor Alerts

€ Cost & Utilization
A e e e 22 summary 23 Alert Status m 22 Severity Wise Alert
A Monitor Alerts. 14 7
147 !
) Audit Logs |
2 Advisor Analytics Total Alerts 5020
&P Azure Best Practice
= AAD Apps Details
= RBAC Details
Total Action Groups 66 4535 4738
& Cloud Service
Management m Fired ® Resolved Sev3 m Sev4 m Sevl W Sevl
@ Application Migration
I Mapping Reports
£ Settings [ Alert Rules Detail
Show entries Search
Total Alert & New Alert ¢ Acknowledge Alert ¢ Closed Alert ¢
Isevo 14 14 0 0

Sev1 147 147 0 0
® Support Isey v

Powered by The Unifycloud Put.Ltd

You can see the detailed information about Monitor Alerts by clicking on ‘Total Alerts’ count

— CloudSuperviso e LastUpdate @ 0
— @ o All Subscriptior Service Name 2310512022 z ‘

@ Dashboard

€ Cost & Utilization
& Security & Compli .
& Cloud Service Management

22 Moniter Alert detail(s)
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_ onliD « Group Name & * ] State ¢ ns (] ds
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Fail
LRI A:L::Iies
T c9a09ad124
0e05f8d0- Failure Stan y 066e7981d4
869e-44c8- v = microsoft.ins u ; . 19cf1ff19e56
cssupervisor  cloudsupervi . Anomalies - unusual rise 8/16/2021
Tz australiar sorau Juntslcomps cloudsupervi <TE pessiad T intherate of = 12:00:00 AM crnledios
4965444540 ks nents ey i 8294781041
16 ; 869026736
requests or
6a
dependency
calls
Failure
:;‘(‘i’ﬁ“:"e:u 2c29615898
1d5569ed- Failure ton y b093f1d7b0c
G e cloud- . cloudsupervi Anomalies - ¥ unusual rise 9/1/2020 [P
92d1- supervisorpr components Sev3 Fired New 3 d912caicla
SOrpro CloudSuper inthe rate of = 9:55:01 AM
d3cac7825b od VisorPro failed HTTP 6dcad23dbf5
34 fldecdeBdbe
requests or d

AR e

Powered by The Unifycloud Pvt Ltd
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18.2 Audit Logs

In Audit Logs Dashboard https://cloudsupervisor.cloudatlasinc.com/AuditLog , Here we show the record of

events or changes performed by the user and also shows all changes or modification done in services like
create new services, delete services or rename any service under subscription with their operation Time.

o
— CloudSupervisor © All Subscription
e Azure

@ Dashboard

© Cost & Utilization

e ﬂ i i _
A Monitor Alerts

- 0
e Last Update @
Service Name. bl ‘
_ 2310512022 L

22 Audit Logs

@ Audit Logs 1 Zg;ggﬁzi‘:g;z-“&-aem- Microsoft Partner Network_VDI 34 azureadmin@unifycloud.com 3

1 Advisor Analytics

€ Azure Best Practice 0dc3653e-befb-44c7-960e- : 3 5 G 3 5 ~
2 od3437681c68 Visual Studio Enterprise Subscription — MPN_VDI32 azureadmin@unifycloud.com 8 +

= AAD Apps Details

= RBAC Details 104dae78-688d-48d0-81d6- . " . . . -
3 b660baadfc21 Visual Studio CloudPilot Ganesh azureadmin@unifycloud.com 10 E

& Cloud Service Management T
4 s S Visual Studio CloudPilot Ganesh bhupeshb@unifycloud.com 1 &)
@ Application Migration b660baalfc21
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By clicking on “+” button, you can see the detailed information about specific subscription.

Subscription
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18.3 Advisor Analytics

Make your Azure work better, faster and stronger with the cost and performance optimized “Advisor
Analytics.” The Consultancy for these advisor boards will guide you towards the optimal resource
configurations for your virtual and classic system modules and provide best practices recommendations to
improve the High availability, security, and performance of your resources, while making the opportunities to
optimize Azure expenditures.

You can view all the recommendations at one place, view the impacted areas of your business resources, and
analyse the better recommendations to optimize Azure space, SQL DB performance, and Premium storage for
your VMs.

The Advisor dashboard will give you a glance on the following:

High Availability - This will give you a consolidated view of all your recommendations for virtual machines
and app services.

Operational Excellence — This will give you a brief about your SQL server instances, Auditing, and Threat
detection details to optimize security for your virtual environment. Group two or more machines under a
resource group and move them to a new availability set.

Security — Improve the security features for your systems and view altogether in a single view.
Performance — You can create an index and improve the performance of your SQL DB servers.

Cost — Make your systems snoozed, resized, or shut down completely to lower cost as described in the Cost
module and utilize the recommendation to optimize cost at all levels. This section will help you view the areas
where “Network and CPU utilization is low and where you can resize your Azure machines or configure app
services for better performance.

All these recommendations are to provide a solid base for your virtual infrastructure and to maintain the
“Business Continuity” throughout the operational phases.

In This Advisor Analytics Dashboard
https://cloudsupervisor.cloudatlasinc.com/SecurityAndCompliance/AdvisorAnalysis , We show best
practices recommendations to improve the High availability, security, and performance of your resources,
while making the opportunities.

et CloudSupervisor ®
— Azure

@ Dashboard

€ Cost & Utilization
& Security & Compliance Advisor recommendations

A Monitor Alerts

Last Updat ® 0
== |2 % €3

22 Advisor Dashboard Month - May

@) Audit Logs All High Availability OperationalExcellence Security # Performance Cost
SR 2460 ®130 {8 02317 A5
€ Azure Best Practice I i ll

B AAD Apps Details

= RBAC Details

Improve the availability, security and performance of your Azure resources with these recommendations. Learn more

@ Application Migration A maximum of 3 owners should be designated for subscriptions

High Security
Iy Mapping Reports A maximum of 3 owners should be designated for subscriptions Recommendanons
& Settings e 5 : Adaptive application controls for defining safe applications should be enabled on your machines ¢
ig ecurity

Adaptive application controls for defining safe applications should be enabled on your machines Recommendations
ptive network g should be applied on internet facing virtual
High Security machines 6
@ S t Recommendations
uppor Adaptive network hardening recommendations should be applied on internet facing virtual machines v
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18.4 Azure Best Practice

These are the best practices for Azure as per the subscription for which the data is checked to ensure the
services are mapped to subscriptions with the result status of Pass or Fail.

Azure Best Practice https://cloudsupervisor.cloudatlasinc.com/AzureBestPractice , we show the data of best
practices Policy Details, DevOps, DevOps Resource Wise.

Figure: Azure Best Practice

— @ A All Subscription Service Name P 2 a Q
@ Dashboard

& Cost & Utilization
& Security & Compliance £52 Report Summary -

A Monitor Alerts
Report Name Count
] Audit Logs

e Advisor Analytics 1 Azure Policy R

22 Azure Best Practices

& Azure Best Practice 2 Devops Resource Wise 94

= AAD Apps Details 3 Devops *
= RBAC Details

& Cloud Service Management [ Azure Best Practices Policy Detail(s) [For Sql Vulnerability]

& Application Migration
I Mapping Reports

1 All memberships for user-defined roles should be intended Auditing & Logging Sql Database  High

Authentication &
Authorization

3 Excessive permissions should not be granted to PUBLIC role on objects or columns Authentication & Sql Database  High
(@ Support Authorization ;
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2 Server principal GUEST should not be a member of any role Sql Database  High

19 Mapping Reports
19.1 Tag Mapping

This dashboard offers the selection of Supervisor Tag Keys, you can select from the selection of tag keys.

— CloudSupervisor ®
— Azure

@ Dashboard W Tag Mapping

Last Update 0
0211912023 2 &

© Cost & Utilization

Supervisor Tag keys: —Select Tags— v
& Security & Compliance ol

Iy Mapping Reports User Tag keys: m

W Tag Mapping

«¢ Tag Management

[ Costing Analysis By Tags

& Settings S.no Supervisor Tag keys User Tag keys

1 Environment t, Env, Ef
2 Owner Created by, Created By, Created_By, CreatedBy, name
3 Project application, ASR-FODisk, ASR-ReplicaDisk, CosmosAccountType, Landscape
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Fig - Tag Mapping

You can select the supervisor tag keys and click on the save key.
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—_— CloudSuperviso A e _ Last Update 0
= @ Azure 0211912023 2 & . . L)

@ Dashboard W Tag Mapping

@ Cost & Utilization

Supervisor Tag keys: ~Select Tags— vl
& Security & Compliance | -

—Select Tags—
lappin rts User Tag keys: Environment
B Mapping Repo iia

3 Project
W Tag Mapping

Business Unit
& Tag Management — —

Other

@) Costing Analysis By Tags

1 Environment databricks-environment, Env, Environment
2 Owner Created by, Created By, Created_By, CreatedBy, name
3 Project application, ASR-FODisk, ASR-RepiicaDisk, CosmosAccountType, Landscape
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Fig - Tag Mapping

The user tag keys will be mapped successfully with the supervisor tag keys.

@ CloudSupervisor@ i B Your user tag keys are being successfully mapped

Azure

@ Dashboard W Tag Mapping

© Cost & Utilization

Supervisor Tag keys: Environment v
& Security & Compliance !

B Mapping Reports User Tag keys: m

3 databricks-environment, Env -
@ Tag Mapping o

< Tag Management

@ Costing Analysis By Tags

Support

no Supervisor Tag keys User Tag keys
Settings
1 Environment t, Env, E:
2 Owner Created by, Created By, Created_By, CreatedBy, name
3 Project application, ASR-FODisk, ASR-ReplicaDisk, CosmosAccountType, Landscape
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Fig - Tag Mapping

This also provides in depth details of supervisor tag keys and user tag keys.

19.2 Tag Management

19.2.71 Import/Export template
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L &
:
:

r— Azure 02/19/2023 -k

@ Dashboard
£2 Import/Export Template

@ Cost & Utilization
Please select Tag Category : O Resource Wise ® Resource Group Wise Refresh
& Security & Compliance

HE Import Template 51 Export Template
I Mapping Reports P P P =

W Tag Mapping Uploaded ResourceFile : Uploaded Resource File : [FJiStugzEng
p— = e

[2 Costing Analysis By Tags

Fisen e g ey

Show (10 ~]entries Search: [ |

ﬂ Stpseriptonte ¢ mmmm

0179cdec-B21e-  cloud-shell-
@ Support 1 4786-a22e- storage-

©s110037ffe84
QfRR~R
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Fig — Import/Export template

You can select the tag category from the two variants such as Resource wise and Resource group wise. This provides
import and export feature to upload resource file.

19.2.2 Service wise Tag Summary

This provides the subscription details along with resource group, subscription ID, Service name, project, environment
and business unit. It also provides an option to save the action.

— CloudSupervisor ® e oo N Last Update 0
= (@ e B sevce o e @ A -

e =T — = — =

@ Dashboard

@ Cost & Utilization

@ Security & Compliance JdRecon CRE [ Production WEB Saurabh CRE Save
& Cloud Service Management
@ Application Migration fy cloud Internal Production AZR Satyapriya ucIt Save
I Mapping Reports
@ Tag Mapping udRecon CRE Production WEB Sourabh CRE Save
¢ Tag Management
{8 Costing Analysis By Tags adpilot CPI Internal AZR Sourabh cPI “Save |
& Settings
adpilot CPI Production WEB Bhupesh CPI save
@ Support n
Powered by The Unifycloud ¥ 4

Fig - Service wise Tag Summary

19.3 Costing Analysis by Tags

This dashboard provides the costing recommendations based on tags such as Business unit, Environment, project,
owner, other.

Click on any of the tags such as Business, Environment, Project, Owner and other, which will direct you to the pie chart
with cost break down. It will also offer the details of subscription wise spending.
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Last Update . 0
0212112023 Z 5 O = Q

— @ CloudSupervisor ®
— y
— Azure

@ Dashboard

Jnit Wise Cost Analysis (Last 30 Days)

@ Cost & Utilization BusinessUnit | ®"

= Cost Breakdown (BusinessUnit) Spending By Subscription

& Security & Compliance Ll L v
St | M| mems I
14 Cost Cost =

A Coud service Mal $15673.08 $862.58 BusinessUnit | Subscriptionid | Service | Total [

o [ Count Count | Cost

@ Application Migration

i [ ® view |
¢, Environment 4 Unify cloud 2 13 2395
1B Mapping Reports Total Total Tota! fnterma -
Count Tagged Untagged
® Tag Mapping . Cost Cost 2 Cloudpilot CPI 3 34 642  7434.2¢
<& Tag Management $15673.38 $862.28
@ Costing is By Tags 3 Other % 10 138 86258
[EJ Project (@vw]
CloudRecon ~
£ Settings Total Total Tota 4 chE i 34 304 3286.6€
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5 Cost Cost Cloud
& Clou - 8
@ support $15628.61$907.05 ° _ Security CSE ~ 88 64207,
Powered by The Unifycioud Pyt Ltd

Fig - Costing Analysis by Tags

Click on the view Icon, it will redirect you towards the business unit details dashboard. This provides the cost utilization
of last 30 days.

— CloudSupervisor® 2 PR T Last Update
— Azure 02/19/2023

@ Dashboard mo BusinessUnit Details(Last 30 Day Cost)

@ Cost & Utilization

Show |10 v |entries Saarch
& Security & Compliance
BUS'MSSU“"
Iy Mapping Reports SubscriptioniD Resource Group
@ Settings 2074200 6a83 07> Other atlas-rgprd-pi aa-prd-sap-pi-OsDisk_01_root01
28742af7-6a63-4e7c-
2 ac34-a37177b27a63 Other atlas-rgprd-pi aa-prd-sap-pi_DataDisk_01_sybase02 0
28742af7-6a63-4e7c- A
3 ac34-a37177b27a63 Other atlas-rgprd-pi aa-prd-sap-pi_DataDisk_01_sapmnt01 0
28742af7-6a63-4e7c-
4 ac34-a37177b27a63 Other atlas-rgprd-pi aa-prd-sap-pi_DataDisk_01_sybase01 0
28742af7-6a63-4e7c-
5 a034-a37177h27263 Other atlas-rgprd-pi aa-prd-sap-pi_DataDisk_01_usrsap01 0
Showing 1 to 10 of 1,961 entries Previous 1 2 3 4 5 197 Next
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Fig - Costing Analysis by Tags

Click on the business unit which will redirect you to the dashboard that provides the price breakdown of our products
such as CloudRecon, CloudPilot , Cloudsupervisor and others.
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222 Cost Breakdown (BusinessUnit)

—

Fig - Cost Breakdown

It will also direct you to the spending by subscription list, which provides the details of Business unit Name,
Subscription Id count, service count and total cost.

¢ Spending By Subscription

Show |10 ~ entries  Search: :’

inessUnit Subscriptionld | Service Total

Name Count Count Cost i

y cloud 2 13 2305
ternal
ipilot CPI 34 642 743428 View
Jther 10 138 862.58
dRecon R .
“RE 34 304 3286.66
soud

642.07

tity CSE 8 88 642.0 View [
4 »

Fig - Spending by subscription

Click on the View icon, which redirects to the dashboard that offers the details of subscription wise spending.
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Details of Spending Subscriptions

SubscriptionID Resource Group Service Name Detail
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Fig - Details of spending subscriptions

Details of Spending Subscriptions
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Fig - Details of spending subscriptions

Click on the view Icon, it will redirect you towards the business unit details dashboard. This provides the cost utilization
of last 30 days.

— CloudSupervisor € o 3 Last Update
—_— Azure 02/19/2023

@ Dashboard BusinessUnit Details(Last 30 Day Cost)

@ Cost & Utilization

Show |10 v |entries Search :}

BusinessUnit
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Fig - Costing Analysis by Tags
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20 Settings

20.1 Manage Subscriptions

On Manage Subscription Dashboard: https://cloudsupervisor.cloudatlasinc.com/Subscriptions

User can manage the monitoring of their subscriptions. By selecting one or more active subscriptions from
subscriptions checkbox, user need to click on Enable/Disable Inventory, to enable or disable their
subscription monitoring.

User can also refresh the current subscription list by clicking on Refresh Subscription List button, can view
the previous bill by clicking on View Previous Bill button.

— @ CloudSupervisor €
— Azure

& Subscription List [@ Export Subscription Refresh Subscription List

Note :- After enable monitoring , Dashboard view link will be available in 24 to 48 Hours Q Search Subscription by name

criptions checkbox for enable monitoring and click on the button here)
s Previous Billing Cycle Cost [l Subscription Disabled 10% Amount Remaining or Less

Spending Limit Cost ($) Available Credits
Status @ Subscription Name Subscription ID $) B8 Billing Period (Data till 23/05/2022) ® ® Tags Dashboard

Project: CloudRecon -
Production Global Admin

1 Microsoft A‘zure d7a78ac1-c8b0-4ab5-aedc- 2000.00 5/1/2022 - 5/31/2022 Disable AzureAdmin@unifycloud & View
Sponsorship 707f5a46022  Updste Change chrn it
Barun,Amit,Sourabh
Admin: Avjeet
Visual Studio - eff70eb6-b923-4770-bec2- 132.00 5/4/2022 - 6/3/2022 . Pundir,Owner:
2 LandingZone-Prod 5199f68a702 Update Change Disatlo Bhupesh Project & View
Dependency
Visual Studio En— d0f6deb5-8bcc-466¢-bcdS- 132.00 5/9/2022 - 6/8/2022 : " .
3 V| " Disabl Admin: Rahul Singh Vi
g Landing Zone foffac790ic3 Upcate Change el I REI e Sl
Admin: Abhishek
4 Visual Studio Enterprise ~ 8075a55d-39af-4dcf-afe6- 132.00 5/4/2022 - 6/3/2022 Disable Srivastava, Owner:
— CloudReconCanada 96dfffd78c21 Update Change Barun, Sourabh, Amit,Proj

ect: CloudOrigin - Testing
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Figure: Mange Subscription

20.2 Invite User

On Invite user Dashboard: https://cloudsupervisor.cloudatlasinc.com/Settings/Userlnvitation , Organization
can invite other users as shown in Figure: Invite User.

Enter or select the values for the following fields:

e Username
e EmailID
e Select Subscriptions
Click on the Send button and the user will receive an invitation mail on the given email id.
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&+ User Invitation

User Name

Email ID

3-Menth Free Trial -
Access to Azure Active Directory
Access to Azure Active Directory
Azure Pass - Sponsorship h

Select Subscriptions

Figure: Invite User

20.3 Manage Billing Alerts

On this Dashboard: https://cloudsupervisor.cloudatlasinc.com/Settings/ManageBillingAlerts , user can set up

cloud consumption alerts so that user or organization’s representative persons are notified when cloud
spend exceeds certain thresholds.

= (s s 2 e
— Azure . 231052022 M i

@ Dashboard 22 New Billing Alert Billing Alert m
€ Cost & Utilization
& Security & Compliance % Billing Detail(s)

— o N S
D Limit
@ Application Migration L i
Mapping Reports 5 A X
1 ez 4104 Microsoft Fartrer 0.00 01/05/2022 31/05/2022 Edit

e7539054896f
& Manage Subscriptions
e n 07626917 e
t
== 2 COAfEb25E | L oo O EREPSe Ty g 05052022 | 04/0612022
8 Manage Billing Alerts 185414071015 Subscription — MPN_27
[ Hierarchy Master r—
@ Manage Organisation e o ) ) )
ge Urg 3 82c9-4815. Visual ,S‘L.Idm Enterprise D ERD S
= Vendor Profile adc2- Subscription — MPN “
® Customer Profile Scbenone
0dc3653e-
befb-44c7- Visual Studio Enterprise

4 0.00 08/05/2022 07/06/2022 Edit

960e- Subscription — MPN
@ Support d3437681c68 -
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Figure: Manage Billing Alerts

On dashboard, Top Right corner there is a button “Billing Alert” as shown in Figure: Manage Billing Alerts,
when user click on button the popup appears, fill the form and as per your requirement we will give alerts.
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Select Subscription Name

Spending Limit ($)*

Alert Percentage *

Email Id *

CC Email Id(s) (Enter multiple email address seprated with
semicolon (e.q. ;")) *

Figure: Manage Billing Alerts

20.4 Hierarchy master

e On this Dashboard Organisation hierarchy, user can see hierarchy of their organisation on each
subscription, Resource group and Resources.

— e _ o Updam n- 3
— All Subscriptic Service Name. o
@ o ubscription ervice Nam s A
22 OrgHierarchyMaster - Manage Hierarchy | Add New
€ Cost & Utilization

& Security 8 Compliance Subscription Id | Subscription Resource Service Type Resource Domai
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& Cloud Service Management
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I Mapping Reports
2 bfofdeed-16e6- | Visual Studio | appsource Storage aapsourcestora | BPUTest fdfdgdg AmitP
© Settings 4412-9a68- Enterprise — Account ge
- 7872a534d05a | WebApps(17th) Preview
& Manage Subscriptions.
& e 3 bfdfdeed-16e6- = Visual Studio | RgCloudatlasin | App Service cloudoriginapi | 2BPU 2Domain 20rg 2team AmitP
4412-9a68- Enterprise — c

1My aciiling Sets 7872a534d05a | WebApps(17th)

(& Hierarchy Master

4 bfofdeed-16e6- = Visual Studio  RgCloudatlasin | Sql Database | CloudOrigin OriginBPU | ODomain | OOrg OTeam Amit P

I8} Manage Otganization 4412-9a68- Enterprise — c

£ Vendor Profile 7872a534d05a | WebApps(17th)

(B Ctonrboie 5 bf9fdeed-16e6- | Visual Studio | RgCloudatlasin | App Service ServicePlan589 | AppPlanBp | AppPlanDo | AppPlanOr | AppPlanTeam | AmitK
4412-9a68- Enterprise — c Plan 1e86£-9b74 u main P

7872a534d05a | WebApps(17th)

1 2 » » 1-25 of 28 items
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Figure: Hierarchy master

e User can add new user by saving user details with their owner on specific type on a particular
subscription.
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= e _ —
S.No. Subscription Id | Sul
BBl Subscription Name —Select— v

1 bfSfdeed-1626- | Visl Team AmitP -
4412-9a68- Ent  Type --Select Type-- v
7872a534d05a | We

2 bfSfdeed-16e6- | Visi AmitP
4412-9a68- Ent  Owner

7872ab34d05a | We

3 bfSfdeed-1626- | Visl im AmitP

7872a534d05a | We. .

) T i i i i i
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Figure: Add New User

e User can manage hierarchy of their organisation by creating hierarchy on pop-up as shown below:

Manage Organization Hierarchy

Create Organization Create BPU Create Department Create Team Create Project

Add Organization Details

Organization name Organization code

organization name organization code

Save & Next

@ Support

Figure: Manage Organisation Hierarchy

20.5 Manage Organisation

On Manage Organisation Dashboard: https://cloudsupervisor.cloudatlasinc.com/Settings/Userlnvitation,

User can manage the basic things like Organization logo, currency, date format and select save, and user will
get data accordingly as shown in Figure: Invite User.
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22 NManage Your Organisation
Fill Organisation Setting(s) details

Upload Organisation Logo Choose File | Mo file chosen

Select Currency Select Currency e

Select Date Format Select Date Format A

Save

Figure: Manage Organisation
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